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Chapter 1: WiFi Security

To use WiFi Security, see the following topics:

WiFi Security OVerview .. L 2
System Requirements .. 4
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WiFi Security Overview

Webroot® WiFi Security VPN gives you security and privacy while you work, share, bank, and browse online.
It’s easy to use and automatically protects your data, financial details, passwords, browsing habits, and more
from prying eyes.

Powered by Webroot BrightCloud® Threat Intelligence, the app’s Web Filtering feature protects you from
malicious or risky sites that try to steal from you or infect your system with malware.

If the app is disabled, our unique kill switch functionality stops apps, sites, and processes from transmitting data
on an unsecure network. Webroot WiFi Security is the perfect complement to your antivirus or internet security
software, ensuring that you and your family stay safe online, on all of your devices.

o Simple, easy-to-use, private connection — Webroot® WiFi Security is simple and intuitive, so users don’t
have to follow complex steps. It automatically hides IP addresses and personal identifiers to keep users safe,
and never tracks information about how users connect and browse.

o Auto-connect —The app can automatically activate a VPN connection when user connects to an unsecure
network.

o Web filtering — Developed to protect the user from visiting risky sites as determined by Webroot
BrightCloud® Threat Intelligence. BrightCloud intelligence provides the most accurate and up-to-date
information about the billions of websites and IP addresses.

o Multiple device coverage — Webroot® WiFi Security covers the full ecosystem of devices in the user’s
home, including Windows®, Mac®, iOS®, and Android™ devices.

« Kill switch — Lets users block all internet traffic unless the VPN is being used. This is important for high
value browsing that needs extra security, like banking or other account-based activity.

Note: This feature is only available on Windows and Android operating systems.

o Unlimited use — Your subscription allows unlimited use for each of your devices subscribed to your account.
o Select connection country — Users can connect to servers in 35 countries.

o Award-winning customer support — Our free US-based customer support receives the highest customer
ratings in the industry.

For information on how to use WiFi Security, see the following topics:

o Using WiFi Security on Mobile Devices

o Using WiFi Security on Desktops
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o Working With Advanced Settings

o WiFi Security Support
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System Requirements

Supported OS and versions:

Android™ 6 (Marshmallow) and newer
i0OS™ 10 and newer

Mac 10.10 (Yosemite®) and newer

¢ Windows 7 and newer (Excluding Windows 8 and Windows 10 S)
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Chapter 2: Using WiFi Security on
Mobile Devices

To learn more about using WiFi Security, see the following topics:

Logging Into WiFi Security on Mobile Devices ... ... 6
Connecting to WiFi Security on Mobile Devices ... . ... ... i 10
Changing Server Locations on Mobile Devices . ... .. .. . 16
Setting Preferred Server Locations on Mobile Devices ... ... 21
Changing WiFi Security Passwords on Mobile Devices ... . ... ... 26
Signing Out From WiFi Security on Mobile Devices ... . ... ... 35
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Logging Into WiFi Security on Mobile Devices

Follow this procedure to log in to WiFi Security on a mobile device.

Note: Based on your platform, Android or i10S, the app might look different, but the functionality is the
same.

To log in to WiFi Security on a mobile device:

1. On your main screen, tap the WiFi Security app icon.

The Log In screen displays.
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Email Address

Password

Don’t have an account? START A 7-DAY TRIAL

2. Enter the following information:
« Email address.

« Password.



https://play.google.com/store
https://www.apple.com/ios/app-store/
https://www.webroot.com/us/en/home/products/vpn-wifi-security
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3. Tap the Log In button.

Don’t have an account? START A 7-DAY TRIAL

The main screen displays and you are ready to connect to the VPN service.
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CONNECT

4. Continue with Connecting to WiFi Security on Mobile Devices on page 10.
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Connecting to WiFi Security on Mobile Devices

Follow this procedure to connect to WiFi Security on mobile devices.

Note: Based on your platform, Android or iOS, the app might look different, but the functionality is the
same.

To connect to WiFi Security:

1. On your main screen, tap the Wifi Security icon.

- 10 -
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2. Tap Connect.

CONNECT

The first time you log in, you will be asked to allow Webroot to add VPN configuration.

-117 -
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Webroot would like to add
VPN configuration

All network activity on this
iPhone may be filtered or
monitored when using VPN.

/z"-- .-"\‘

" Allow = Don'tAllow

Click or tap "Allow" on the next screen
to activate Webroot WiFi Security.

Note: The next time you connect, when you tap Continue, WiFi connects right away.

-]12 -
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3. Tap Allow, then tap Continue to connect.

Webroot would like to add
VPN configuration

All network activity on this
iPhone may be filtered or
monitored when using VPN.

Don't Allow

Click or tap "Allow" on the next screen
to activate Webroot WiFi Security.

CONTINUE

You are connected. The screen displays the following information:

o The IP address of the server you are connected to.

o The length of time you've been connected.

- 13-
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eeeee Partner = 9:41 AM 100% (-

Q WEBROOT

Connected to

Automatic

Optimized for your speed and location

&

[9 IPADDRESS:  72.727.72.727 J

® TIME CONNECTED: 00:05:32

DISCONNECT n
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4. To disconnect, tap the Disconnect button.

seeee Doriner T 9:41 AM

Q WEBROOT

Connected to

Automatic

Optimized for your speed and location

Q |IPADDRESS: 72.727.72.727
@® TIME CONNECTED: 00:05:32

DISCONNECT u

100% (.
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Changing Server Locations on Mobile Devices

You can set the location of the server that you would prefer to connect to when Auto Reconnect is turned on.

Note: Based on your platform, Android or i10S, the app might look different, but the functionality is the
same.

To set preferred server locations:

1. On your main screen, tap the WiFi Security app icon.

- 16 -
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2. In the upper left corner of the screen, tap the Location icon.

ssses Dartner ¥ 9:41 AM 100% .-

@ WEBROOT

Connected to

Automatic

Optimized for your speed and location

¢ P ADDRESS:
@© TIME CONNECTED: 00:05:32

DISCONNECT

The Location Server menu displays.

-17-
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SEAaaas - 300 m 208

LOCATION SERVER

Search for a Location...

@ Automatic

MOST RECOMMENDED

(D France

O Germany
USA East

ALL LOCATIONS

@ Argentina
@ Australia

- 18-
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3. Tap the server location you want to connect to.

S AR - R[orW m 208

LOCATION SERVER

Search for a Location...
Automatic

MOST RECOMMENDED

France

Germany

USA East

ALL LOCATIONS

Argentina

Australia

Note: You can select from either the Most Recommended menu or the All Locations menu.

The app connects with the new location, which displays on the main screen of the app.

-19-
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Pad = 1:45 PM } 100% ) +
Q WEBROOT =
CONNECTED TO
France

9 IP ADDRESS: BN B S
@ TIME CONNECTED: 00:02:40

DISCONNECT '

4. To set preferred server locations to connect to automatically, see Setting Preferred Server Locations on

Mobile Devices on page 21.

-20 -



Chapter 2: Using WiFi Security on Mobile Devices

Setting Preferred Server Locations on Mobile
Devices

You can set the location of the server that you would prefer to connect to when Auto Connect is turned on.

If you turn on the Auto Connect function, and select a specific server location, WiFi Security will attempt to
connect with that server first, and then will select from another server to optimize speed and location.

Note: Based on your platform, Android or iOS, the app might look different, but the functionality is the
same.

To set preferred server locations:

1. On your main screen, tap the WiFi Security app icon.

N\

-2] -



WiFi Security User Guide

2. In the upper left corner of the screen, tap the Location icon.

ssses Dartner ¥ 9:41 AM 100% .-

@ WEBROOT

Connected to

Automatic

Optimized for your speed and location

¢ IPADDRESS:
@® TIME CONNECTED: 00:05:32

DISCONNECT

The Location Server menu displays.

-22 -



SEAaARA - R[orw m 208

LOCATION SERVER

Search for a Location...

@ Automatic

MOST RECOMMENDED

()

France

Germany

&

ALL LOCATIONS

@ Argentina
@ Australia

USA East

-23-

Chapter 2: Using WiFi Security on Mobile Devices



WiFi Security User Guide

3. Tap the blank star next to your preferred server location.

SE A2 AR - R[orWw m 208

LOCATION SERVER

Search for a Location...

@ Automatic

MOST RECOMMENDED

<l> France

O Germany
USA East

ALL LOCATIONS

@ Argentina
@ Australia

The server location you selected is now listed as a favorite; a green star displays next to it.

24 -
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Ri0dvor O 4 N 2:48

LOCATION SERVER

Search for a Location...

@ Automatic

FAVORITES

(l) France

MOST RECOMMENDED

O Germany
USA East

ALL LOCATIONS

@ Argentina
(é?) Australia

Whenever your Auto Connect is on, the app will connect to the location of your favorite server. You can
select more than one favorite server; the app will connect to the closest one. For more information, see
Turning Auto Reconnect On or Off on Mobile Devices on page 89.

-25-
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Changing WiFi Security Passwords on Mobile
Devices

Follow this procedure to change your password.

Note: Based on your platform, Android or i0S, the app might look different, but the functionality is the
same.

To change your WiFi Security password:

1. On your main screen, tap the WiFi Security app icon.

- 26 -
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2. In the upper right corner of the screen, tap the Settings icon.

ssses Pariner ¥ 2:41 AM 100% .-

@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

Q@ P ADDRESS:
® TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.

-27-
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MY ACCOUNT

< WiFi Security

®  Web Filtering

Protocols

Help

Account Info

Sign Out

-28 -
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3. Tap Account Info.

MY ACCOUNT

WIiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out

-29-
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4. Inthe Account Info area, tap Change Password.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Change Password

Sign Out

Webroot sends you an email with a link to change your password.

- 30 -
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N

Verification Required

Check your email for instructions to
change your password.

J/

-37-

Chapter 2: Using WiFi Security on Mobile Devices



WiFi Security User Guide

5. Click the link in your email.

ACTION REQUIRED: Change your Webroot® WiFi Security password

0 If there are problems with how this message is displayed, click here to view it in a web browser.

H Webroot Internet Security <Webroot@service-webroot.com:

view as webpage

WEBROOT

Change your password:

You've requested to change your Webroot® WiFi Security password.

To change your password click the button below:

CHANGE PASSWORD

For support, click here.

Thanks,
The Webroot Team

The Change Password window displays.

-32-
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WEBROOT | HOME & HOME OFFICE

CHANGE PASSWORD

Update your password

* Password

* Confirm Password

Passwords should-
Be between 9 and 30 characters in length
Contain at least 6 letters
Contain at least 3 numbers
Not contain your emall address (or the bit before the '@ sign)
Not contain angle brackets ('<' and =)

We recommend that you do not use the same password as for any other site,
and that you use a password manager.

6. Enter a new password, and enter the password again to confirm.

Note: For information on creating a strong password, see the Webroot article: How Do I Create
A Strong Password?

- 33 -
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WiFi Security User Guide

7. Click the Change Password button.

WEBROOT | HOME & HOME OFFICE

CHANGE PASSWORD

Update your password

* Password

* Confirm Password

Passwords should-
Be between 9 and 30 characters in length
Contain at least 6 letters
Contain at least 3 numbers
Not contain your email address (or the bit before the '@" sign)
Not contain angle brackets ('<' and '>)

We recommend that you do not use the same password as for any other site,
and that you use a password manager.

You can now log in to the WiFi Security app with your new password.

-34-
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Signing Out From WiFi Security on Mobile
Devices

Follow this procedure to sign out from WiFi Security on mobile devices.

Note: Based on your platform, Android or i0S, the app might look different, but the functionality is the
same.

To sign out:

1. On your main screen, tap the WiFi Security app icon.

- 35 -
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2. In the upper right corner of the screen, tap the Settings icon.

ssses Pariner = 9:41 AM 100%: .-

Q¢ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

¢ IPADDRESS:
™ TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.

- 36 -



MY ACCOUNT

= WiFi Security

®  Web Filtering

Protocols

Help

Account Info

Sign Out

-37-
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3. Tap Sign Out.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out

- 38 -
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4. At the warning message, tap Yes.

Are you sure you want to
go unsecured?

NO YES

You are now signed out of WiFi Security. For information on how to log in, see Logging Into WiFi
Security on Mobile Devices on page 6.

-39 -
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Chapter 3: Using WiFi Security on
Desktops

To learn more about installing WiFi Security, see the following topics:

Logging Into WiFi Security on Desktops .. 41
Connecting to WiFi Security on DesKtops . ... . ... e 44
Changing Server Locations on DesKtops . ... ... . 49
Setting Preferred Server Locations on Desktops ... ... 59
Changing WiFi Security Passwords on Desktops ... ... ... ... 69
Signing Out From WiFi Security on Desktops ... ... ... ... 77

- 40 -
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Logging Into WiFi Security on Desktops

When you want to start using WiFi Security on your desktop, simply log in.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To log into WiFi Security:

1. Double-click the WiFi Security icon on your desktop.

The Login window displays.

- 4] -
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. Welcome to WiFi Security! = [ X

2. Enter both of the following:
o Email address.

« Password.

42 -


https://play.google.com/store
https://www.apple.com/ios/app-store/
https://www.webroot.com/us/en/home/products/vpn-wifi-security
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3. When you're done, click the Log In button.

JaneDoe@gmail.com

Password123

4. You are now logged in to WiFi Security, and can do any of the following:
o Connecting to WiFi Security on Desktops on page 44

o Turning Web Filtering On or Off on Desktops on page 148

o Changing Server Locations on Desktops on page 49

o Setting Preferred Server Locations on Desktops on page 59

- 43 -
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Connecting to WiFi Security on Desktops

Follow this procedure to connect to WiFi Security on desktops.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To connect to WiFi Security on a desktop:

1. On your main screen, double-click the WiFi Security app icon.

The Webroot WiFi Security screen displays.

- 44 -
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Webroot WiFi Security — O .

CONNECT

. Stay informed. Join the discussion.
» Get news, answers & expert advice.
Visit the Webroot Community.

- 45 -
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2. Double-click the Connect button.

Webroot WiFi Security — O ot

CONNECT

. Stay informed. Join the discussion.
R Get news, answers & expert advice.
Visit the Webroot Community.

You are connected to the most optimized server. The screen displays the IP address of the server you
are connected through and the length of time you've been connected.

- 46 -
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WEBROOT

Connected to
France

IP ADDRESS: 195,154 215228
TIME CONNECTED: ((:02-34

Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

Chapter 3: Using WiFi Security on Desktops

If you've set a preferred server, you will be connected to that server, if possible. For more information,

see Setting Preferred Server Locations on Desktops on page 59.

- 47 -
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3. To disconnect, click the Disconnect button.

Webroot WiFi Security —

WEBROOT

Connected to

France

IP ADDRESS: 195.154.160.182

DISCONMNECT

Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

- 48 -
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Changing Server Locations on Desktops

Follow this procedure to change your server location.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To change your server location:

1. On your main screen, double-click the WiFi Security app icon.

The Webroot WiFi Security screen displays.

- 49 -
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Webroot Wik Security — >

(),

CONNECT

™ Stay informed. Join the discussion.
L] Get news, answers & expert adwvice.
Visit the Webroot Community.

- 50 -
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2. If you are connected, click the Disconnect button to disconnect. Then continue with step 3.

Webroot WiFi Security — bt

WEBROOT =

Connected to

France

IP ADDRESS: 105,154 45467
TIME CONNECTED:  O0:00:07

Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

Note: You must disconnect before you can change server locations or set preferred server
locations.

-57-
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3. If you are not connected, click the Server Location icon to display the Server Location menu.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Server Location menu displays, either to the right or left of the app, depending on your platform.

-52-
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Webroot WiFi Security

Q  Search for a location...

T

MOST RECOMMENDED

ALL LOCATIONS

CONNECT

- Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

- 53 -
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4. Inthe Server Location list, double-click the server location you want to connect to.

Webroot WiFi Security

Q. Search for a location...

(),

CONNECT

@
®
®

=
o
o

- Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

WiFi Security connects you to that server location.

-54-
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Webroot WiFi Security — >

WEBROOT

Connected to

United Kingdom

fa
AT

AN
\/

IP ADDRESS: 109.169.66.110
TIME CONNECTED: 00:01:15

Stay informied. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

- 55 -
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5. Optionally, you can click the Automatic icon to be connected to a server optimized for speed.

Webroot WiFi Security

N Locamon

Q. Search for a location...

MMENDED

ALL LOCATIONS

CONNECT

. Stay informied. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

- 56 -
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6. To close the Server Location menu, do one of the following:
o Click the Server Location icon.

Webroot WiFi Security

Q,  Search for a location...

DMMENDED

ALL LOCATIONS

CONNECT

. Stay informed. Join the discussion.
Get news, answers & expert advica.
Visit the Webroot Community.

-57-
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+ Close the Server Location menu itself, depending on your platform.

Webroot WiFi Security

Q, Search for a location...

MMMENDED

ALL LOCATIONS

CONNECT

- Stay informed. Join the discussion.
‘Get news, answers & expert advice.
Visit the Webroot Community.

- 58 -
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Setting Preferred Server Locations on Desktops

Follow this procedure to set your preferred server location.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To set your preferred server location:

1. On your main screen, double-click the WiFi Security app icon.

The Webroot WiFi Security screen displays.

- 59 -
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Webroot WiFi Security — O

CONNECT

. Stay informed. Join the discussion.
» Get news, answers & expert advice.
Visit the Webroot Community.

- 60 -
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If you are connected, click the Disconnect button to disconnect. Then continue with step 3.

Webroot Wik Security — >

WEBROOT =

Connected to
France

DISCONNECT

Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

Note: You must disconnect before you can change server locations or set preferred server
locations.

- 61 -
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3. If you are not connected, click the Server Location icon to display the Server Location menu.

Webroot WiFi Security — 4

CONNECT

™ Stay informed. Join the discussion.
L] Get news, answers & expert advice.
Visit the Webroot Community.

The Server Location menu displays, either to the right or left of the app, depending on your platform.

-62 -
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Webroot WiFi Security

| LOCATION SERVER

Q. Search for a location...
T

MOST RECOMMENDED

(),

1w

® Oe

ALL LOCATIONS

CONNECT

G0 )

- Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

4. In the Server Location list, double-click the star next to location you want to set as your preferred
location.

-63 -
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Webroot WiFi Security

Q. Search for a location...

T

MOST RECOMMENDED

ALL LOCATIONS

CONNECT

. Stay informied. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Communmnity.

WiFi Security marks the preferred location with a green star.

-64 -
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LOCATION 5

Q, Search for a location...

+
Vs Automatic

FAVORITES

® France

MOST RECOMMENDED

ALL LOCATIONS

@ Argentina

e\

You can select more than one preferred location.
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LOCATION ©

Q.  Search for a location...

+
2 Automatic

FAVORITES

@ France

o SRR,

MOST RECOMMENDED

ALL LOCATIONS

@ Argentina

F—I
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5. To close the Server Location menu, do one of the following:
o Click the Server Location icon.

Webroot WiFi Security

Q.  Search for a location...

te

COMMENDED

1
|

®
O
&

ALL LOCATIONS

CONNECT

D

# Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

-67 -
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+ Close the Server Location menu itself, depending on your platform.

Nebroot WiFi Security

Q,  Search for a location...

MENDED

ALL LOCATIONS

CONNECT

- Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.

- 68 -
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Changing WiFi Security Passwords on Desktops

Follow this procedure to change your WiFi Security password on a desktop.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To change a WiFi Security password on a desktop:

1. On your main screen, double-click the WiFi Security app icon.

- 69 -
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2. In the upper right corner of the screen, double-click the Settings icon.

CONNECT

Intraducing our VPN Kill Switch
Make sure you're never exposed online.

The Webroot WiFi Security Settings window displays.

- 70 -
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Webroot WiFi Security

General Protocol Connections Web Filtering  Support

Startup:

Run on startup

Start minimized

Notifications:

Alert when connecting to unsecured Wi-Fi

Show notificatiens when Connected / Disconnected

Account Info:

CHANGE PASSWORD |

App Updates: Version 1.0.3 (B
Check tor updates

-7] -
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3. Click the Change Password button.

[ ] Webroot WiFi Security

General Frotocol Connections Web Filtering  Support

Startup:

Run on startup

Start minimized

Notifications:

Alert when connecting to unsecured Wi-Fi

Show notifications when Connected / Disconnected

Account Info:

[7 CHANGE PASSWORD |

App Updates: Version 1.0.3 {6}
Check for updates

Webroot sends you an email with a link to change your password.

-72 -
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Login — >

Email Address

o

-73 -
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4. Click the link in your email.

Webroot Internet Security <Webroot@service-webroot.com:=
ACTION REQUIRED: Change your Webroot® WiFi Security password

o If there are problems with how this message is displayed, click here to view it in a web browser.

view a5 webpapge

WEBROOT

Change your password:

You've requested to change your Webroot® WiFi Security password.

To change your password click the button below:

CHANGE PASSWORD

For support, click here.

Thanks,
The Webroot Team

The Change Password window displays.
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WEBROOT | HOME & HOME OFFICE

CHANGE PASSWORD

Update your password

* Password

* Confirm Password

Passwords should-
Be between 9 and 30 characters in length
Contain at least 6 letters
Contain at least 3 numbers
Not contain your emall address (or the bit before the '@ sign)
Not contain angle brackets ('<' and =)

We recommend that you do not use the same password as for any other site,
and that you use a password manager.

5. Enter a new password, and enter the password again to confirm.

Note: For information on creating a strong password, see the Webroot article: How Do I Create
A Strong Password?
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6. Click the Change Password button.

WEBROOT | HOME & HOME OFFICE

CHANGE PASSWORD

Update your password

* Password

* Confirm Password

Passwords should-
Be between 9 and 30 characters in length
Contain at least 6 letters
Contain at least 3 numbers
Not contain your email address (or the bit before the '@" sign)
Not contain angle brackets ('<' and '>)

We recommend that you do not use the same password as for any other site,
and that you use a password manager.

You can now log in to the WiFi Security app with your new password.
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Signing Out From WiFi Security on Desktops

Follow this procedure to sign out from WiFi Security on desktops.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To sign out from WiFi Security:

1. On your main screen, double-click the WiFi Security app icon.
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2. In the upper right corner of the screen, right-click the Settings icon.

CONMECT

Introducing our VPN Kill Switch
Make sure you're never exposed online.

The Settings menu displays.
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8280 Webroot WiFi Security

CONNECT

Introducing our VPN Kill Switch
Make sure you're never exposed online.
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3. Select Sign Out.

@80 Webroot WiFi Security

CONNECT

ﬁ Introducing our VPN Kill Switch

Make sure you're never exposed online.

You are now signed out.
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| N N@] Webroot WiFi Security

9

4. To log in again, enter your email address and password, and click the Log In button.
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Chapter 4: Working With Advanced Set-
tings

We recommend that you leave any advanced settings at their default setting. However, if you need to updated
your settings, use the procedure in any of the following topics:

Turning Auto WiFi Protection On or Off on Mobile Devices ... ... ... ... 83
Turning Auto Reconnect On or Off on Mobile Devices ... ... . .. ... ... 89
Turning Web Filtering On or Off on Mobile Devices ... ... 95
Enabling the WiFi Security Kill Switch on Android Devices ... ... 101
Selecting Protocols For Android ... .. 106
Determining General and Advanced Settings on Desktops ... ... ... ... 111
Getting App Updates on DesKtops _ ... il 115
Selecting Protocols For DesKtop APPS ... L 120
Turning Automatic WiFi Security On or Off on Desktops ....... ... ... ... ... 126
Enabling the WiFi Security Kill Switch on Desktops ... ... .. 133
Managing Trusted Networks on DesKtops .. ... ... . 140
Turning Web Filtering On or Off on Desktops ... . ... ... e, 148
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Turning Auto WiFi Protection On or Off on Mobile
Devices

Follow this procedure to turn Auto WiFi Protection on or off. If you have WiFi Security set to connect
automatically, then your device will always be connected and you will never have to manually connect to WiFi
Security.

For more information, see, Connecting to WiFi Security on Mobile Devices on page 10.

Note: Based on your platform, Android or iOS, the app might look different, but the functionality is the
same.

To turn Auto WiFi Protection on or off:

1. On your main screen, tap the WiFi Security app icon.
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2. In the upper right corner of the screen, tap the Settings icon.

sesss Dartner 5 a1 AM 100%, -

@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

@ P ADDRESS:
@®© TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.
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MY ACCOUNT

WiFi Security

Web Filtering

Protocols

Help

Account Info

Sign Out
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3. Tap WiFi Security.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out

4. Inthe WiFi Security area, do either of the following:
« Tap the slider to the left to turn your Auto WiFi Protection Off.

o Tap the slider to the right to turn the Auto WiFi Protection on On.
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WIiFi Security

Auto WiFi Protection

Kill Switch
OVET UNSeC

Kill Switch

Web Filtering

Help

Account Info

Sign Out

Chapter 4: Working With Advanced Settings

Note: The Kill Switch functionality works on Android devices only. For iOS devices, the Kill
Switch functionality is automatically turned on when you turn on the Auto WiFi Protection

function.
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5. To manage trusted networks, tap Mange Trusted Networks and add the names of the networks you
want to automatically connect with. When you're done, tap the Back arrow.

iFad = 1019 AM 1 100% .

< Manage Trusted Networks T

Note: The Manage Trusted Networks functionality works on iOS devices only.
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Turning Auto Reconnect On or Off on Mobile
Devices

You can turn Auto Reconnect on or off manually. Auto Reconnect allows your VPN connection to
automatically reconnect if there is any connection failure.

If you have a preferred server location selected, then Auto Reconnect will attempt to reconnect you to that
server. If it is unable, then it will reconnect you to the nearest server based on server traffic and distance at the
time of the location. For more information, see Setting Preferred Server Locations on Mobile Devices on page
21.

Note:The Auto Reconnect function works only for iOS devices.

To turn Auto Reconnect on or off:

1. On your main screen, tap the WiFi Security app icon.

A
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2. In the upper right corner of the screen, tap the Settings icon.

sesss Dartner 5 a1 AM 100%, -

@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

@ P ADDRESS:
@®© TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.
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3. Tap Auto Reconnect.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out

4. Inthe Auto Reconnect area, do either of the following:
« Tap the slider to the left to turn Auto Reconnect Off.

o Tap the slider to the right to turn Auto Reconnect On.
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MY ACCOUNT

" WiFi Security

() Auto Reconnect

Auto Reconnect

& web Filtering

9 Help

ss¢ Account Info

[ signout

Once the feature is enabled, it runs in the background and protects you by giving a warning message
each time your phone connects to an unsecured Wi-Fi, and WiFi Security detects a security threat.
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Turning Web Filtering On or Off on Mobile
Devices

Follow this procedure to turn Web Filtering On or Off.

Note: Currently, Web Filtering is only available on Android devices.

To turn Web Filtering On or Off:

1. On your main screen, tap the WiFi Security app icon.
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2. In the upper right corner of the screen, tap the Settings icon.

sesss Dartner 5 a1 AM 100%, -

@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

@ P ADDRESS:
@®© TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.
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9 X m 12:59

MY ACCOUNT

WiFi Security

Web Filtering

Protocols

Help

Account Info

Sign Out
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3. Tap Web Filtering.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out

4. Inthe Web Filtering area, do either of the following:
« Tap the slider to the left to turn Web Filtering Off.

o Tap the slider to the right to turn Web filtering On.
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% WiFi Security

() Auto Reconnect

@ Web Filtering

BrightCloud Web Filtering

Q Help

s+ Account Info

L] signout
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5. If you turn Web Filtering On, you may encounter a block page.

WEBROOT

Smarter Cybersecurity®

WARNING!

For your protection, the Web Filtering feature of Webroot®
WiFi Security has blocked the website you are trying to visit.

€ why did Webroot block it?
This website contains malicious, inappropriate, or potentially, harmful content.

o I still want to view the site.
If you're sure it's safe, go to Settings in Webroot WiFi Security on this device
and turn Web Filtering OFF. Then reload the page.

0 Be sure to turn Web Filtering ON again when you're done.

6. If you encounter a block page you can do either of the following:

o Close the site.

o Turn off Web Filtering, then reload the page.

Note: Be sure to turn Web Filtering On again when you're done! For information on BrightCloud
Web Filtering, see Webroot BrightCloud Threat Intelligence.
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Enabling the WiFi Security Kill Switch on Android
Devices

Follow this procedure to enable the Kill Switch on your Android device. When you enable the Kill Switch, data

will never be sent without a VPN connection.

Note: The kill switch function for iOS devices is enabled when you turn on the Auto Connect function.
For more information, see Turning Auto Reconnect On or Off on Mobile Devices on page 89

To enable the Kill Switch on your Android device:

1. On your main screen, tap the WiFi Security app icon.
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2. In the upper right corner of the screen, tap the Settings icon.

sesss Dartner 5 a1 AM 100%, -

@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

@ P ADDRESS:
@®© TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.
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MY ACCOUNT

WIiFi Security

Web Filtering

Protocols

Help

Account Info

Sign Out
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3. Tap WiFi Security.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out
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4. Inthe WiFi Security area, do either of the following.
o Tap the slider to the left to turn the Kill Switch off.

« Tap the slider to the right to turn the Kill Switch on.

MY ACCOUNT

WIiFi Security

Auto WiFi Prot

Secures your V

Auto WiFi Protection

Kill Switch

Web Filtering

Help

Account Info

Sign Out

5. When you're done, tap the screen to close the menu.

-105 -



WiFi Security User Guide

Selecting Protocols For Android

Follow this procedure to select your protocols.

To select your protocol:

1. On your main screen, tap the WiFi Security app icon.

=
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2. In the upper right corner of the screen, tap the Settings icon.

sesss Dartner 5 a1 AM 100%, -

@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

¢ P ADDRESS:
@© TIME CONNECTED: 00:05:32

DISCONNECT

The My Account menu displays.
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MY ACCOUNT

WIiFi Security

Web Filtering

Protocols

Help

Account Info

Sign Out
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3. Tap Protocols.

MY ACCOUNT

WiFi Security

Web Filtering

Protocols

Help

Account Info

Sign Out

4. Select any of the following protocol radio buttons:

« Automatic — Connects to the best protocol among the ones listed below. Can fall back to other
protocols.
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o OpenVPN — OpenVPN is the recommended protocol of choice. Highest performance for maximum
security and speed.

¢ IKEV2 — Internet Key Exchange version 2. This is faster and more secure than L2TP, and is
considered to be a very reliable and stable VPN protocol.

MY ACCOUNT
WiFi Security
@®  Web Filtering

)  Protocols

@ Automatic
O ke

O openvpn

@ Help
Account Info

O SignoOut
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Determining General and Advanced Settings on
Desktops

Use this procedure to determine general and advanced settings.

You can determine whether or not to:

Run the app on startup or start minimized.
« Alert you when connecting to unsecured networks.
« Show notifications when connected or disconnected.

Send app data, such as button clicks to send feedback to improve performance.

« Send crash reports.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To determine general and advanced settings:

1. On your main screen, double-click the WiFi Security app icon.

A
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
@ Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

@ Automatically send crash reports to help us improve.

App Updates: Version

Lneck Tor Updates

CANCEL

As needed, select or deselect any of the following checkboxes:

e Run on startup
o Start minimized

o Show notifications when Connected/Disconnected

Automatically send crash reports to help us improve.

-113 -



WiFi Security User Guide

Note: For information about the Change Password button, see Changing WiFi Security Passwords

on Desktops on page 69.

4. When you're done, click the Apply button.

& Settings — >

General Protocol Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

App Updates: Version v1.0.3.7 [ I
'-ﬁp;”l:l"' J“':|3_=3 CHNCEL

- 114 -



Chapter 4: Working With Advanced Settings

Getting App Updates on Desktops

Follow this procedure to get app updates on desktops.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To get app updates:

1. On your main screen, double-click the WiFi Security app icon.
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

_.‘fl:pp Updates: Verzion CAMCEL

Check for Updates
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3. Scroll to the bottom of the screen and click the Check for updates link.

General Protocol Connections Web Filtering Support

Startup:
@ Run on startup

Start minimized

Nuotifications:

Show notifications when Connected/ Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

@ Automatically send crash reports to help us improve.

CANCEL

Webroot WiFi Security indicates whether your app is the latest version.

4. Do one of the following:

« If your app is up to date, the following message displays: You are using the latest version.

« If your app is not up to date, click the OKbutton to confirm you want to install the updated version of
the app.
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5. When you're done, click the Apply button.

@ Webroot WiFi Security

General Protocol Connections Web Filtering Support

Alert when connecting to unsecured Wi-Fi

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send non-personally identifiable app data,
such as button clicks or screens viewed, to help us improve.

Automatically send crash reports to help us improve.

Fpp Updates: Version 1.0.3 (6}
Check for updates
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Selecting Protocols For Desktop Apps

Follow this procedure to select your protocols.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To select your protocol:

1. On your main screen, double-click the WiFi Security app icon.
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

_.‘fl:pp Updates: Verzion CAMCEL

Check for Updates
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3. Click the Protocol tab.

B Settings — >

Genera Protocol Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Nuotifications:

Show notifications when Connected/ Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

App Updates: Version CAMCEL

Check for Updates

The Protocol tab displays.
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@ Settings — *

General i?:utu}col Connections Web Filtering Support

Selact a VPN Protocol:

'n Automatic

Connects to the best protocol among the ones listed below. Can fallback to other

protocols.

Open VPN

Recommended - OpenVPM is the recommended protocol of choice. Highest

performance for maximum security and speed.

IKEw2

IKEv2 i= faster and more secure than PPTP and L2TP. Considered to be a very

reliable and stable WPN protocol.

L2ZTP Ower IPSEC

L2TP is a good option if OpenWPN iEn't available. Has lower speeds than other

protocols, but is highly secure.
PPTP

PPETP is & fast and simple protocol. Decent speeds, and may hawve unstable

connections. Less secure than other VPN protocols.

CANCEL

4. Select any of the following protocol radio buttons:

« Automatic — Connects to the best protocol among the ones listed below. Can fall back to other
protocols.

o OpenVPN — OpenVPN is the recommended protocol of choice. Highest performance for maximum
security and speed.

+ IKEV2 — Internet Key Exchange version 2. This is faster and more secure than L2TP, and is
considered to be a very reliable and stable VPN protocol.
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o L2TP over IPSec — Layer 2 Tunneling Protocol. This is a good option if OpenVPN isn't available. It

has lower speeds than other protocols, but is highly secure.

o PPTP — Point-to-Point Tunneling Protocol. This is a fast and simple protocol with decent speeds. It
may have unstable connections, and it's less secure than other VPN protocols.

Note: PPTP is not available for Mac devices.

5. When you're done, click the Apply button.

Settings —
8 g

Select a WPN Protocol:

'o Automatic

protocols.

Open VPN
Recommended - OpenVPN is the recommended protocol of choice. Highest

performance for masximum security and speed.

IKEv2

|KEvZ is faster and more secure than PPTP and L2TP. Considered to be a very

reliable and stable WPN pratocol.

L2TP Over IPSEC
L2TP is 2 good option if Open'PM izn't available. Has lower speeds than other

protacols, but is highly secure.

PPTP

PETE is a fast and simple protocol. Decent speeds, and may hawve unstable

connections. Less secure than other VPN protocols.

General Protocol Connections Web Filtering Support

Connects to the best protacol among the ones listed below. Can fallback to other
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Turning Automatic WiFi Security On or Off on
Desktops

For desktops, WiFi Protection and Auto Reconnect are combined into one feature called Automatic WiFi
Security.

Automatic WiFi Security automatically connects to the internet and, in the event of a connection failure, will
automatically attempt to reconnect. This feature is on by default. You can turn WiFi Security on or off
manually.

If you have a preferred server location selected, then Automatic WiFi Security will attempt to reconnect you to
that server. If it is unable, then it will reconnect you to the nearest server based on server traffic and distance
at the time of the location. For more information, see Setting Preferred Server Locations on Desktops on page
39.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To turn Automatic WiFi Security on or off:

1. On your main screen, double-click the WiFi Security app icon.

A
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

_.‘fl:pp Updates: Verzion CAMCEL

Check for Updates
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3. Click the Connections tab.

. Settings — *

General Protocol Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:
Automatically send crash reports to help us improve.

App Updates: Version v1.0.3.7 [ 1
Check for Updates CANCEL | APPLY

The Connections tab displays.
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. Settings — >
General Protocol Connections Web Filtering Support
Automatic WiFi Security:

B Enable Automatic WiFi Security for instant data protection

Automatic Wi Security automatically secures your connection and keeps your data
=afie while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Internet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networks:
Enable Trusted WiFi Networks Management

- Use '+ below to pick 5510 from the list, or fype 5510 here ..

CANCEL APPLY
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4. Select the Enable Automatic WiFi Security for instant data protection checkbox.

m Settings — >
General Protocel Connections Web Filtering Support
Automatic WiFi Security:

( Enable Automatic WiFi Security for instant data protection )

Automatic WiF Security automatically secures your connection and keeps your data
zafe while you browse over unsecured WiFi networks.

Kill Switch:

Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Internet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networks:
Enable Trusted WiFi Networks Management

low to pick 5510 from the list, or iype

L=y

I Rer
S0 e

i
(3]

-

]
i

UE

Once the feature is enabled, it runs in the background and protects you by giving a warning message
each time your phone connects to an unsecured Wi-Fi, and WiFi Security detects a security threat.
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5. When you're done, click the Apply button.

. Settings — >
General Protocel Connections Web Filtering Support
Automatic WiFi Security:

B Enable Automatic WiFi Security for instant data protection

Automnatic Wi Security automatically secures your connection and keeps your data
zafe while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Internet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networks:
Enable Trusted WiFi Networks Management

- Use '+ below ta pick 5510 from the list, or fype 5510 here ..

CAMNCEL
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Enabling the WiFi Security Kill Switch on
Desktops

The WiFi Security Kill Switch ensures your online privacy and security by stopping all Internet traffic if
Webroot WiFi Security disconnects unexpectedly.

Follow this procedure to enable the WiFi Security Kill Switch. This functionality is available on Android
devices, and on Windows and Mac platforms, but is not available on iOS devices.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is

the same.

To enable the WiFi Security Kill Switch:

1. On your main screen, double-click the WiFi Security app icon.

A
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

_.‘fl:pp Updates: Verzion CAMCEL

Check for Updates
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3. Double-click the Connections tab.

@ Webroot WiFi Security

General Protocol Connections eb Filtering Support

Startup:

Run on startup

Start minimized

Notifications:

Alert when connecting to unsecured Wi-Fi

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD |

App Updates: Version 1.0.3 (6]
Check for updates

The Connections tab displays.
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. Settings — >
General Protocol Connections Web Filtering Support
Automatic WiFi Security:

B Enable Automatic WiFi Security for instant data protection

Automatic Wi Security automatically secures your connection and keeps your data
=afie while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Internet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networks:
Enable Trusted WiFi Networks Management

- Use '+ below to pick 5510 from the list, or fype 5510 here ..

CANCEL APPLY
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4. Select the Enable WiFi Security Kill Switch to keep your browsing secure checkbox.

Settings — >
® g
General Protocel Connections Web Filtering Support
Automatic WiFi Security:

Enable Automatic WiFi Security for instant data protection

Automnatic WiF Security automatically secures your connection and keeps your data
safie while you browse over unsecured WiFi networks.

Kill Switch:

C Enable Kill Switch to keep your browsing secure )

Wi Security Kill Switch ensures your online privacy and seourity by stopping all
Intermet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networlks:
Enable Trusted WiFi Networks Management

2low ta pick 5510 fram the list or tvoe 5510 here

Once the feature is enabled, it runs in the background and protects you by giving a warning message
each time your phone connects to an unsecured Wi-Fi, and WiFi Security detects a security threat.
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5. When you're done, click the Apply button.

. Settings — >
General Protocel Connections Web Filtering Support
Automatic WiFi Security:

B Enable Automatic WiFi Security for instant data protection

Automnatic WiF Security automatically secures your connection and keeps your data
safie while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and seourity by stopping all
Intermet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networlks:
Enable Trusted WiFi Networks Management

- Use '+ below to pick S5ID from the list, or fype S50 here ..

CANCEL
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Managing Trusted Networks on Desktops

Follow this procedure to manage your trusted networks.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To manage your trusted networks:

1. On your main screen, double-click the WiFi Security app icon.
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

_.‘fl:pp Updates: Verzion CAMCEL

Check for Updates
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3. Double-click the Connections tab.

. Settings — *

General Protocol Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:
Automatically send crash reports to help us improve.

App Updates: Version v1.0.3.7 [ 1
Check for Updates CANCEL | APPLY

The Connections tab displays.
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. Settings — >
General Protocol Connections Web Filtering Support
Automatic WiFi Security:

B Enable Automatic WiFi Security for instant data protection

Automatic Wi Security automatically secures your connection and keeps your data
=afie while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Internet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networks:
Enable Trusted WiFi Networks Management

- Use '+ below to pick 5510 from the list, or fype 5510 here ..

CANCEL APPLY

- 144 -



Chapter 4: Working With Advanced Settings

Select the Select the Enable Trusted Wi-Fi Networks Management checkbox.

. Settings — >

General Protocol Connections Web Filtering Support

Automatic WiFi Security:

B Enable Automatic WiFi Security for instant data protaction

Autornatic WiF Security automatically secures your conmection and keeps your data
safe while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

Wik Security Kill Switch ensures your online privacy and security by stopping all
Imtermet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networlks:
{ Enable Trusted WiFi Networks Management )

= Use '+ below ta pick 5510 from the list, or fype 5510 here ..

+ =

CAMNCEL APPLY
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5. Inthe field, enter the URLs of the networks that you trust.

. Settings — *

General Protocol Connections Web Filtering Support

Automatic WiFi Security:

Enable Automatic WiFi Security for instant data protection

Autornatic WiF Security automatically secures your conmection and keeps your data
=afe while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Intermet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networlks:
Enable Trusted WiFi Networks Management

! www trustedsite_com

- use '+ below to pick 551D from the list, or fype 551D here ..

- =

CAMNCEL APPLY
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When you're done, click the Apply button.

. Settings — *

General Protocol Connections Web Filtering Support

Automatic WiFi Security:

Enable Automatic WiFi Security for instant data protection

Autornatic WiF Security automatically secures your conmection and keeps your data
=afe while you browse over unsecured WiFi networks.

Kill Switch:
Enable Kill Switch to keep your browsing secure

WiFi Security Kill Switch ensures your online privacy and security by stopping all
Intermet traffic if WiFi Security disconnects unexpectedly.

Manage Trusted WiFi Networlks:
Enable Trusted WiFi Networks Management

www.trustedsite.com
- use '+ below to pick 551D from the list, or fype 551D here ..

- =

CAMNCEL APPLY
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Turning Web Filtering On or Off on Desktops

Follow this procedure to turn Web Filtering on or off.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To turn Web Filtering On or Off:

1. On your main screen, double-click the WiFi Security app icon.
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2. In the upper right corner of the screen, double-click the Settings icon.

Webroot WiFi Security — >

CONNECT

™ Stay informed. Join the discussion.
n Get news, answers & expert advice.
Visit the Webroot Community.

The Webroot WiFi Security Settings window displays with the General tab active.
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General Protocel Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Notifications:

Show notifications when Connected/Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

_.‘fl:pp Updates: Verzion CAMCEL

Check for Updates
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3. Click the Web Filtering tab.

B Settings — >

General Protocol Connections Web Filtering Support

Startup:
Run on startup

Start minimized

Nuotifications:

Show notifications when Connected/ Disconnected

Account Info:

CHANGE PASSWORD

Advanced:

Automatically send crash reports to help us improve.

App Updates: Version w1.0.3.7

Check for Updates

CANCEL

The Web Filtering tab displays.
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@) Settings
General Protocol Connections Web Filtering Support

Web Filtering:

Enable BrightCloud web filtering
Powered by Webroot BrightCloud ® Threat Intelligence, the Web Filtering feature
protects you from sites we have determined are malicious or risky. These sites may try
to steal your financial or personal information, or infect your system with malware. If
you try to visit a malicious or risky website, you'll get a warning message from us
before the site opens. Although we recommend you avoid these sites, you can choose

to proceed, if you understand the risk.

4. Inthe Web Filtering tab, do either of the following:
« Deselect the checkbox to turn web filtering Off.

« Deselect the checkbox to turn the web filtering On.
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. Settings —

General Protocol Connections Web Filtering Support

Web Filtering:

( Enable BrightCloud web filtering

Powered by Webroot BrightCloud® Threat Intelligence, the Web Filtering feature
protects you from sites we have determined are malicious or risky. These sites may try
to steal your financial or personal information, or infect your system with malware. If
you try to visit a malicious or risky website, you'll get a warning message from us

before the site opens. Although we recommend you avoid these sites, you can choose

to proceed, if you understand the risk.

CANCEL APPLY

For information on BrightCloud Web Filtering, see Webroot BrightCloud Threat Intelligence.
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5. When you're done, click the Apply button.

Settings
8 Setting

General Protocol Connections Web Filtering Support

Web Filtering:

B Enable BrightCloud web filtering

Powered by Webroot BrightCloud @ Threat Intelligence, the Web Filtering feature
protects you from sites we have determined are malicious or risky. These sites may try
to steal your financial or personal information, or infect your system with malware. If
you try to visit a malicious or risky website, you’ll get a warning message from us
before the site opens. Although we recommend you avoid these sites, you can choose

to proceed, if you understand the risk.

CAMNCEL APPLY
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6. If you turn Web Filtering On, you may encounter a block page.

WEBROOT

Smarter Cybersecurity®

WARNING!

For your protection, the Web Filtering feature of Webroot®
WiFi Security has blocked the website you are trying to visit.

€ why did Webroot block it?
This website contains malicious, inappropriate, or potentially, harmful content.

o I still want to view the site.
If you're sure it's safe, go to Settings in Webroot WiFi Security on this device
and turn Web Filtering OFF. Then reload the page.

0 Be sure to turn Web Filtering ON again when you're done.

7. If you encounter a block page you can do either of the following:

o Close the site.

o Turn off Web Filtering, then reload the page.

Note: Be sure to turn Web Filtering On again when you're done! For information on BrightCloud
Web Filtering, see Webroot BrightCloud Threat Intelligence.
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Chapter 5: WiFi Security Support

To learn more about Webroot's support options and other resources, see the following topic:

Accessing Technical Support on Mobile Devices ... .. 157
Accessing Technical Support on DesKtops ... ... .. 162
Canceling WiFi Security . il 170
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Accessing Technical Support on Mobile Devices

Webroot offers a variety of support options. You can do any of the following:

o Look for the answer in our knowledgebase.

o Enter a help ticket.

Note: Based on your platform, Android or iOS, the app might look different, but the functionality is the
same.

To access the Help area:

1. On your main screen, tap the WiFi Security app icon.
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2. In the upper right corner of the screen, tap the Settings icon.

seses Partner F 941 AM 100% .

Q@ WEBROOT @

Connected to

Automatic

Optimized for your speed and location

¢ P ADDRESS:
© TIME CONMECTED: 00:05:32

DISCONNECT

The My Account menu displays.
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MY ACCOUNT

< WiFiSecurity

@  Web Filtering

Protocols

Help

Account Info

Sign Out

-159 -
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3. Tap Help.

MY ACCOUNT

WiFi Security

Auto Reconnect

Web Filtering

Help

Account Info

Sign Out

4. Inthe Help area, do either of the following:

« Tap Knowledge Base to be taken to our online site/forum where you can review articles about

WiFi Security.

« Tap Open a Ticket to be taken to our online site where you can enter a help ticket.
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MY ACCOUNT

% WiFi Security
() Auto Reconnect

@& web Filtering

e Help

Knowledge Base

*++ Account Info

n Sign Out
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Accessing Technical Support on Desktops

Webroot offers a variety of support options. You can do any of the following:

o Look for the answer in our knowledgebase.

o Enter a help ticket.

o Run a speed test on Windows and Mac platforms.

Note: Based on your platform, Windows or Mac, the app might look different, but the functionality is
the same.

To access the Help area:

1. On your main screen, double-click the WiFi Security app icon.
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2. In the upper right corner of the screen, click the Settings icon.

CONMNECT

Introducing our VPN Kill Switch
Make sure you're never exposed online.

The Settings menu displays.
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Webroot WiFi Security - O *

CONNECT

- Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Community.
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3. Click Settings.

Webroot WiFi Security = 1 x

CONNECT

™ Stay informed. Join the discussion.
Get news, answers & expert advice.
Visit the Webroot Commumnity.

The Webroot WiFi Security Settings window displays.
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] Webroot WiFi Security

General Protocol Connections Web Filtering  Support

Startup:

Run en startup

Start minimized

Notifications:

Alert when connecting to unsecured Wi-Fi

Show notifications when Connected / Disconnected

Account Info:

CHANGE PASSWORD |

App Updates: Version 1.0.3 (&}
Check for updates
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4. Click the Support tab.

@ Webroot WiFi Security

General Protocol Connections Web Filtering

Startup:

Run on startup

Start minimized

Notifications:

Alert when connecting to unsecured Wi-Fi

Show notifications when Connected/ Disconnected

Account Info:

CHANGE PASSWORD |

App Updates: Version 1.0.3 {6}

Check for updates

Support

The Support tab displays.
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@ Settings 5y %
General Protocol Connections Web Filtering Support
FAQ: Open Knowledge Base
Support tickat:
Speed test: Run speed test
CANCEL

5. You can do any of the following:

o Click the Open Knowledge Base button to be taken online site/forum where you can review articles

about WiFi Security .

o Click the Open Support Ticket button to be taken to our online site where you can enter a help
ticket.

o Click the Run Speed Test button to run a speed test.
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When you're done, click the Cancel button.
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Settings
& g

General Protocol Connections

FAQ: Open Knowledge Base

Support ticket:

Speed test: Run speed test

Web Filtering

CANCEL

Support
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Canceling WiFi Security

You can only cancel a subscription by going to the location where you purchased the app.
Do either of the following:

o If you purchased from Webroot, you must go to Webroot to cancel your subscription.

« If you purchased online, you must go to the online store where you purchased the app, either at the Google
Play store or at the Apple Apps store, and cancel your subscription.

Keep in mind the following:

« If you are on a monthly subscription and cancel within a month, you will be charged to the end of the month.

« If you are on an annual subscription, you will be charged to the end of the month and the remainder of your
payment for the year will be refunded.
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