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Chapter 1: Solution Overview

1.1 Background
Webroot BrightCloud TI Use Case Summary

e Problem — Security team wants to focus on the most immediate and
significant threats and is challenged with a high number of alerts to sift
through. Team wants to enhance operational efficiency.

e Benefits — With prioritized alerts, the security team can react quickly to
IP-related threats and investigate with rich contextual information about
the threat to prevent costly breaches.

e Solution — Automatically correlate internal and external network events
using prioritized real-time IP threat intelligence with contextual information
to detect malicious IP threats for investigation.

1.2 How to Use BrightCloud Threat Intelligence With HPE
ArcSight ESM

HPE ArcSight ESM uses the BrightCloud data to detect and alert you to
situations where a malicious IP address has been seen within your network.
Once you see an alert, you can learn more about the IP address through ESM
and the BrightCloud Threat Investigator. The Threat Investigator is a
companion product that is intended to be used along with TI for ArcSight from
Webroot. ArcSight generates alerts, and Threat Investigator is used to
understand why BrightCloud determined an IP is malicious.

Within ESM you will find alerts of malicious IPs seen within your network using
the Matched IP Dashboard, click on the IP to see more detail.

< ArcSight Console 6.8.0.1896.0 [ip-10-100-10-93.us-west- 1.compute.internal:admin.ast] Limited validity license Customer: Webroot, Expiration date: 2016/04/.. | = | B -
File Edit WView Window Tools System Help
= - smmxaflimmaenrormlieon -liEHzB YERPLSe@ IO A

MNavigator g 7 x | ¥iewer g 7 x

‘ Resources ‘ Packages | Use Cases ‘ | [] ErightCloud TP Rep Score Disribution Dashboard | BrightCloud IP Rep Category Distribution Dashbaord |
& § import BrightCloud Malicious Found in Syslog Dashboard [ BrightCloud IP ActiveList Details | BrightCloud IP Rep Data Dashboard |
= mpor

=47 Packages
admin's Packages
Shared
All Packages

BrightCloud Malicious Found in Syslog Yiew 5 x
Threat Address Category Reputation Scare Device Vendor Device izl Count

1.32.239.6 SpamSources 14 | Macafee 10,100,10,23 1
CISCO 10.100.10.23 1

1.0.125.42 SpamSources

@

= ArcSight Administration
=+ ArcSight Core Securi ity
=0 ArcSight
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Then copy the IP address and paste it into the Threat Investigator to learn
more about the IPs reputation score and threat history. This information will
allow you to take the appropriate actions according to your operating
procedures.

WEBRCDT .
BrightCloud Threat Inve

43.252.153.88
Reputation Threat Status Contextual Information

Malicious

Class C IPs
Total: 256

Threat History sy
256 0 (0]

High Risk Suspxcnous Moderate  LowRisk Trustworthy

Geographic Information

1.3 How the BrightCloud + ESM Solution Works

The Webroot BrightCloud threat intelligence data is downloaded through
Webroot BrightCloud connector, and then converted into CEF records via HPE
ArcSight SmartConnector (provided by HPE)

Those CEF records will be fed into HPE ArcSight ESM Activelist for
consumption by real time rules defined in HPEArcSight ESM. Webroot provides
a default rule that looks for IP addresses in the syslog that are currently in the
IP Reputation list from BrightCloud. HPEArcSight ESM rules in conjunction with
Webroot BrightCloud Threat Intelligence data will be enable analysis to
discover potential network threats. Webroot also provides queries and
Dashboards to visualize the threat events that Webroot Threat Intelligence
uncovers.
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CEF = Common Event Format
Each record is 1 line and contains
Add, or Remove

Syslog data

Physical Server

ArcSight ESM

BrightCloud Arcsight ArcSight

igh P
BrightCloud | Resource Bundle (ARB) Console

Reputation Service

10}29UL0D}BS JYBISIIY

Enrichment Data

quest/Provide Enrichment Data

The diagram above illustrates the major components of the solution and data
flows. We have 2 components in the product — the connector and the ARB
package for ESM. The connector is installed on the same server as the HPE
SmartConnector. The ARB installs the BrightCloud components within ESM.
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Chapter 2: Preparing for Installation

We recommend that you read HPE ArcSight ESM Install Guide and HPE
ArcSight SmartConnector User Guide available on HP's Protect724 before you
begin the installation process.

2.2 System Requirements

For hardware requirement, please reference to HPE ArcSight ESM Install
Guide. The following are the software requirements for Webroot BrightCloud
Threat Intelligence integration:

REQUIREMENTS DESCRIPTION

Operating system (0OS) | ¢ Microsoft Windows Server
e Edition — Enterprise
e \Version — 32/64 bit
e Language — English

Java e JDK 1.6
e \Version — 32/64 bit

Software Components | e HPE ArcSight ESM 6.0 or above

e HPE ArcSight ESM Console 6.0 or above
e Webroot BrightCloud connector 1.0

e HPE ArcSight SmartConnector 32/64 Bit

2.3 Importing the Webroot BrightCloud ARB (ArcSight
Resource Bundle) for ESM Console

The webroot-brightcloud-for-hp-arcsight.arb contains all the default ESM
console configurations needed to use the Webroot BrightCloud Threat
Intelligence service. Although manual configuration is possible, please refer to
the customization section, Chapter 6, we recommend an import of the ARB
package for a quick start.
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To import the Webroot BrightCloud ARB:
1. Log in to the ESM console

2. Import webroot-brightcloud-for-hp-arcsight.arb through Package tab
in ESM console’s Navigator panel.

| Resources | Packages | Use Cases |
= ' Impartk

=177 Packages
|7 admin's Packages
=177 shared
=8Fa] 5l Packages .

The ARB package will be imported into /All Packages/Personal/admin’s
Packages/webroot-brightcloud-for-hp-arcsight.
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=8 =] webrook-brightcloud-for-hp-arcsight
E}@H Active Channels
=} BrightCloud ActiveChannels
- [#] ErightCloud IF ActiveChannel
11 Active Lists
=} BrightCloud ActiveLists
[ BrightCloud TP ActiveList
@ BrightCloud Matched Threat IF Lisk
—}--fﬁl Dashboards
=-}7 BrightCloud Dashboards
-- BrightCloud IP Rep Category Distribution Dashboard
-- ErightCloud IP Rep Data Dashboard
- [& ErightCloud IP Rep Distribution Dashboard
-- BrightCloud Malicious IP Found Dashboard
—}--fﬁl Destinations
EIE? ErightCloud Destinations
= 1

e % Erightloud Cnnsﬁ Destination

i

i

I

—1-179 Field Sets
=1/ BrightCloud Fieldsets
- ErightCloud IP FieldSet
—}-@'ﬁl Filkers
(=1-177 BrightCloud Filkers
|E| BrightCloud IP Reputation Filker

I

Ea e
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E} ;":F)‘ Inkeqgration Commands
¢ =1+ BrightCloud Inkegration Commands
_ - [ BrightCloud Geo InFDrmattg
E} ﬂ;i Inkeqgration Configurakions
- =47 BrightCloud Inkegration Configurations
: . BrightCloud Geo Info Config
E} ﬂ;i Locations
=1 BrightCloud Locations
. [ EBrightCloudConneckars
E} ﬂ_’n Jueries
- [=/ 7 BrightCloud Queries
l E BrightCloud IP Category Distribukion Query
E BrightCloud IP Data Query
i E BrightCloud IP Score Diskribution Guery
; - E BrightCloud Matched IP Query
E "op Query Viewers
C =) Eirlghtl:lu:nuu:l QUEryYiswers
-- F= BrightCloud IP Category Distribukion Yiew
-- = BrightCloud IP Rep Daka Yiew
-5 BrightCloud IR Score Distribution Yiew
G- BrightCloud Malicious IP Wiew
E i‘:F)‘ Rules
=/ 7 BrightCloud IP Rules
-- BrightCloud Add Event To Activelist Rule
-- BrightCloud IP Correlation Rule
#1-[#] Bright<loud License Expired Rule
-- BrightZloud Pending License Expiry Rule
- [#] BrightCloud Remove Event From ActiveList Rule

FlLEIEEN

Note: After importing the ARB package, please verify that all the above
components are visible in the ESM console.
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Chapter 3: Installing and Configuring the
Webroot BrightCloud Connector

3.1 Fresh Install

Please note the following:

e Installation prompts are shown below in bold.
e Entry values are underlined.
e Values in [x] are defaults.

Java run time |.6 is a pre-requisite for the Webroot BrightCloud connector.

Step 1: Run installer script with sudo, and choose [1] Fresh Install

# sudo ./webroot-brightcloud-connector-for-hp-arcsight-installer-vi.run

The installer will guide you through the installation or configuration update of the BrightCloud connector for
HPE ArcSight.

Installer Configuration

Please select installation option to proceed:

[1] Fresh Install: -Install BrightCloud connector for HPE ArcSight for the first time

[2] Update License: -Update your existing BrightCloud license-only available after first install

[3] Change Download Frequency: -Change the download frequency of BrightCloud IP Reputation Service
data-only available after first install

Please choose an option [1] : 1

Step 2: Read the license agreement in a browser window with the given URL before selecting option 1 or 2

License Agreement

YOUR ACCESS TO AND USE OF THE BRIGHTCLOUD THREAT INTELLIGENCE SERVICES FOR HPE
ARCSIGHT IS CONDITIONED ON YOU ACCEPTING ALL OF THE TERMS AND CONDITIONS
CONTAINED IN THE BRIGHTCLOUD THREAT INTELLIGENCE SERVICES FOR ENTERPRISE
AGREEMENT. IF THE HYPERLINK BELOW DOES NOT WORK, IT MAY INDICATE A PROBLEM WITH
YOUR INTERNET CONNECTION. YOU NEED AN INTERNET CONNECTION FOR THE BRIGHTCLOUD
THREAT INTELLIGENCE SERVICES FOR HPE ARCSIGHT TO FUNCTION.
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[1]  HAVE READ AND AGREE TO BE BOUND BY THE ENTERPRISE AGREEMENT -
http://www.webroot.com/us/en/company/about/service-terms-and-conditions

[2] 1 DO NOT ACCEPT THE ENTERPRISE AGREEMENT -
http://www.webroot.com/us/en/company/about/service-terms-and-conditions/

Please choose an option [2] : 1

Step 3: Customized the install location.

Installation location

BrightCloud connector for HPE ArcSight will be installed in this location:

Installation directory [/opt/Webroot/BrightCloudConnector]:

Step 4: Choose license types: If you have a license key, please select “Enter a valid license” option. New
user can apply for a 30 days free trial.

Choose your license option

Please select one of the options below:

[1] Enter a valid license

[2] Request a trial license

Please choose an option [2] : 2

Step 5: Valid information is required for trial license application. Email is the primary identification for
Webroot BrightCloud Threat Intelligence for HPE ArcSight license.
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Request a trial license

Please complete the form below to request a trial license:

NOTE: All fields are mandatory.

First Name: []: John

Last Name: []: Millar

Company: []: XYZ Corp

Email: [1: yourname@company.com

Phone: []: 123-456-7890
Country:

[1] Select
[2] United States

[3] Canada

[244] Zambia
[245] Zimbabwe

Please choose an option [1] : 2

Step 6: Trial license is auto populated upon successful application. If the “Enter a valid license” option was
chosen, similar input form will be displayed.

Request a trial license

Your trial license:

[hparcsightes ccacxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX]:
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If you want to extend your trial license or need help with the license, please contact: sales@webroot.com

Would you like to continue the installation with this trial license?

3. Step 7: Configure the IP Reputation list update frequency and customize the CEF file location
(BrightCloud’s data). Please take note of the CEF location; it is needed to configure the HPE ArcSight
SmartConnector.

BrightCloud IP Reputation Service Data Download Configuration

Configure the options for how to download BrightCloud IP Reputation Service data & integrate into HPE
ArcSight:

Automatically download

[1] Every 30 min

[2] Every hour (default)
[3] Every 12 hours

[4] Every 24 hours

Please choose an option [2] : 2

Download immediately after installation [Y/N]: Y

Download directory for BrightCloud IP Reputation Service data where CEF events will be generated:

[/opt/Webroot/BrightCloudConnector/CEF]:

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Do you want to continue? [Y/N]: Y

Step 8: Webroot BrightCloud connector is installed, a readme file is available to review.
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Please wait while Setup installs BrightCloud connector for HPE ArcSight on your computer:

Installing
0% 50% 100%
S e R R s R

How to contact us:

- sales@webroot.com for questions on licensing & sales
- support@brightcloud.com for technical support
View Readme file? [Y/N]: Y

README
Readme for Webroot BrightCloud Threat Intelligence for HPE ArcSight

Introduction

The Webroot BrightCloud Threat Intelligence for HPE ArcSight enables detection, alert and investigation of
malicious IP activities. It provides ArcSight customers with BrightCloud IP Reputation Service data to
correlate with log files collected by ArcSight, detect malicious IP activities in incoming IP traffic, alert infosec
teams, and provide them with detailed information on each malicious IP for incident response and
investigation before those activities lead to security breaches.

Use Cases

e Detect & alert - Correlate with log data inside HPE ArcSight to detect & alert on malicious IP
activities so the InfoSec team can perform incident response & investigation as early as possible
before malicious activity leads to costly breaches

¢ Investigate - Provide detailed information on malicious IPs inside HPE ArcSight for InfoSec teams
to perform incident response & investigation

Press [Enter] to continue:
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Key Features

e Continuously downloads the most current 12M malicious IPs from BrightCloud IP Reputation
Service to HPE ArcSight

e Provides out-of-the-box dashboards to correlate BrightCloud IP threat intelligence data with log files
and detect malicious IP activities in real-time

e Provides detailed information on each malicious IP on demand for incident response & investigation

Prerequisites

Supports HPE ArcSight V6.0 & higher

Installation
Press [Enter] to continue:
Itis a simple 3 step process:

1. Install Webroot BrightCloud connector for HPE ArcSight

2. Install a HPE SmartConnector in the same server and configure it to pull CEF events from the
BrightCloud connector for HPE ArcSight

3. Install Webroot BrightCloud ARB package for HPE ArcSight for ArcSight ESM

For full installation & usage documentation, please refer to this URL
http://download.webroot.com/Webroot BrightCloud For HPE ArcSight.pdf
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3.2 Update your existing BrightCloud license after first
installation

You can upgrade your trial or expiring Webroot BrightCloud license via the
Webroot BrightCloud connector after the initial installation.

Step 1: Choose “Update License” option after the welcome message.

# sudo ./webroot-brightcloud-connector-for-hp-arcsight-installer-v1.run

Created with an evaluation version of BitRock InstallBuilder\

The installer will guide you through the installation or configuration update of the BrightCloud connector for
HPE ArcSight.

Installer Configuration

Please select installation option to proceed:

[1] Fresh Install: -Install BrightCloud connector for HPE ArcSight for the first time
[2] Update License: -Update your existing BrightCloud license-only available after first install

[3] Change Download Frequency : -Change the download frequency of BrightCloud IP Reputation Service
data-only available after first install

Please choose an option [3] : 2

Step 2: Input a new license key

Update License Key

Please enter your new license key to update, sample format shown below:

[1: hparcsightes ccacxXxXxXXXXXXXXXXXXXXXXXXXXXXXXXXX
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Ready to Update

Click Update to continue with the update configuration, or click Back if you want to review or change any
settings.

Press [Enter] to continue:

Please wait while Setup installs BrightCloud connector for HPE ArcSight on your computer:

Installing

0% 50% 100%

S e R R R

How to contact us:

- sales@webroot.com for questions on licensing & sales

- support@brightcloud.com for technical support

View Readme file? [Y/N]: N

3.3 Update download frequency of BrightCloud Threat
Intelligence data after first install

You can also use the connector to change the download frequency of an IP
Reputation data after the initial installation.

Step 1: Choose “Change Download Frequency” option after the welcome messages.

# sudo ./webroot-brightcloud-connector-for-hp-arcsight-installer-v1.run

Created with an evaluation version of BitRock InstallBuilder

The installer will guide you through the installation or configuration update of the BrightCloud connector for
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HPE ArcSight.

Installer Configuration

Please select installation option to proceed:

[1] Fresh Install: -Install BrightCloud connector for HPE ArcSight for the first time

[2] Update License: -Update your existing BrightCloud license-only available after first install

[3] Change Download Frequency : -Change the download frequency of BrightCloud IP Reputation Service
data-only available after first install

Please choose an option [3] : 3

Step 2: This is the same configuration screen as a ‘Fresh Install’. Again, it is important to keep track of the
CEF stored location.

BrightCloud IP Reputation Service Data Download Configuration

Configure how you want to download BrightCloud IP Reputation Service data & integrate into HPE
ArcSight:

Automatically download
[1] Every 30 min

[2] Every hour (default)
[3] Every 12 hours

[4] Every 24 hours

Please choose an option [2] : 1

Download immediately after installation [Y/N]: Y
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Download directory for BrightCloud IP Reputation Service data where CEF events will be generated:

[fopt/Webroot/BrightCloudConnector/CEF
|

Ready to Update

Click Update to continue with the update configuration, or click Back if you want to review or change any
settings.

Press [Enter] to continue:

Please wait while Setup installs BrightCloud connector for HPE ArcSight on your computer:

Installing
0% 50% 100%
s e R e s e R

How to contact us:

- sales@webroot.com for questions on licensing & sales

- support@brightcloud.com for technical support

View Readme file? [Y/N]: N
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3.4 Starting and stopping the connector

The Webroot BrightCloud Connector can be stopped via the command line at
the installed directory:

sudo service BrightCloudConnector stop

Restarting without running installer by following command line at the installed
directory:

sudo service BrightCloudConnector start
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Chapter 4: Installing and Configuring HPE
ArcSight SmartConnector

4.1 Fresh install

Please reference the official HPE ArcSight SmartConnector User Guide for up-
to-date instructions. Please note the following:

e Installation prompts are shown below in bold.
e Entry values are underlined.

Pre-requisites: Java run time |.6 is required for the HPE ArcSight
SmartConnector.

[root@localhost installers]# ./ArcSight-7.1.5.7538.0-Connector-Linux64.bin -i console
Preparing to install...

Extracting the JRE from the installer archive...

Unpacking the JRE...

Extracting the installation resources from the installer archive...

Configuring the installer for this system's environment...

Launching installer...

ArcSight SmartConnector (created with InstallAnywhere)

Preparing CONSOLE Mode Installation...
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You are installing this product on an unsupported platform. Please refer to the ArcSight SmartConnector
Product and Platform Support Config document to find out about platforms supported for this release.

To cancel this installation, click [Cancel].

->1- OK

2- Cancel

ENTER THE NUMBER OF THE DESIRED CHOICE, OR PRESS <ENTER> TO ACCEPT THE
DEFAULT: 1

The ArcSight Installer will guide you through the installation of the ArcSightSmartConnector. The first step
installs the core ArcSight SmartConnector components; then you select the ArcSight SmartConnector you
wish to configure.

ArcSight recommends that you quit all other programs before continuing with this installation.

Respond to each prompt to proceed to the next step in the installation. If you want to change something on
a previous step, type 'back’. To cancel this installation at any time, type 'quit".

PRESS <ENTER> TO CONTINUE:

Choose the folder where you would like to install an ArcSight SmartConnector. It is strongly recommended
that you choose the folder name according to the device that you want to connect to, for example /ciscoids
or /checkpointng. Ifyou are upgrading an ArcSight SmartConnector from a previous version, please select

the folder where the ArcSight SmartConnector is currently installed.
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Where would you like to install?

Default Install Folder: /root/ArcSightSmartConnectors

ENTER AN ABSOLUTE PATH, OR PRESS <ENTER> TO ACCEPT THE DEFAULT

: [root/ArcSightSmartConnectorsSilentinstallation

INSTALL FOLDER IS: /root/ArcSightSmartConnectorsSilentinstallation
IS THIS CORRECT? (Y/N): Y

Please choose the Install Set to be installed by this installer.
->1- Typical

2- Customize...

ENTER THE NUMBER FOR THE INSTALL SET, OR PRESS <ENTER> TO ACCEPT THE DEFAULT
1

Where would you like to create links?

->1- Default: /root

2- In your home folder
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3- Choose another location...

4- Don't create links

ENTER THE NUMBER OF AN OPTION ABOVE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT

|—=

Pre-Installation Summary

Please Review the Following Information Before Continuing:

Product Name:

ArcSight SmartConnector

Install Folder:

/root/ArcSightSmartConnectorsSilentinstallation

Link Folder:

/root

Install Set:

Typical

PRESS <ENTER> TO CONTINUE:
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The core components of the ArcSight SmartConnector have been successfully installed to:

/root/ArcSightSmartConnectorsSilentinstallation

To finish the configuration of the SmartAgent, please go to the folder:

/root/ArcSightSmartConnectorsSilentinstallation/current/bin/

and execute the script:

Jrunagentsetup.sh

PRESS <ENTER> TO EXIT THE INSTALLER:

[root@localhost installers]# cd /root/ArcSightSmartConnectorsSilentinstallation/current/bin/

[root@localhost bin]# ./runagentsetup.sh

Assuming ARCSIGHT_HOME: /root/ArcSightSmartConnectorsSilentinstallation/current

Assuming JAVA_HOME: /root/ArcSightSmartConnectorsSilentinstallation/current/jre

ArcSight Agent Setup starting...

Connector Setup Wizard starting in mode [CONSOLE]

[Fri Dec 04 03:16:42 PST 2015] [INFO ] Checking for a running instance of connector...

[Fri Dec 04 03:16:42 PST 2015] [INFO ] Starting up connector...

Connector Setup
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WEBROOT

What would you like to do?

0- Add a Connector
1- Enable FIPS mode

Please select an option: [Add a Connector] [0..1/cancel] :0

Select the connector to configure

Type:
0- ActivCard AAA Server Accounting Log DB (Legacy)
1- ActivCard AAA Server Authentication Log DB (Legacy)
2- Aladdin eSafe Gateway File
3- Amazon Web Services CloudTrail
4- Apache HTTP Server Access File
5- Apache HTTP Server Error File
6- Apache Tomcat File
7- ArcSight Asset Import File
8- ArcSight CEF Encrypted Syslog (UDP)
9- ArcSight Common Event Format File

10- ArcSight Common Event Format Hadoop

11- ArcSight Common Event Format Multiple File
12- ArcSight Common Event Format REST (Beta)
13- ArcSight FlexConnector CounterACT

14- ArcSight FlexConnector File

15- ArcSight FlexConnector ID-Based DB

16- ArcSight FlexConnector JSON Folder Follower
17- ArcSight FlexConnector Multiple DB

18- ArcSight FlexConnector Multiple Folder File
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19- ArcSight FlexConnector Regex File
(N)ext - -=-=-mmmmmmm- Next page -------------

Please select an option [0..19]: 11

Please verify the following parameters

Type: ArcSight Common Event Format Multiple File

Are the values correct [yes/no/back/cancel]? yes

Enter the device details

Row#|Folder|Wildcard|Log File Type

Please select an option: [A]ldd [D]elete [I[jmport [E]xport [Flinish =>A

Folder(]: /root/Desktop/webroot
Wildcard[*.cef]:
Log File Type:

0- cef

Please select an option [0..0][cef]: O

Enter the device details

Row##|Folder |Wildcard|Log File Type

0 |/root/Desktop/webroot|*.cef |cef
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Please select an option: [A]dd [D]elete [Iijmport [E]xport [Flinish => F

Are the values correct [yes/no/back/cancel]? yes

| | 0% Verifying the parameters
[ 100%

Enter the type of destination

0- ArcSight Manager (encrypted)

1- ArcSight Logger SmartMessage (encrypted)

2- ArcSight Logger SmartMessage Pool (encrypted)
3- NSP Device Poll Listener

4- CEF File

5- CEF Syslog

6- CEF Encrypted Syslog (UDP)

7- CSV File

8- Raw Syslog

Please select an option: [ArcSight Manager (encrypted)] [0..8/back/cancel] :0

Enter the destination parameters

khkkkkkkhkkkkkhkkkkhkhkhkhkkhkkhkhkhkkhkhkhkhkkhkkhkkhkhkhkhkhhhkhkhkhkhkhkhhhkhkhkhkhkhkhhhkhhkkhkhkhhkk

WARNING: Some of the required parameters will contain security
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sensitive information. Do you want to hide the input for these
parameters from the screen? [yes/no]

(note: typically you would answer 'NO' only if you are using a slow
link (like a serial RS232 or a very slow network link) since

this may add additional delays to the connection. If you are

not sure, then select 'YES' or hit enter.

khkkkkkhkhkkhhkkkhhhkkhhhkhkhkhkhkhkhkhkhhkkkhhhkhkhkhhhkhkkhkkhkkhkkhkkk

[yes]? yes

Input for private parameters will be hidden.

Manager Hostname: ip-10-100-0-24.us-west-1.compute.internal
Manager Port[8443]:
User: admin

Password:

AUP Master Destination:
0- true
1- false

Please select an option [0..1][false]:

|—=

Filter Out All Events:
0- true
1- false

Please select an option [0..1][false]:

|—

Enable Demo CA:
0- true
1- false

Please select an option [0..1][false]:

(e}

Please verify the following parameters
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Manager Hostname: ip-10-100-0-24.us-west-1.compute.internal
Manager Port: 8443

User: admin

Password: ********

AUP Master Destination: false

Filter Out All Events: false

Enable Demo CA: true

Are the values correct [yes/no/back/cancel]? yes

Enter the connector details

Name][]: silentConnector

Location[]: WebrootConnectors

DevicelLocation[]:

Comment([]:

Please verify the following parameters

Name: silentConnector

Location: WebrootConnectors

Devicelocation:

Comment:

Are the values correct [yes/no/back/cancel]? yes

Enabling demoCA Certs

Page 30 | Webroot Inc. | Proprietary and Confidential Information May 24, 2016



Webroot BrightCloud Threat Intelligence for HPE ArcSight - for WEBROOT
Linux

[ R AR AR 100%
Registering destination

[ AR 100%

Following certificate will be imported into connector trust store:
Host/port: ip-10-100-0-24.us-west-1.compute.internal_8443
Details: CN=ip-10-100-0-24.us-west-1.compute.internal, OU=ESM, O=Arcsight, L=95014, ST=CA, C=US

0- Import the certificate to connector from destination

1- Do not import the certificate to connector from destination

Please select an option: [Import the certificate to connector from destination] [0..1/back/cancel] :0

| | 0%Importing certificate, registering destination and restarting the container

[ AR B EHHA ] 100%

Add connector Summary
Following are the added connector details:

Connector Name [silentConnector], Connector Type [cef multifolder_file]

Continue [yes] ? yes

The Smart Connector is currently installed as a standalone application
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0- Install as a service

1- Leave as a standalone application

Please select an option: [Install as a service] [0..1/back/cancel] : 1

Would you like to continue or exit?

0- Continue

1- Exit

Please select an option: [Continue] [0..1/back/cancel] : 1

[Fri Dec 04 03:30:17 PST 2015] [INFO ] Shutting Down Agent Framework Version [7.1.5.7538.0]

Shutting down Agent Modules now...

Shutting down Agent Setup Wizard...done.
[root@localhost bin]#
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4.2 Start the ArcSight SmartConnector

ArcSight SmartConnector may not be automatically started after the
installation.

To start SmartConnector:

1. To start the SmartConnector, you need to go in the
$ARCSIGHT_HOME/current/bin directory

2. Execute the Arcsight script for Linux, or arcsight.bat script under Linux
terminal, with the following argument.

[root@fe3 bin]# ./arcsight -quiet agents

ArcSight Connectors starting. ..

3. Once started, to confirm that the SmartConnector is working properly,
you will have to check these outputs.

[Fri Jun @3 12:58:04 CEST 2011] [INFO ] First event from [I|Ifw3] received.
[Fri Jun 03 12:58:56 CEST 2011] [INFO ] {Eps=0.9333333333333333, Evts=56}

[Fri Jun @3 12:58:56 CEST 2011] [INFO ] {C=0, ET=Up, HT=Up, N=sfd, S=56, T=0.9333333333333333}

4. Verify the following details:

e Eps > EPS throughput

e Evts > The total number of events have now been processed by the
SmartConnector.

e ET and HT > Should have twice the Up value in order to validate the
SmartConnector connection with the ESM is working properly. If they
are any communication troubles between the SmartConnector and the
ESM, you will have these kind of outputs.

TFet 2un @) 551018 o) PO G Aa, traneport . g: Ping failed - Tast secosssfid ot -1
o 15 5 ¢ Hiroute192. 368, 17040, Ports3000, rowmomeeiacriieasageiecesverdl, compreaton0iactied})) cown

e (192, 060474, G8) port SO0 failee ping tast
C{heate150 368,178 02, port-0000, rovrnome-iecrtdeassgeRecerverdl, comprenssone0isctlied) )] dow:
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Checking Smart Connector Availability

To check SmartConnector availability:

1. To validate that the SmartConnector is up and running, use the following
command.

[root@fw3 bin]# . arcsight -quiet agentup

ArcSight Cluster Id (ARCSIGHT_CID): [mull]. Agents are runmring. Returming [@]

2. If the SmartConnector is down, you will have this result.

[root@fw3 bin]# ./arcsight -quiet agentup

ArcSight Cluster Id (ARCSIGHT_CID}: [null]. Agents are NOT runming. Returning [1]

3. This command will not validate that the communication between the
SmartConnector and the ESM is up and running.

Restarting the SmartConnector

To restart the SmartConnector:

1. To restart the SmartConnector you will have to use the following
command.

[root@fw3 bin]# . arcsight -guiet ogentcoemand -c restart
ArcSight Agent Cosmaond starting. ..

successful: true
messoge: Restarting in response to ogentcosmand 'restart’
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Stopping the Smart Connector

To stop the SmartConnector:

1. If you have to start the SmartConnector in the standalone mode, a simple
CTRL+C will terminate the activities. But you can also stop the activities
with the following command:

[root@fw3 bin]# ./ arcsight -quiet agentcommaond -c tersinate
ArcSight Agent Cosmand starting...

successful: true
messoge: Terminating in response to agentcosmand ' terminaote’

4.3 Verifying Connection

1. To check the complete SmartConnector status, use the following
command.

[roct@fw3d bin]# ./arcsight -guiet ogemtcommand -c status
ArcSight Agent Command starting...

message: Stotus Generated: Fri Jun 93 13:19:16 CEST 2811
Memory Usage: 62Mb out of 243Mb

syslog file

4.4 Saving agent id for ESM Console Setup (optional)

1. Open the SmartConnector for Webroot log data command prompt and copy
the text after agent id enclosed in square braces as selected in below
screen.

Ex: - agent id [3VkpQQIEBABCDi2riUdhLrA==

Note: We can also filter bright cloud data using device vendor property as
WEBROOT.

2. If you have chosen to run as a service, this step is not required. You can
filter data using AgentID directly.
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Chapter 5: Utilizing the BrightCloud data in
ESM Console

Run SmartConnector, and view log at INFO level to verify that CEF events
are being updated.

-~

m C:\Users\spattajoshi\AppData\Roaming\Microsoft\Wind nws\Start Menu\Progra ms\ArcSight Smart.. | S| B )

[Wed Dec B9 15:52:84 IST 28151 [INFO 1 er'i?HR‘llIH?F’JB 1 matched in the file [C:
s\UserssspattajoshisDesktopsHew foldersupdate _9576d3ef-f3f8-4bcd-9929-e75%6e56dA3

©7 12-24-w 1DL £LULDI LINFY | JEEKEN TO DYLE OITSET in the tile
isDesktopNew foldersupdate_4dea%16df e—4hd 68-2d981hc4

7758862941 matched in the file [C
Ltrr _4ea%16d 2—4hdf - 281 hec4df

eked to hyte o [2864858] in the fi
update_d298341e-b785-4194-8df b—-214b8Y

IST 26151 [INFO 1 e 32539958831 matched in the file [C
WJesktop'Hew folder upd 298341e-bh705-4194-8dFb-214h827465

28151 [INFO 1 Se to hyte of fset[1B635689] in the f
ssktopsMew Folderslecc2b?h—4c68-4Bdh-bh42e-deF87d958854

28151 [INFO 1 crc32[1016486865] matched in the file [(
“Hew folderslecc2bh?h—4c68-4B8db—h4le d95885d fl
20151 [INFO 1 See to hyte off [ i

topsNew fl.'lli.ll:l"\I_I_].'Id.dlt.‘_].llr_l.gurd]. 59eb-

ced to byte offset[486214] in the fil
hl\ElE"]\tﬂp “New i-ulder date_d313ab2b-Bf55-4h62-87el—efh83ca
fully.
B4 IS8T 28151 [INFO 1 c:
DesktopsNew foldersupdat
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5.1 BrightCloud ActiveChannel in ESM Console

Active channels provide a streaming view of events coming into your system
that can be viewed numerous ways using numerous types of filters and field
sets.

[»] Active Channel: BrightCloud ActiveChannel

Start Time: eh 0 0uTC ¥Yery High:
End Time: 9 Fel ou High:
Filter:

Inline Filter:

Yerified Rules: N

Total Events: 314,477 —

| Radar -

f IF Address Reputation Score | Threat Type Device Yendor 5 Device Product 5 Mame ¥

104,209,141,122 85|5canners WEBROOT BRIGHTCLOUD THREAT _IMTELLIGENCE ~
14.166.92,129 5/5pamSources WEBRCOT ERIGHTCLOLD THREAT _IMTELLIGENCE =
14.1658.92,130 5|5SpamSources WEBROOT BRIGHTCLOUD THREAT _IMTELLIGENCE

14,165.92, 131 5|SpamSources WEBROOT ERIGHTCLOUD THREAT _IMTELLIGENCE

14.165.92,132 5|5SparmSources WEBROOT BRIGHTCLOUD THREAT _IMTELLIGENCE

14.165.92, 133 5|SpamSources WEBROOT ERIGHTCLOUD THREAT _IMTELLIGENCE

14.1658.92,134 5|5SparmSources WEBROOT BRIGHTCLOUD THREAT _IMTELLIGENCE

14.165.92.135 5[3pamSources WEBRCOOT ERIGHTCLOLD THREAT _IMTELLIGEMCE

106,192,358,40 19/|5parmSources WEBROOT BRIGHTCLOUD THREP.L\}INTELLIGENCE

106.192.44.3 7 |3canners WEBRCOOT ERIGHTCLOLD THREAT _IMTELLIGEMCE

107.151.227.73 7 |SpamSources WEBROOT ERIGHTCLOUD THREAT _IMTELLIGENCE

5.2 BrightCloud IP data Activelist

Activelists are usually defined in conjunction with rules specifically tailored to
interact with and populate the lists dynamically. Lists not driven by rules are
empty or contain only manually added entries that have not timed out.

@ BrightCloud IP AckiveList Details |

Manne: BrightC| fuctiveli 2,000 shown [ 4,999,894 matches
Start Time : :

End Time : ] 6 05:31:

Last Update: 19 (
Filter: Mo Filker

IP Address 4, E Categary Feputation Count Reputation R.ange Creation Time

1.0.1258.42 SpamSources 15 11-15 18 Feb 2016 09:00:45 UTC -,
1.0.1258,155 SpamSources 14 11-15 158 Feb 2016 09:00:45 UTC—
1.0,131.95 Spamsources 5 00-05 17 Feb 2016 09:00:43 UTC
1.0.131.,107 SCanners 12 11-15 17 Feb 2016 15:00:49 UTC
1.0.131.159 SpamSources 15 11-15 18 Feb 2016 09:00:45 UTC
1.0.131.237 SpamSources 14 11-15 17 Feb 2016 09:00:43 UTC
1.0.131.248 SpamSources I3 06-10 18 Feb 2016 09:00:45 UTC
1.0.134.95 SCanners [ 16 16-20 18 Feb 2016 15:00:45 UTC
1.0.149,123 SpamSources e 10 06-10 18 Feb 2016 09:00:45 UTC
1.0.150.23 SpamSources 12 11-15 17 Feb 2016 09:00:43 UTC
1.0.152.71 SpamSources 19 16-20 18 Feb 2016 09:00:45 UTC
1,0.152,250 SpamSources 10 06-10 18 Feb 2016 09:00:45 UTC
1,0,153.20 SpamSources 15 11-15 18 Feb 2016 09:00:45 UTC
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5.3 Dashboard displays categories as a pie chart

Dashboards can display data in a number of graphical formats, including the
following:

e Pie charts

e Bar charts

e Tables

e Custom layouts

Category Distribution Yiew [=

Category COUNT(IP Address) {Total Legends 10)

Weathets 4,405
Ooenialofservice 1
OrMobieThreats 1,515
Erhishing 11,740
Wrroy 418,068
Ereputation 7
Hscanners 133,111
Espamsources 4,430,352
Dlwebattacks 169
WvindowsExploits 632

s

[[Denizlofservice,

2/18 11:16:09 ¥ blz=v ]
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5.4. User can obtain additional geolocation information of
the IP

BrightCloud IP Rep Data Dashboard I_
BrightCloudData Yiew New Corfiguration ... L
IF Address [l GeclnfoCommand
1:3;2;201?3 [] Logger Quick Search L
169.214.42,108 [z] Mslookup fLinu:) —
159.214.42.92 [] Mslookup (Windows)
159.214.42.22
Bing (Li
169.215.177.83 (e ping (linux)
116.134.216.193 [=]  Ping {windows)
61 Save Dashboard |Z| Traceroute (Linux)
116:1 Save As... [i] Traceroute {Windows) =
116.1 Close Dashboard [=] web Search
116.1 .
61 Dashboard R [i] whais {Lin) —
116.1 Query Yiewer 3 [ whais (indows]
ﬂ:: Show » Logager Search ...
116I1 Inteqgration Commands | TRM Commands ... —
116.1 Inwestigake 3 SpamSources
116.1 Crilldawn b SpamSources
116.1 Toal SpamSaurces
116.1 aals ' SpamSources
1161 E Show Scroll Bar SparnSources
116.1 Copy SpamSources
116.1 SparSources
116.1 Wigw as... r Spam3ources
116.1 Expart » SpamSources
11hA.17 SRAMSNIFFRS

| ErightCloud IP Rep Data Dashboard | Tool Resulks

|2]| C:\webroot|GeoInfoCommand.bat 116.134.216.192

Webrook geoServer host 1 10,100.10,23
Retrieving the geolnfo For IP &3 116,134.216.192
country=china

region=
state=beijing shi
city=beijing

latitude=39,91176055

longitude=116. 3792325

organization=new guoxin telecom corporation [%
Carrier=

ipAddress=116.134.216,192

tid=

sld=

asn=

ipint=1954004 365

domain=116.134.216.192

repukation=5

ip_status=1

threat_mask=1

domain_age=11

threat_count=4

current_release_date=Thu Sep 13 06:3%:05 UTC 2035
first_release_date=Thu Jun 05 19:31:00 UTC 2014
last_release_date=3at Aug 08 18;09:00 UTC 2015
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Chapter 6: Customizing ESM Console
Resources

ArcSight Enterprise Security Management (ESM) is a comprehensive software
solution that combines traditional security event monitoring with network
intelligence, context correlation, anomaly detection, historical analysis tools,
and automated remediation. ESM consolidates and normalizes data from
disparate devices across your enterprise network in a centralized view.

The ESM Console serves as the control point for ArcSight Express and ESM
administrators to configure content and resources. While Webroot has
provided all the components necessary to begin using BrightCloud Threat
Intelligence ‘out of the box’ (refer to Chapter 2.3 Importing the Webroot
BrightCloud ARB for ESM console), additional configuration and tuning is
possible through ESM. In this chapter we provide some information on
additional configuration.

Note: The following instructions are based on ESM Console version 6.8.0. For
up-to-date ESM information, please check HPE ArcSight’s product
documentation.

6.1 Location

ESM provides a location database that maps an IP address to the owning body
for the block of IP addresses to which it belongs. Your organization may have
finer-grained detail, such as the physical location of all of your networks or
networks outside your control, or corrections to the database that ESM
supplies. The Location resource is the way you can override the ESM default
location mappings with location information relevant to your network.

Location is an attribute you can set if the asset you are modeling resides in a
geographic location that differs from the location set by the mapping database
that associates IP addresses with location information.

To create a location:

1. Check the Navigator panel on top left of ESM console and click the
Resources tab.

2. Click the drop-down and select Assets as in below screen.

3. Click the Locations sub-tab for Assets resource.
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4. Right-click public group and select New Location to create new Location
as in below screen.

5. Check Inspect/Edit panel on top right of ESM console and provide below
details to create a new location in Attributes tab.

Name :- BrightCloudConnectors

6. Leave other fields default and click Apply button as in below screen to
save the attribute values.

7. Check Navigator panel, the created Location BrightCloudConnectors will be
added into Public group as in below screenshot.

Location:BrightCloudConnectors

Attributes | Notes |

= Location

# Mame BrightCloudConnectors
Latitude 00 0TS
Longitude oo a"w
City Broomfield
Region Code ChA
Postal Code 80021
Country United States
6.2 Filter

Filters are used to specify criteria that narrow the scope of monitored data
and reduce the number, or constrain the nature, of the Events displayed
through the Console.

Filtering criteria are based on the Console's event Data Fields, used in various
combinations and with various conditions placed on their content. As you
apply more restrictive filter parameters, the number of events reaching the
Console may decrease, but the likelihood increases that the events are
significant.
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To create a filter:

1. Login to the ESM Console and go to Filters section.
Select Filters from the Resources drop-down as below screenshot.
Right-click on admin’s Filters and select New Group to create new group.

Provide name as BrightCloudFilters for the group as below screenshots.

A S

Right-click on BrightCloudFilters group and select New Filter to create
new filter as below screen.

o

In Inspect/Edit panel provide details in tabs as below screenshot.

7. In Filter tab, right-click on Events and select New Condition -> Device-
>Device Vendor.

8. Paste the agent id we copied on above steps from Webroot
SmartConnector command prompt (WEBROOQOT) in the text field after the
equals’ operator.

9. Click OK and Apply button.

=] Filter:BrightClaud Filter

Attributes | Filker | Local Yariables | Maotes

ﬂ & 1l i= .Fill:ers B assets [ vulnerabilities B Active Lists

Edit | Summary

% Event conditions
=y
L. @ Device Yendor = 'WEEROOT

[

Page 42 | Webroot Inc. | Proprietary and Confidential Information May 24, 2016



WEBROOT

6.3 Field Sets

Field sets are named subsets chosen from the available Data Fields. Field sets
can help you quickly focus a grid view, Event Inspector, or other field array on
a particular context such as customer accounts or vulnerability.

Field sets are a shareable resource that you can manage and apply through
the Field Sets resource tree in the Active Channels section of the Navigator
panel.

In the Navigator, select Active Channels, and click the Field Sets tab. These
field sets also support the Variables data fields. Field sets supersede and
include the previous concept of column sets.

To create a field set:

1. Choose Field Sets from Resources drop-down in Navigator panel as below
screenshot.

2. Right-click on admin’s Field Sets and choose New group to create a new
group under which we will create Field Set.

3. Type the name as BrightCloud FieldSets and press Enter.

4. Right-click on group BrightCloudFieldSets and choose New Field Sets.
In Inspect/Edit panel, provide details in different tab as below screenshot.

FE Field Set:BrightCloud FieldSet
Attributes | Fields | Local variables | Motes

F #
Selected Fields

]
S g

F¢ Reputation Score %
-;';'-F Threat Type
[ Device Yendor

[l Device Product

E Mame

E Message

fﬁfﬁ Priarity

flel Device Action
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6.4 ActiveChannels

Almost all event-related views are ActiveChannels. ActiveChannels are
definitions for collections of events; definitions that are always freshly re-
evaluated so the resulting sets are as valid as the data received up to that
moment.

|I| Active Channel: BrightCloud ActiveChannel Total Events: 231,831

Start Time:
End Time:
Filter:

Inline Filter: Mo Filter
Yerified Rules: MoPRuls

Radar

£ |1P Address Reputation Score | Threat Type Device Vendor & Device Product 5 Mame &
209,133.66.214 158|SpamSources WEBROOT BRIGHTCLOLUD THREAT _INTELLIGENCE
209,133.66.214 18|5Scanners WEBROOT BRIGHTCLOLUD THREAT _INTELLIGEMNCE
209,133.66.214 18|Proxy WEBROOT BRIGHTCLOLUD THREAT _INTELLIGENCE
213.211.150.50 &0 windowsExplaits WEBROOT BRIGHTCLOLUD THREAT _INTELLIGEMNCE
213.211.150.50 80 |webAttacks WEBROOT BRIGH \}LOLID THREAT _INTELLIGENCE
217.112.91,112 0 windowsExplaits WEBR.OOT BRIGH{ERIGHTCLOLD | |THREAT _INTELLIGENCE
217.112.91.112 30|webattacks WEBROOT ERIGHTCLOLD THREAT _INTELLIGENCE
221.4.205.96 80|3canners WEBROOT ERIGHTCLOLID THREAT _INTELLIGEMNCE
221.178.182.85 17|SpamSources WEBROOT ERIGHTCLOLD THREAT _INTELLIGENCE

To create an ActiveChannel:

1. Choose Active Channel from the Resources drop-down in Navigator panel.

2. Right click on admin’s Active channels and choose New Group to create
new group under which we will create Active channel.

3. Type the name BrightCloudActiveChannels and press Enter.

4. Right click on BrightCloudActiveChannels group and select New Active
Channel.

5. Provide below details for creating Active channel for reading BrightCloud
Malicious IP Data:

e Channel Name — BrightCloud ActiveChannel

e Start Time — $Now - 2h

e End Time — $Now

e Use as Timestamp — Manager Receipt Time

e Select the Continuously evaluate time parameters (like $Now)
radio button.
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e Filter — Choose BrightCloud IP Filter; created above.
e Fields — Choose BrightCloud IP FieldSet; created in above steps.

6. Click the OK button.

Ednew Active Channel Ed|!
[
Channel Mame: IBrightCIoud IF ActiveChannel |
d
Start Time: I$an—1d LIJ End Time: |,¢an LIJ
Use as Timestamp: I End Time LI

{~ Continuously evaluate time parameters (ke SMow)

{+ Evaluate time parameters once at attach time %

Filter: IBrighﬁIIoudIPFilter ~|  Define... |
Fields: | BrightCloud TP Fieldset ~|  Define... |

‘ For fme ranges over 8 day, the end time will be evalisfed in houry basks.. |

Exaﬂ:ies"l “ ” ill:ancell

TorF I e fet s Eara
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6.5 Active Lists

Active lists are used to create a configurable data store that can hold
information derived from events, or other sources.

Active lists can monitor activity based on any rule-driven combination of event
attributes or set of custom fields. For example, active lists are very useful for
tracking suspicious or hostile IP addresses as well as targets of attacks that
may be compromised.

Active lists function differently than active channels. Active lists are not
continuously re-evaluated and are not time-window constrained. Active lists
draw from the event stream on the basis of their event or field/rule definitions
and any rules designed to affect them

To create an Activel.ist:

1. From the Resources drop-down in the Navigator panel, select Lists.
2. Click the Active Lists tab.

3. Right-click on admin’s Active Lists group and choose New group to
create new group.

4. Type the name BrightCloud Activelists and press Enter.

5. Right-click on the group BrightCloud ActiveLists and choose New Active
List to create list.

6. On Inspect/Edit panel give below details as below screenshot.

7. ActivelList Capacity is determined by the activelist.max_capacity
property in ESM manager configuration.

You need to refer to ArcSight User’s guide version 6.8, List Authoring
chapter on page 511 to learn about how to set this property.

8. You will also need to change the memory settings as shown below, in order
for the

In server.config file Add the property

= activelist.max_capacity=20000000
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In server.wrapper.config Add the two properties
= wrapper.java.initmemory=32768

= wrapper.java.maxmemory=32768

Note: Depending on the size of the memory available in your
environment, you can increase the java memory values.

9. The number of records in the ActiveList should be set using Capacity
property in order to match the max capacity.

10. Set TTL Days=0 so that the ActivelList data never expires.

11. Click the Apply button to save the changes.

Inspect/Edit g 2 x
@ Active List:BrightCloud IP Act...

attribukes | Nokes

[= Active List -
% Mame BrightCloud IP Activelist
Optimize Data
# Capacity (x1000)
# TTL Days
% TTL Hours
% TTL Minukes

L]

S000

u]

]

u]

&llows multi-mappings ] %

L]

L]

Partially cached

Time partitioned

Case-Sensitivity Case-Sensitive
-
(Mame)
(Description)

Data: () Event-based (%) Figlds-based key Fields

Marne Tvpe Sub-type Key-field
IP Address Address IP Address
Category SEkring
Reputation Count  {Long
Reputation Range  [Skring

L]

| (04 || Cancel || apply || Help |
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6.6 Query

A query is an ArcSight resource that defines the parameters of the data you
want to report on derived from an ArcSight data source. The result of the
query then becomes the basis for one or more ArcSight report. The Query
Editor is a component of ArcSight Reporting resource tools.

In a query, you select the data fields you want to report on, specify any
additional functions you want run on them (such as sum, average, and so on),
and any sort or group-by conditions you want to add, such as grouping results
by source address, zone, or priority.

To build a query:

1. Select Reports from the Resources drop-down in Navigator panel.
2. Click the Query tab.

3. Right-click on admin’s query and select New group to create new group
under which we will be creating query.

4. Type the name BrightCloud Queries and press Enter.

5. Right-click on the group BrightCloud Queries and select New Query.
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6. In Inspect/Edit panel provide details in Attributes tabs below screenshot.

Inspect /Edit o2«
ES Query:BrightCloud Matched IP Q... |
General | Fields | Conditions | Local Variables | Notes |
E Query
# Name BrightCloud Matched IP Query
#* Query On Active List
# Query On Resource BrightCloud Matched Threat IP List
Query Type snapshot
% Row Limit 100000
Distinct Rows -
Database Hint
E Common
Resource ID [tEaL Z-EFABEEFIQG?.E%CEQ={\\S
External ID
Alias (Display Mame)
Description
Version ID
Deprecated -
E Assign
Owner
Motification Groups
El Parent Groups
BrightCloud Queries A Quenies BrightCloud Quenies
E Creation Information
Created By lehroot
Creation Time IFFeh 2016 16:33:29 15T
Time Since Creation 5dapEl 2 mings) 55 seciE)
E Last Update Information
Last Updated By lvebroot
Lazt Update Time 18 Feb 2016 11:10:09 IST
Time Since Last Update Fhour(s) 25 min(s} 15 secs)
(Name)
(Description)
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Provide details in Fields and Conditions tab as below screenshot.

Inspect,/Edit

T 2
ES] Query:BrightCloud Matched 1P Q.. |

—Query Structure

“-Add "SELECT' columns
GROUP BY

-pdd "GROUP BY' columns %
IORDER. BY

“-Add 'ORDER BY' columns
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6.7 Query Viewers

Query viewer is a type of resource for defining and running SQL queries on
other ESM resources, including trends, assets, cases, connectors, events, and
so forth. Each query viewer contains an SQL query along with other logic for
establishing and comparing baseline results, analyzing historical data to find
patterns in network activity, and performing drill-down investigation on a
particular aspect of the results. The query viewer you create displays all the
fields and domain fields specified in the query you select (or create) for the
query viewer.

Query viewers provide high-level summaries to monitor system health, reveal
trends, and allow for drill-down investigation of all types of resources.

Query
Viewer m - @
Dashboards

)]
d
B @) m
== )
y Reports
View query P
results in As an option, you can
interactive i3l add query viewer
charts and results to dashboards,

tables reports, and the

ArcSight Web  arecight web client,

@:O—-OHEIO——O
4
3

H—DE; Active Lists
0 Trends
_"—C'[_:_é] Session Lists
ESM Q Events
Database . ..}@ o
O|Ed| Assets
Data =
Summary
Sources "—O% Motifications

To create a query viewer:

1. In the Navigator panel, choose the Query Viewers resource.
2. Right-click on admin’s Query viewers group and choose New group.
3. Give name as BrightCloudQueryViewers and press Enter.

4. Right click on BrightCloudQueryViewers and choose New Query
Viewer.

5. On Inspect/Edit panel provide details in attributes tab as below screenshot.
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6. Leave other fields default in Attributes and other tabs and click Apply

button.

Inspect/Edit

=2 x|

[ Query Viewer:BrightCloud IP Re... |
Attributes | Fields | Local Variables | Drildowns | Notes |

B Query Viewer
#* Mame
#* Query
Refresh Data After
Query Time Out
# Default View

E Common
Resource ID
External ID
alias (Display Name)
Description
Version ID
Deprecated
Bl Assign
Owner
Motification Groups
E Parent Groups
BrightCloud QueryViewers
H Creation Information

BrightCloud IP Rep Data View
BrightCloud 1P Data Query
15 minute(s)

Mone

Table

cw ¥l HBABCEngoR SkODQ ==

Al Query ViewersBrightCloud Queryiiewers

Created By lehroot

Creation Time 12 Feh 2006 10:51:31 IST

Time Since Creation FdapE) 1 hour(s) F mings) 51 seciz)
(Name)
(Description)

Name Value | Use Default |

E Query Parameters

Row Limit 0000 v
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6.8 Dashboard

Dashboards are a graphical display of data gathered from one or more Query
viewers. Dashboards can display data in a number of graphical formats,
including pie and bar charts, tables, and custom layouts.

In the Navigator panel's Dashboards resource tree, right-click a dashboard
and choose Show Dashboard.

To create a dashboard:

1

2.
3.

Choose Dashboard from the Resources drop-down in Navigator panel.
Click Dashboards tab.

Right-click on admin’s Dashboards and choose New group to create new
group

Give name as BrightCloud Dashboards and press Enter.

. Right click on BrightCloud Dashboards group and select New

Dashboard.

. Right-click on Untitled - Dashboard in the Viewer panel and choose Save

Dashboard as.

Provide Name as BrightCloudThreatIPDashboard and select
BrightCloudDashboards group.

. Click OK button.

. Go to QueryViewers resource by choosing QueryViewers under Resource

drop down in Navigator panel.

10. Select the query viewer BrightCloudThreatIPQueryViewer we created

before and right-click and select BrightCloudThreatIPQueryViewer ->
Add to Dashboard as -> Table.

We will be seeing the data populating in dashboard.
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6.9 Notification

To be informed when certain defined events or circumstances occur. You
might receive notifications by pager, or e-mail or similar means, but you can
be sure to see an indicator in the Notifications button in the toolbar line of the
Console.

ESM Console helps you stay informed about developing situations involving
events, and critical system status.

To create a notification:

1. Choose Notifications from Resources drop-down in Navigator panel.

2. Create new destination at SOC Operators -> Level 1 -> New
Destination.

53 Destination Editar

attributes | paokes

= Destination

B ERE e BrightCloud Ernail Destinatian
% Stark Time 12:00:00 aM

# End Time 11:59:59 PM

IDestiatan YR i Ackress
SIEAABEHESS S changeme@yourdomain.car

3. Provide below details on Inspect/Edit panel:

e Destination Type — Email Address

e Email — [changeme@yourdomain.com] # Email to which notification
will be sent

e User group — [user group]

e Name — EmailNotification

4. Click the Apply button.
5. Configure One more Destination for sending Notification in Console.

6. Right click Levell -> New Destination.
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7. Provide below details on right side Inspect/Edit panel:

e Destination Type — Console
e User group — [user group]
¢ Name — BrightCloud Console Destination

atkributes | pokes

=l Destination

B RERE e ErightClaud Cansale Destination

# Stark Time 12:00:00 aM
# End Time 11:59:59 PM
# Destination Tyvpe Console

_,l'.ﬂ.ll sers) Administratorsadmin

8. Click the Apply button.

You have successfully configured Notification for Email and Console.

6.10 Changing Email Settings for Notification

To change email settings:

1. In the Notification resource tree, right-click SOC Operators group and
choose Settings, then Edit E-mail Settings.

Ermnail Configuration

= Misc
GG <ol webroot com
Cukgoing Mail Server smkp.webrook,com
Incoming Mail Server
Incoming Mail Protocol imap

IR -cr =iy vk com
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2. In the Notification Editor, type in the following text fields:

e From Address — [E-mail address]

e Outgoing Mail Server — [mail server]

e Incoming Mail Server — [incoming mail server]

e Incoming Map Protocol — [imap/pop3] #Change as per above server

3. Type the E-mail Account password in the Password text field and
confirm it in the Confirm Password text field.

4. Click the Apply button.
6.11 Rules

An ArcSight rule is a programmed procedure that attempts to correlate
incoming network Events and generates new events that report on correlation
when it occurs, as determined by security policy. Rules also apply Conditions
and perform Rule Actions.

A rule has three parts: a condition, threshold and time window aggregation,
and an action. The condition states if exists and satisfies expressions and the
action states do expressions. A rule states if [one or more conditions] exist
and satisfy the rule, then do [action expressions].

A rule can have one or more rule conditions. If there is one condition, the rule
acts as a filtering tool. If there is more than one condition, the rule acts as a
correlation tool. A rule can be created for any incoming event from one or
more event generators, with various conditions, logic statements, and
threshold and time window qualification of events.

6.11.1 Create Rule

To create a rule:

1. From the Resources drop-down in the Navigator panel, select Rules.
2. Right-click on Real Time Rules and select New Group.

3. Type the name BrightCloudRules and press Enter.

Page 56 | Webroot Inc. | Proprietary and Confidential Information May 24, 2016



Webroot BrightCloud Threat Intelligence for HPE ArcSight - for WEBROOT
Linux

4. Right-click BrightCloudRules group and select New Rule ->
Lightweight Rule.

Rule:add Event To Ackivelist R ..

Attributes | Conditions | Aooregation | Actions | Local Yariables | Motes

=l Rule
#* Mame &dd Event To Activelist Rule
# Rule Type Lightweight Rule

5. On Inspect/Edit panel provide below details for Attributes and Conditions
tab.

Rule:add Event To Activelist ...

|.ﬁ.I:I:riI:|uI:es Conditions | Aocregation | Actions | Local Yariables | Mokes

ﬂ & Il '= -Filters B assets B vulnerabilities B Active Lists %:

Edit | Summary
§ Event conditions

El{}
=& AMD
- MatchesFilter("}all Filkers BrightCloud Filkers/BrightCloud Filker")

----- @ Device Action = add

6. Click the Actions tab and right-click on On Every Event and select Active
Trigger.
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7. Right-click on On Every Event and select Add -> Active List -> Add to
Active List.

Rule:Add Event To AckiveList R...

Attributes | Conditions | Aooregation | Ackions | Local Yariables | Motes

il Add g Edit 3 Remove & MoveUp ¥ Mowe Down I:g Hide Empty Triac

IH on Firsk Event
& On Subsequent Events
|4 On Every Event [ Active ]
=i/ Add To Active List
- Field: Attacker Address
. Field: Device Event Category
“-Field: Device Custom Mumber1
Field: Device Cusktom Stringl
Resource: [All Active Lisks/BrightCloud Activelists/BrightCloud IP Ackivelist

[ o -

8. Choose BrightCloudDataActivelist from the drop-down and click OK
button.

9. Choose below fields for each fields in Active List for mapping from real time
event values to Active list field.

e Webroot IPAddress — Attacker Address
e Category — Device Event Category

e Action — Device Action

e Reputation Score — Device Severity

¢ Message — Message

10. Click the OK button.
11. Click the Apply button and click the Yes button.
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6.11.2 Configure Rule for License Expiry Notification for

BrightcloudConnector

To configure rule for license expiry notification:

1. Create rule and provide details in Attributes and Conditions tab as below
screenshot.

Rule:BrightCloud License Expir. ..

Attributes | Conditions | Aggregation | Actions | Local Variables | Motes

=l Rule
#* Mame BrightCloud License Expired Rule
# Rule Type Standard Rule

Fule:BrightCloud License Expir...

artributes | Conditions | aggregation | Actions | Local Wariables | Motes

{} & Il 1= .Filters ..ﬁ.ssets .'u'ulneral:nilities B Active Lists %

Edit | Summary

¢ Event conditions

=& AND
@ MatchesFilker("}all Filksrs/BrightCloud Filkers/BrightCloud Filer")

‘ Message Contains expired

2. Click the Actions tab.

May 24, 2016
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3. Right-click On Every Event and select:

e On Every Event -> Active Trigger
e On Every Event -> Add -> Send Notifications

4. Provide below details

e Destination Group — SOC Operators
e Message — Your License has already Expired. Please check # Subject
line in mail notification.

5. Click the OK button.
6. Click the Apply button.

When: On Every Event
Send Motification
Destination Group: |BrightCIu:uud Destinations | [w] Ack Required

Message: Your license For Webroot BrightCloud ThreatInteligence For HP ArcSight has expired.
Please contact sales@webroot, com to obtain a valid license key,
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6.11.3 Configure Rule for Pending License Expiry Notification

To create a configure rule for pending license expiry notification:

1. Create rule and provide details in Attributes and Conditions tab as below
screenshot.

Rule:BrightCloud Pending Licen. ..

Attributes | Conditions | Aggregation | Actions | Local Yariables | Motes

{} & 1l = .Filters B assets B vulnerabilities ..ﬁ.ctive Lists P

Edit | Summary
¥ Event conditions

El{}
=& AND
@ MakchesFilker("}all Filkers /BrightCloud Filkers/BrightCloud Filker")

----- 9 Message Contains expires

2. Click Actions tab.
3. Right-click the following:

e On Every Event -> Activate Trigger
e On Every Event -> Add -> Send Notifications

4. Select Destination Group as SOC Operators.

5. Add text as shown below image.
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6. Click the OK button and then click the Apply button.

<< Edlit Action -

When: On Every Event
Send Mokification
Destination Group: | BrightCloud Destinations — w Ack Required

Message: Your license For Webroaok BrightCloud Threat_hntelligenn:e for HP ArcSight expires soon,
Please contact sales@webraot, com to active license,

| QI || Cancel || Help |

6.12 Integration Command

Integration commands provide a lightweight way to link to information and
run commands from ESM Console in other views and applications. You can
build and launch commands locally and on remote servers or appliances,
using field values in ESM events as command parameters. You can configure
the commands as context-aware, right-click options on different views,
resources, and editors on the ESM Console

To create an integration command:

1. From the Resources drop-down in the Navigator panel, select Integration
Commands.

2. Click Commands tab.

3. Right-click on admin’s Integration commands and choose New group
to create new group.

4. Type the name as BrightCloudIntegrationCommands and press Enter.

5. Right-click on BrightCloudIntegrationCommands group and choose
New Command.

6. On Inspect/Edit panel choose Type = Script.
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7. Provide below details in the Attributes tab.

¢ Name — GeolnfoCommand

Working Directory — C:\Windows\System32
Program — [Path to batch script]
Parameters - $selecteditem

8. Click the Apply button.

—| Integration Target

#* Marne iz Information
Wiorking Direckory iV windows) Jystem3E
Program iZ:\webroob)GeolnfoCommand. bat
Pararneters tseleckedItemn

6.13 Integration Configuration

An integration configuration resource represents a family of commands of the
same type. Commands in a configuration share the same context, rendering
method, and targets.

Configurations provide a way of grouping similar commands and specifying
common options for where on the Console UI the commands will be available
(contexts), how command results will be displayed (renderer), and where
commands will run (scripts run locally; others, like Connector commands, can
have one or more remote targets).

To create integration configuration:

1. From the Resources drop-down in the Navigator panel, select Integration
Command.

2. Click the Integration Configuration tab.

3. Right-click on admin’s Integration Configurations and select New
group.

4. Type the name BrightCloudIntegrationConfigurations and press Enter.

5. Show Dashboard we created in above steps in Viewer panel as below
screenshot.

Page 63 | Webroot Inc. | Proprietary and Confidential Information May 24, 2016



Webroot BrightCloud Threat Intelligence for HPE ArcSight - for WEBROOT

Linux

6. Right-click on any IP address column in the Dashboard and select
Integration Commands -> New Configuration.

BrightCloud IP Rep Data Dashboard

BrightCloud IP Rep Data Yiew

IP address aktegary
189,214,429 Sawve Dashboard SOUFCES
189,214 42,21 Save As... Sources
189,215,177, Sources
177,240,100, Close Dashboard Sources
204,152,229, Dashboard p o 1SOUrCES
204,152,229, . Sources
Query Yiewer k
204,152,229, Sources
204,152,229, Show ¥ \Sources
204,152,229, Inkegration Commands — » M Canfiguration ...
N4 167 790 4_& [

7. On the Inspect/Edit panel, select Type = Script.

8. Provide below details in Attributes tab:

¢ Name — GeolnfoConfiguration

9. Click the Commands tab, the click the Add button, and select
GeoInfoCommand we created before.

10. Press the OK button.

11. Press the Apply button.
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12. Show Dashboard we created in above steps in Viewer panel as below
screenshot.

Configuration Editor

Attributes | Context | Commands | Tarocts | Motes

Twpe | Scripk W
Select your Integration Configuration bvpe

El In

* LIRL

#Cnnnectnr

—_——

Configuration Editor

Attributes | Context | Commpqds | Tarosts | Motes
——— : W,
_l{::.ﬁ.ddg 3 Remove

Location Tvpe Selection Dakta Tvpe
Wiewer Query Vigwer All Data Types
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13. Right click on any IP address column in Dashboard and select Integration
Commands -> GeoInfoCommand.

Configuration Editor

Attributes | Context | Commands | Tarosts | Motes

o Add... | #* Edit & Remove 3 Refresh

Inkegration Commands

== Inkegration Commands
E? admin's Inkegration Commands
=117 shared
= al Integration Commands

-- ArcSight Administrakion
#-7 ArcSight Foundation
+-7 ArcSight Solutions
--ﬁ ArcSight Swskern
E}E? BrightCloud Integration Commands

FE izen Information
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You will get the Geolnfo details in a separate tab in the Viewer panel as
below screenshot.

BrightCloud IP Rep Data Dashboard | Tool Results

1) CHiWebrootGeolnfoCommand. bak 204, 152,229,113

Webrook geoServer hosk :: 10,100,10.23
Retrieving the geolnfo For IP 1 204,152.229.113
country=hong kong

region=

sktate=

City=

latitude=2z2,15

longitude=114.1

arganization=sunnyvision limited internet service provider hong kong room &0
carrier=

ipAddress=204,152.229,113

kld=

sld=

asn=

ipint=3432572273 %
domain=204,152.229.113

reputakion=5

ip_status=1

threat_mask=1

domain_age=11

threat_count=5

current_release_dake=Thu Jun 18 05:31:06 UTC 2020
first_release_date=Wed Sep 18 19:42:00 UTC 2013
last_release_dake=5at fug 05 15:09:00 UTC 2015
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6.14 Package

Packages are collections of resources that can be installed into the system
resource tree.

To create a package:

1. From the Navigator panel, select Packages.

2. Right-click on admin’s Packages and select New Package.

Mavigaktor

Resources | Packages | Use Cases|

l@ ' Import

=777 Packages
__ Mew Package

-3 Shared Edit Package

Delete Package
Integration Commands

MNew Group

Edit Group
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3. On the Inspect/Edit panel, provide below details in Attributes and
Resources tabs below screenshots.

[ incpecteaic - (ol | o nspectegit T - {5

Inspect/Edit =l Inspect/Edit =l
& Package:webroot-brightdoud-fo. .. | & Package:webroot-brightdoud-fo. .. |

Attributes R.esowcesINotes Attributes | Resources | Notes

= Package -
% Name webroot-brightdoud-for-hp-arcsight DS e S
Req_uired Packages Package Resource Children Cnly Only If Referenced
O|:|t|c_nal Packages /Al Active Channels/Per... [] [l -
Required Features | /Al Locations/Public/e. .. [] B
N Installed ; = I[{"fi°lll/an DashboardsPerson... [ [l H
Update Available all Field SetsfPersonalf... [ [l
Author Name Webroot / ;
Package Version 10.0.0 I:II: F|ItersngrsonaIIadm... = [l
ArcSight Version 6.8.0.1896 /All Integration Comman... g E o
= Advanced Removed Resources rExchded Resource Types ]
Format default
Obfuscated aF Add - 3¢ Remove
[ E):::S:HP:I:;EE’:;:DIDS 9|:D|ec 2015 14:57:16 IST Il"l| | Removed Resource Children Only If Not Induded
Required Package For /Al Active Channels/ArcSi... [] -
Optional Package For JAll Filters/Arcsight System/ [ 1
! Archive ID AHUONERABCSROD INW IZHA == ('] |/Al Rules/ArcSight System/ [ 3
QT By e pe e /Al Cases/All CasesfArcSi... []
b : il /Al Reports/ArcSight Syst... []
Available ArchiveTranslations /Al Report Templates/arc... [7]
ArchiveTranslations available JAll Active Lists/ArcSight ... []
/Al Session ListsfArcSight ... [7]
[All Zones/ArcSight System/ [7] 7l e

§ oo Enral IR T=S

t

o

4. Click the Resources tab and below resources and choose below resources:

e Active channel

e Assets -> Location

e Dashboard -> Dashboard

e Field Sets

e Filters

e Integration Commands -> Integration Commands
e Integration Commands -> Integration Configurations
e Lists -> Active Lists

e Notifications

e Query Viewer

e Report -> Query

e Rule

5. After adding all the resources click the Apply button to save the details.

6. Right-click on the package brightcloud-for-hp-arcsight and select
Export Package to Bundle.
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7. Select the directory you want to save the package and click the OK button
and then click the Next button to export the packages below screenshot.

8. Click the OK button to save export the package and verify the exported
package in the selected directory as an .arb file.
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FAQs

Can we install the BrightCloud connector in the default location?

No. Change the location of connector as mentioned below. It shouldn’t have
space between folders, as shown.

Where Would You Like to Install?
I C:VArcSightSmartConnectors

Restore Default Folder Choose...

Also, provide name and location fields left other fields empty, as shown.

Name |smartConnectorForWebrootDatal
Location ISmartCnnnectnranrWEbrnnt
DevicelLocation

Comment

How do I process a License Expiry notification for BrightCloud
connector?

Prepare the CEF as below for License Expiry for which you will Notification
alert in Console as well as mail.

CEF:0|WEBROOT|BRIGHTCLOUD|1.0|wbr_bcti_licenseWarning| THREAT_INTE
LLIGENCE_LICENSE_WARNING|5|msg=Your license for Webroot BrightCloud
Threat Intelligence for HPE ArcSight expires in 7 days. Please contact
sales@webroot.com to obtain a valid license key.

CEF:0|WEBROOT|BRIGHTCLOUD|1.0|wbr_bcti_licenseExpired| THREAT_INTEL
LIGENCE_LICENSE_EXPIRED|8|msg=Your license for Webroot BrightCloud
Threat Intelligence for HPE ArcSight has expired. Please contact
sales@webroot.com to obtain a valid license key.
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0 motifications |
oz o o o ,:_E? 3
Pending (1} | Undeliverable (1) | Mok Acknowledged (0% | Acknowledged (0) | Resolved (0 | InFormational {0}
B Acknowledge #w Wiew Evert (2 Help
Severiby Triggering Event Matification Group Escalation Lewvel CreateTime
High BrightCloud License Expired Rule SO Operatars 1 2123 6:54,51

You will receive email with below subject line:

Your license for Webroot BrightCloud Threat Intelligence for HPE ArcSight expires soon. Please
contact sales@webroot.com to active license.

What are the pre-requisites to install the BrightCloud connector in
Windows/Linux OS?

Before installing the product check the java version installed is jre 1.6 and
user should have the admin/root privileges. Check the proxy/internet
connection is stable, as BrightCloud connector interacts with Webroot rest
service to fetch the malicious IP data at regular intervals.

What are the pre-requisites to install the connector in Windows/Linux
0S?

Before installing the smart connector check the java version installed is jre
1.6. Please have below details readily available

e Location name created in ESM console.
e ESM Manager host name

e Path to pick the data

e Type of malicious data file.

e ESM manager credentials

What are the pre-requisites to install the ESM console in
Windows/Linux OS?

Before installing the ESM console check the java version installed is jre 1.6.
Please have below details readily available

e ESM manager host name.
e ESM login credentials
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What to do when data is not being populated in the active list?

Verify the Filters properly configured and make sure BrightCloud connector is
running and generating the CEF events and Smart connector is running and
listening the same location where CEF are generated.

What to do when the integration command does not fetch the geo info
for an IP?

Check the internet connectivity, verify the java version installed with respect
to the ESM console also verify whether the IP you are trying is a valid IP.

Troubleshooting

HPE ArcSight SmartConnector issues (Windows/linux):

Before installing the smart connector check the java version installed is jre
1.6. Please have the following details readily available:

e Location name created in ESM console
e ESM Manager host name

e Path to pick the data

e Type of malicious data file

e ESM manager credentials

I have installed HPE ArcSight SmartConnector successfully, but it is
not starting

Check the following:

e Make sure there is no space used in the HPE ArcSight SmartConnector
installation directory. For example, the default location c:/Program Files/
has a space in the folder name, the SmartConnector won't run after the
installation. Hence, use C:/Webroot/SmartConnector or any other drive
with similar folder pattern.

e Run HPE ArcSight SmartConnector as standalone application instead of
service. Copy the AgentID from log and input into ESM console’s filter.
Refer to 3.5 Saving agent id for ESM Console Setup.

e Select the same CEF generation path, which is given at the time of
BrightCloud connector installation.

HPE ESM Console issues (Windows/Linux):

Before installing the ESM console check the java version installed is jre 1.6.
Please have below details readily available:

e ESM manager host name
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e ESM login credentials

ARB package is imported and SmartConnector is processing CEF, but
nothing is displaying on the ESM console

Check the following:

e This may due to the AgentID mismatch. After installation of
SmartConnector, copy its AgentID from the log and update the ESM
console’s BrightCloudConnector’s filter as above. Once AgentID is updated,
verify with GeolLocation integration command.

e Wrong batch file path. Change integration command batch (.bat) file
location. Please refer to section 5.12 Integration Command.

e Host name should be where the ESM server is running.

Integration command does not fetch the geo info for an IP
Do the following:

e Check the Internet connectivity
e Verify the java version installed with respect to the ESM console
o Verify whether the IP you are trying is a valid IP

Not getting notification email

Change the email address under the SOC operators so that you will receive
notifications through mail. Please refer to section 5.9 Notification.

BrightCloud connector issues (Windows/Linux):

Before installing the product check the java version installed is jre 1.6 or
higher. All installations need the admin/root privileges. The proxy/internet
connection is stable, as BrightCloud connector interacts with Webroot rest
service to fetch the malicious IP data at regular intervals.

BrightCloud connector installation failed or not generating CEF files
Try the following:

e You don’t have admin rights. Please run the installer as administrator in
Windows; in Linux, use sudo. Same admin right is required for stop and
start.

e Start/stop BrightCloud connector

In Linux, BrightCloud connector is registered as service that can be started
and stopped:

$/>sudo service BrightCloudConnector stop

$/>sudo service BrightCloudConnector start
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In Windows, BrightCloud connector is registered as service that can be
started and stopped:

You have run start/stop shortcuts on the start menu. Or in the installation
location you can find service.bat to start, shutdown.bat to stop the
services. You must run these as an administrator as well.

e Port is blocked.

Port 7777 is needed for BrightCloud connector. Please make sure it is free.
Change the log level of the BrightCloud connector

Locate log4j2.xml in BrightCloud connector’s installed directory, and change
the log level. Restart (stop and start) the connector to reflect the changes.
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Copyright Information

Copyright © 2016 Webroot Inc, All rights reserved.

Confidential computer software. Valid license from Webroot required for
possession, use or copying.

The information contained herein is subject to change without notice. The only
warranties for Webroot BrightCloud products and services are set forth in the
express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty.
Webroot shall not be liable for technical or editorial errors or omissions
contained herein.

Follow this link to see a complete statement of copyrights and
acknowledgements: http://www.webroot.com/us/en/company/about/service-
terms-and-conditions/
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Contact Information

Phone A list of phone numbers for Webroot BrightCloud
Technical Support is available on the Webroot BrightCloud
contacts page:

www.brightcloud.com/about/contactus.php

Support To request investigation into an IP Address reputation
Website please visit:

www.brightcloud.com/tools/change-request-ip-reputation.php
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