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Creating New Sites

Adding a New Site has a three step wizard for configuration. All settings can be modified after the site is
created.

o Step 1 — Site Setup

e Step 2 — Administration Access

o Step 3 — Site Details
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Step 1 - Site Setup
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« Site / Company Name — Customer name.

« Site Type — Either External or Internal.

« Company Industry — For informational demographic purposes only.

Note: The rest of the fields, Billing Cycle, Billing Date and Comments, are for informational purposes,
and do not affect licensing, billing or any other system, and are strictly for your internal information

only. For more information, see Adding Sites.


https://docs.webroot.com/us/en/business/wsab_globalsitemanager_adminguide/wsab_globalsitemanager_adminguide.htm#WorkingWithSites/AddingSites.htm%3FTocPath%3DWorking%2520With%2520Sites|_____2
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Step 2 - Administration Access

o Global Administrators — Grant admins access to various sites. Great for teams who manage different
customer accounts:

o Admin — Full access to the respective site.

o View Only — Admins can see the site information and access the endpoints, but cannot make any
changes.

o No Access — Admins have no access to this site, and are not even aware it exists.

Secure/\nywhere

Dashboard Admins Groups Palicies CrnrTses Alerts Reports Sattings Security Awareness Training

< Back  Han Regression

admin Admin Wiew Oniy M fAiccess

Note: You can assign site only admins for local customers separately. This site permission step in the
initial creation is for admins only. For more information, see Updating Site Admin Permissions.

Step 3 - Site Details

o Include Global Policy — We recommend that you allow Global Policies to be accessible at the site level, as
this feature has little impact on endpoint and site management. It’s good for setting up golden master policies
and assigning them to endpoints and groups of endpoints.

o Default Policy — When an endpoint is installed, it will pick up the site default policy. We recommend that
you use either your own workstation default policy copied from our default, or the built-in Recommended
Defaults.

o Include Global Overrides — Global Overrides are great for exceptions that need to be used across multiple
customers with similar industry focus. However, in some cases, it might not make sense to have global
overrides turned On for every site. For example, legal focused overrides may not make sense for a medical
practice.

o Report Distribution List — Set default email to distribution list, as this can be changed later.

o Data Filter — Leave as default.


https://docs.webroot.com/us/en/business/wsab_globalsitemanager_adminguide/wsab_globalsitemanager_adminguide.htm#WorkingWithSites/UpdatingSiteAdminPermissions.htm%3FTocPath%3DWorking%2520With%2520Sites|_____13
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Policy Management

Default Policies and Recommmendations

Default policies should be used as templates and should not be assigned to endpoints, as they cannot be edited.
We recommend that you make a copy and modify the copy, according to your needs.

Recommended Default — This policy covers the majority of endpoint requirements for general users
working on workstations or laptops. User interface and PUAs are turned Off.

Recommended Server Default — This policy covers the majority of server environments with the primary
focus on resource utilization. Designed for server environments. Difference is around resource management
for zero impact on a server.

Silent Audit — This policy is a derivative of Recommended Defaults and purposefully has the remediation
function suppressed so as to not effect production. This policy should be used for short duration during initial
site/endpoint setup to capture potential production false positives. See section below on how to utilize the
Silent Audit policy, and review Unknown Applications.

Unmanaged — Designed for troubleshooting and/or no policy management where necessary. This is not a
manageable or editable policy, rather it turns the agent into a local, unmanaged application to be controlled
directly by the endpoint user. Primary recommended use is for technical support, but it’s highly
recommended to not be used in production, as it moves the management responsibility to the endpoint user
which could cause a network vulnerability.

Note: For more information, see Working With Policies.

Various policy settings are either not configured or should be reviewed before using all default settings. An in-
depth explanation will focus on recommended changes to policies for user endpoints, not servers.

Polling Interval
Potentially Unwanted Applications (PUAS)

Scan Schedule
Web Threat Shield
Unblocking Sites

Firewall

User Interface


https://docs.webroot.com/us/en/business/wsab_globalsitemanager_adminguide/wsab_globalsitemanager_adminguide.htm#WorkingWithPolicies/WorkingWithPolicies.htm%3FTocPath%3DWorking%2520With%2520Policies|_____0
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Polling Interval

Our agent will check in with our console based upon this Poll Interval. The default is set to Daily (24 hours).
We recommend that you change this to 15 minutes.

Workstation Defaults

Hame

Workstation Defaults

Description

Copy of the Recommended Defaults Policy

Policy Section
Basic Configuration -
~
Setting
BR  Favor low disk usage over verbose logging (Tewer details stored in logs) (<) on on
Ea Leower resource usage when intensive applications or games are delected off (=) On
H‘ Allow Sacurednywhars 1o be shut down manua =) o On
B8 Force non-critical notifications inta the background off (=) On
:a Fade out waming messages automatically off (=) On
BR Store Execution History details off (=) On

EI Poll interval 15 Ming - )

Potentially Unwanted Applications (PUAs)

By default, Detect Possibly Unwanted Applications as malicious is turned Off. Given the number of attack
vectors that come through Adware and other various utilities and browser add-ons, we recommend, in most
environments, that you turn this On. The caveat is, it could catch more false positives and be chatty, but the
agent will identify more malicious code with this turned On.
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Server Defaults

MName

Server Defaults
Description

Copy of the Recommended Server Defaults Policy

Policy Section
Scan Settings -
Setting B
!l Automatically reboot during cleanup without prompting =) off On
BE Meverreboot during malware cleanup @ Ot On
'l Automatically remnowve threats found during background scans Oft (=) On
ER Automatically remove threats found on the leaming scan @ ot On
ER Enable Enhanced Support off (=) On
ER Show Infected Scan Results (= ot on
(‘l Detect Possibly Unwanted Applications (PUAS) as malicious Oft (=) On ) .

Scan Schedule

Daily scans can be set at an appropriate time based upon your environment and customer needs. By default,
there is a Randomize setting, which will tell the agent to scan at various times close to the scheduled scan. If
you want to have the machines scan at an exact time, turn this setting Off.
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Server Defaults

Narme

Server Defaults

Description

Copy of the Recommended Server Defaults Policy

Palicy Section
Scan Schedule v
- e
Setting
* Scan on bootup if the computer is off at the scheduled time Off (=) On
n Hide the scan progress window during scheduled scans Off (=) On
BE  Only notity me if an infection is found during a scheduled scan off (=) On
Bl Co not perform scheduled scans when on battery power Off (=) On

* Do nat perform Scheduled scans when a full scréen application of game i open = on On

@ Randomize the time of scheduled scans up to one hour for distributed scanning Off (=) On l

BE Perform a scheduled Quick Scan instead of a Deep Scan @oft ion

Web Threat Shield

By default, the agent will install extensions for all browsers and a driver for Edge on Windows 10. It will also
suppress the user’s ability to override a blocked website. If you are interested in allowing users to bypass the
block, which may be needed in some cases, turn this setting Off.
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Server Defaults

Mame

Server Defaults

Description

Copy of the Recommended Server Defaults Policy

Policy Section
Web Threat Shield -
Setting -
l* Enable Web Shield off (=) On
ll Activate browser extensions Off (=) On
E* Block malicious websites Off (=) On
=i Enable realtime anti-phishing Off (=) On
.'.a Show safety ratings when using search engines Off (=) On
.'.= Enable web filtering driver Off (=) On
(" Suppress the user's ability to bypass blocked websites Off (=) On )

Unblocking Sites

With the Suppress Users ability to make local overrides setting turned Off, the user will get a blocked page,
along with a message indicating that they should contact their network administrator with any questions.

- 10 -
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WEBRDOOT

SecureAnywhere Q- @
Dashboard Sres Adrmens Groups Puolicies m Alerts Reports Settings Security Awarenass Training
File Blacklist W Block / Allow LSt Wb Block Page Settings

WEBROOT

8 I = =E = = &,

Please contact your network administrator if you have any questions.

Submit a request to review category here

Search Reputation

With the extensions enabled in the Web Threat Shield policy, users will see various reputation indicators when
performing a web search. Mouse over the icon to get a review of what Webroot thinks about this sites
reputation.

-117 -
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lew Cars, Used Cars, Trucks For Sale, Auto Reviews | Cars.com

ttps:.//www.cars.com/ -
Research and compare cars, find local dealers/sellers, calculate loan payments, find your car's value, sell
or trade your car, get a service estimate, and much ...

@ WEBRDODT - Reputation: TRUSTWORTHY |o Reviews | Cars.com

httg YWhen visiting this website thena is a very low probability
Resy that you will be exposad 1o malicious links or payloads te loan Dﬂj‘mmt& find your car's value, sell
or tr

Ci =

0~ WEBRDOOT - Reputation: HIGH RISK

anoy - :

¥When visiting this website there is a high probability that
Aney  you will be u?q:-om o malicious links gr pay‘nadsw | protect your data, protect it for free. Itis
fast

T -

Firewall

This setting is actually an outbound port monitor, not an inbound/outbound port manager with rules, like a
traditional firewall. It should be left On, as it’s not manageable. It does, however, provide behavior information
about an unknown process being monitored and is valuable to the agent in making a decision about the
monitored process.

-]12 -



Chapter 1: Management Console Best Practices Guide

Server Defaults

Mame

Server Defaults

Description

Copy of the Recommended Server Defaults Policy

Policy Section

Firewall -
Setting
GE Enabled offt (=) On )
ul )
"8 rirewall level Warn unknown and infected -
== Show firewall management warnings E:l Off Oon
BER Show firewall process wamings G} Off On

User Interface

GUI

By default, the User Interface is hidden. If you’d like your users to be able to see the Webroot application, turn
this to Show.

Users can only perform a scan, and cannot turn any other settings On/Off or manage the agent application in

any way. To leave the GUI hidden and only show a system tray icon, set this at Hide. Best practice is to turn it
to Show.

- 13-
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Server Defaults

Mame

Server Defaults

Description

Copy of the Recommended Server Defaults Policy

Policy Section

User Interface -

Setting

@* GUI (*) Show Hide )

Agent GUI

The local GUI cannot be managed or changed by the user. However, they will see the settings and know
protection is turned On and is working.

Normal View

- 14 -
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Secure/

' Protected

SecuraAnmywhere is protacting your
computer. Mo active threats have

been detected. P

Scan My Compeute

I

SecureAnywhere is currently managed by the Web Console and all
changes need to be apphed centrally. Please refer to the
Securslnywhere documentation fior further inf ormation.
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Using Silent Audits

Consider taking a conservative approach when rolling out to new environments and use the Silent Audit policy.
This is a policy that will not remediate monitored undetermined applications, but will remediate known files. It
will help you learn what is undetermined, so you can proactively configure whitelist overrides.

$ecureAnyvuhere

Dashboard Sites Admins Groups

"olicies: ‘ Orverrides Alerts Reports Settings

Endpaint

Add

Policies
Select a policy 1o view its settings
Racommended Defaults

Recommended DNS Enabled

Racammended Server Defaults

Silent Audit

Undetermined Report
Once you’ve assigned the Silent Audit policy to a specific endpoint, test endpoints that represents a sample of

users’ environments or all endpoints on a site, let it run a few days, and then pull an Undetermined Report by
going to the Site and selecting the Reports tab.

-17 -
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WEBROOT
e {
Status |. Policies || Group Management W] Overrides | Alerts || Settings | Logs | Resources
|| Select your report «| 7 Endpoints with undetermined software on last scan (az 02 05:55) =
Report Type: 4 Endpoints with Undetermined Software
Endpoints with undetermined soft| v | Hostname Policy
All Threats Seen 1 AWS-GVALMBEHXF Silent Audil View
Al Undetermined Softvare Seen | 2 S BSTIAKGREC Iz G
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& IP-AC100184 111222 View
Threat History (Collated) T IP-ACI00144 111222 View
Blocked URL History (Daily) 2 IP-AC10014F 11222 View
Agent Version Spread & IP-AC1001BA-CT3535EF 11222 View
Agents Installed

The report will list the endpoints with undetermined software being monitored, and list each application below
when you select an endpoint host. You can export this list or review it, and use the information for whitelist

override configurations.

PORRCOT

Securedrwhee
~ [ —

B MR G Mepeed | Bt emede Sl EeE e

]

kil g gt

e g
iy = et T

e ey e

i
o e 1p

e
o
£ ST
O T B
O T P
o i 9
o i Y e

e pasa

B

ool B 20 I

(CECLE

]
L]
ot o

iy 10 8 0
¥y 180 58 e 8

- 18-




Chapter 1: Management Console Best Practices Guide

Note: For more information, see Generating Endpoints With Undetermined Software on Last Scan
report.

Undetermined Application

For additional review, you can select the file in question and see detailed forensics related to what Webroot’s
Threat intelligence knows about this file.

RAMNSIMDLLDLL WROEMOEF14 T X
Fropagation Timeline Filie Infconmation -+ Croato cvormde
Dotorruraticon Undetermined
a Gicbal Pogutarty. gl 23
[Fs) Conole Pepuiarty: 11| 1
@ Flgrams PANGINDLL DRl
@ [ TCECCHIMMONN 23 M M GITS 1029
e Patteame Seocumants S irarsam,
& A F S F S F S 5
‘f.p ‘.d.,. .ﬂ"IF P A A {h&\u c-""i Qﬁ Fio Sae A5 KD
D Fret Soon [0 Last Seon [E3) Darte Determined Endpoints encourtering this file
WRDEMOEP 14 Duc 14 2014, 552
Perspective First Seen Last Seen Drwell Time
g B cutasy o 28 2008, 6:03
ﬂ.l:pnm Ko 30 F0NE, 1120 Doc 14 2018, 552
G 0 Ercpore  Now30 3018, 1120 Dect42018.552  13duy 180 X2 min 45 see
n Enu:ipnlnlt-
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Working With Overrides

File Overrides can be captured in various ways when presented:

« On the management console, you can take action and establish a file override.
« When viewing the endpoint at the Site and Group Management level.

« You can override a file manually.

Note: For more information, see Working With Overrides.

Path Overrides

« Locate path in Undetermined report

e Manual

File Overrides

A file based override can be generated manually and/or through several areas displayed in the management
console and at a Site.

Manually - Overrides Tab
New Whitelist Entry ?7 X

Name / Description

Enter a name or description to help identify this entry
Owverride Type
(=) MD5 Falder / File
MD5

Enter a 32 character MD5S

-20 -
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GSM Sites — Generate Threats Seen and Review -> Select Endpoint -> Select Make Override Icon
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Site and Endpoint Level — View Blocked File -> Select Checkbox -> Create Override Button

EL All threats ever seen on this endpoint

W Filanama
1 o LAUNCHER.EXE

Makware Group

.: Show all PCS which have encountered this fle | - Restore from Quarantine
k

Pathnama

Last Soen

Sdocuments KArangim W32 Ransomsimul,,.  Dec 14th 2016, 05:52

B0/

Craecll Time
13Days 18hr32...

Folder Overrides

Folder overrides can only be created or configured manually through the Override policy editor. Anywhere that
an undetermined application is reported, you can copy the path location where it’s launching and use that
directory structure for creating the override.

Manually - Overrides Tab

Explicit or dynamic directories can be configured.

-2] -
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Mew Whitelist Entry ?

Name / Description
Enter a name or description to help identify this entry
Owverride Type
(*) MD5 () Folder/File
MD5

Enter a 32 character MD5

Dynamic directories are listed within the registry and no driver letter is explicitly declared.

-22 -
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New Whitelist Entry

@ Please note: File / Folder overrides will only be supported by endpoints running version 9.0.1 and higher

Name | Description

Enter a name or description to help identify this entry

Crverride Type

() MD5 (=) Folder/File

File Mask (Oprional) @

&.. notepad.exe

Path / Folder Mask @

5

YeallUsersProfiladel,
“eCommonProgramFilesds)

S CommonProgramFiles{x86)%\
YeCommonProgramWe43 2%
YeProgramData¥s’,
SaProgramFilesds,
%ProgramFiles(x86)%)\ D
%eProgramWe432%\
“aPublicl,

% SystemDriveds!,
YeSystemRootsl
SaWinDirdsh,

-23-
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Mew Whitelist Entry

G:] Please note: File / Folder overrides will only be supported by endpoints running version 9.0.1 and higher

Hame [ Description
Enter & name or description to help identify this entry
Override Type
MD5 (=) Folder/ File
File Mask [Optional) &

2.0, notepad. exe

Path / Folder Mask &
%ﬁ.ll.lnrspmﬁle%\ )

Include Sub-folders

Detect if Malicious ®

24 -
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User Interface Suggestions

Columns

In various locations, we display information in columns. There are additional columns that are not turned On by
default. We recommend that you display specific columns you’re interested in by selecting the Down arrow
next to the Current User column.

Group Management

In group management under a particular site, there are several useful columns that can be exposed by selecting
the column checkbox when the list is shown.

In this example, Current User is not displayed by default. You can also turn on IP Address, Machine ID, and
several other informational fields captured by the endpoint agent.

-25-
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Note: Columns can be sorted and moved around based upon visual needs. Also, column settings are user
based, so each user account can have different columns exposed and will persist across sessions. So,
once they’re turned On, they will be exposed during each management session until turned Off.

Cloud Determinations
When working with overrides, understanding what is in our central threat intelligence, or Cloud Determination,
will be helpful when configuring file overrides. Turning this column On will help with initial configurations as

well as on-going management of overrides.

If the determination status has the Green (Good) indicator, we recommend that you remove this local override
in the GSM or Site console so as to minimize the agent’s performance.

- 26 -



Chapter 1: Management Console Best Practices Guide

Bia  Feies  Gwplrwmesd Mo Goes e S b Ressas S —

Pl b Py
v o it Fraams it Petrwne [y — [A— L e - e
T YR — - s T, 10 [R————
o g Ui e P
B [ e T e 2 P
Ay - s e et
Aipaemsie - s e Fm e vl e —
SRR LR — irpmarar My S G e
AL [P —— e ey PR AN Bt
€ Cmetearte - s ww
W e 7 - i wa
-
R DT St =3 e e -
—T . -y e
T e em ey B B Pt
=] 1 v et e R e et e
A L LR braeany =2 e P R P s
RN R W — QU —— T T R s ———
=3 L tammr frewems
e ey = R O R S wramnr fremerms e
AT ABHATI et ome | Uniwril R e e die -
ACHLHEP ABMETH Spnremieen Uil G el HE e
ACELFEF AR el e | irsann R
LGRS ABT] eyt irpmarear A e et i

-27-



Management Console Best Practices Guide

Chapter 2: Management Console Sup-
port

For information about support for the management console, see the following topics:

Capturing Logs ... . . 29
OO .. 30
Deployment Options ... . 31

-28 -



Capturing Logs

Chapter 2: Management Console Support

Rather than requiring a technician to remote access an endpoint having issues, the agent gathers a variety of
logs, puts them into a zip file, and pushes them up through our backend infrastructure for a support agent’s

review.

Simply select the endpoint, and from the Agent Commands menu, select Advanced > Customer Support
Diagnostics, and the agent will do the work.
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Note: The email address entered is for reference by the Webroot Support Technician. The agent or our
console will not send an email when the logs are finished. This is a fairly silent activity.

Customer Support Diagnostics

Customar Support DEagnostics
URL:

Email addnoss:

Advanced [optional)

hitp:iidownioad webrool. comiwsablogs.exe
scooper@webroolzalesdemo.com

Submit

Canesl L
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Tickets

At both the management console and Site level, there is always a Support button at the top right, where a
technician or admin can open a support ticket. These tickets are instantly displayed to Webroot support
technicians, and are not fed into another system. The ticket system is custom built as part of the backend
support system all technicians’ access, and is live and dynamic.

Console ~ [}~ (3) ~ JaneDoe@gmail.com -

r@ Help Documentation \
O DNS Help Documentation |
Webroot Education Videos —
® & T 0
r=r Product Training
g =
[+ Service Status I
e
o= Spotlight Tour T
e
\3:3 Support S
s W niaLuve | Re-enable 5:'-’_:3

The fastest and best way to contact support is directly from within the management console. All tickets, both
open and closed, are available to all administrators for review.

WEBROOT

Contact Support

Login Create ticket now
Tamudsmﬁmnmemmmmwmn I you SonT Rined an SOcoun] with i, Siarl hete and we'll criale one Tor you
Laogin Start new ticket
C5 210,153 @ Coprymight 2004 - 2018 Weltwood Inc. Al Conlad Us Privacy Logal
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Deployment Options

Common deployment options for various scenarios include but not limited to the following:

« Custom Deployments via MSI and EXE:
+« RMM solutions deploy through their respective agent.:

+ GPO within Active Directory:
« Login Scripts:
o Third party deployment tools like: SCOM, PDQ Deploy, AutoMox

¢ Via Email

Deployment Options

Download and
Deploy via .exe or
MSI

Pushed from Pushed from RMM
Server to Client Server to Client

To support these types of installations, locate the Resource tab on the respective client site, and download the
EXE or MSI, depending on installation requirements.

Deploy Via Email RMM Plug-in

Each Client
performs a

download- install
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