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Overview

The Webroot Kaseya Module is designed to increase operational efficiency by tightly integrating Webroot SecureAnywhere
Business Endpoint Protection as a module into the Kaseya VSA, while complementing the advantages available within the
Webroot Global Site Manager console (GSM).

The Kaseya Module offers powerful features including manual & auto-deployment deployment options, auto-discovery,
overview dashboards, detailed endpoint statistics for fast troubleshooting, Webroot agent commands, actionable alerts,
threat history and Webroot Unity API integration.

The Module is designed to be extremely easy to install, requiring only a few clicks. It's intuitive to use, with helpful hints
throughout; however, we recommend you read this guide before deployment.

This module is in complete compliance to all third party integration definitions for Kaseya on-prem VSA version 9.3 and up.
At the time of publication, the module was tested up to VSA version 9.5.

What’s New With Version 2.6

New Features

e Added Customer Support Diagnostics command button to gather endpoint diagnostic information for
Webroot support.

e Added the ability to retain Kaseya machine admin defaults to navigate different parts of the VSA without
having to search machine filters again, making the integration more seamless between other modules.

e Added extensive Alert Setting features with different Alerts and actions.

o Added “Webroot Uninstalled or Removed” alert.

Enhancements

¢ Redesigned Unity API configuration screen to simplify API sign-on process and enhance security.
o Added self-healing process to try and fix stalled actions.

e Added enhanced error logging.

e  Temporarily removed the Webroot Console SSO feature until it is re-purposed and reintroduced.

Bug Fixes

e Fixed Auto Deployment for machine with uninstall status.
o Fixed Agent procedure OS type check issue.

o  Fixed Webroot Settings scope issue.

e Minor fixes and Ul enhancements.
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Prerequisites
e This guide.
e One of the following:

o A Webroot GSM Super Admin account.

o Atleast one Webroot SecureAnywhere site key.

e  GSM Account Settings for API Access. How to obtain the needed account settings for APl access is described later
in this document. For more information, see Controlling Access to Webroot Settings.

SecureAnywhere

Clignt iy Hatus

an_4Lebek TN Pdubarest com

z » =
g 2 = &

Note: If you are a first-time Webroot user, please complete your GSM account setup before going any further. For
more information, see Creating Webroot Accounts.

e For MSPs, we recommend setting up your customers as different sites within Webroot GSM; one key per customer.
e Kaseya on-prem VSA Version 9.3 and up.
e Kaseya administrator account.
o Kaseya Outbound Email Settings Administration.
e Minimum - Microsoft SQL Server 2012 (SP3 Recommended)
e Kaseya Module installer
WR_KPlugin_2.6.XX.XXXX.exe
e The latest installer, which is available here.

o Toinstall the Webroot Kaseya module, you must have access to the Kaseya server.
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Installing the Webroot Kaseya Module

If you have met all the prerequisites, use the following procedure.
To install Webroot Kaseya Module:

1. Copy and unzip the installer package to your Kaseya server.
2. Install the Kaseya Module by running the following file:

WR_KPlugin_2.6.XxX.XXXX.exe

3. Follow the on-screen prompts.

Setup will install Webroot WSA Meodule V2.6 on your computer, Click Install
to continue or Close to exit.

lagree to and accept the terms and conditions of Webroot's Plugin License

Agreement.

[ B Install H Close

Until the Setup Successful window displays.

Setup Successful

You now need to reapply schema to complete installation, To do so, click here,

Close
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4. After the Webroot Kaseya Module has completed installation, you must reinstall the Database Schema. You can either
use the link on the installer success screen, or access this from the Windows Start menu using the following path:

Start > All Programs > Kaseya > Reinstall Database Schema

. Kaseya
E Haitfix and Reapply Database Schem
E Kaseya Agent
E Kaseya Help
'.E Kaseya Main Logan

KInstall
'E Reinstall Database Schema I

) 550 Configuration Tool

The system installs the database schema.

B = X0 C Completes the new mstalet. »

Stopping Kaseya Event Servce

5. After this step has completed, you can access the Webroot Kaseya Module.
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Enabling Webroot Unity API

We strongly recommend you enable Webroot Unity API functionality within your plug-in to take full advantage of the plugins
improved performance, user experience and features.

NOTE: You can use the default settings, which utilize Kaseya agent procedures to gather data. However, you may
experience higher loads on the Kaseya server. In addition, certain data elements & actions will not be available without
enabling the Webroot Unity API.

To enable the Webroot Unity API:

1.

2.

Please click on Webroot API Settings button and enter valid credentials. For further information on how to obtain

credentials please follow the instructions here.

Lo ?2 Filter View

Search Navigation % (=] [+ I!I Organizations Groups
@‘_ Webroot -
= Main # VWebroot Consale &  \Webroot API| Settings - Refresh
Overview
Deployment & Status Dashboeard Auto
Executive Report W # [@  Install Org/Group
= Configure
Webroot Settings ]E / [:,f o Grg
Exclusion Rules
Alert Settinas M & rer
The Webroot API Setup window displays.
Webroot API Setup
Using the Webroot Unity API adds additional functionality and improves performance by
reducing the load on your Kaseya server. The Parent Keycode is under Settings>Account
Information, and the Client ID and Secret are under Settings=AP| Access at
my.webrootanywhere.com
Status: Disabled
Client ID
client_ @webroot. com
Client Secret
User Name - We suggest you create an APl-specific Super Admin user
@webroot.com
Password
Parent Keycode
RO =R XOR X KH RO =X KK =IO OX
Click the Test and save button illustrated above.
Note: If you don’t have a GSM key/Parent Key, contact your Webroot sales representative.
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3. Ifall credentials are correct, then the screen will auto-close — you are all set!

4. If you would like to change or check the operation of the AP, just click on the Webroot API Settings button again.
The following screen will pop-up. You can also check the API status by going to Overview > Webroot Plugin Info tab.

Webroot API Setup

-

Iditional functionality and improves performance by

I

e

r. The Parent Keycode is under Settings=Account

nformation, and the Client ID and 5 t are under Settings=API Access at

my.we brootanywhere.com

Status: & Connection and credential success Remove APl Settings

5. To change the credentials or to disable the API, simply click on Remove API Settings button and start the whole

process again.

Note: If the test fails, the error message will indicate what's wrong with your settings. Fix the issue before proceeding.
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Controlling Access to Webroot Settings

As needed, you can control an admin’s access to Webroot settings. We recommend that you allow access to only those
admins who will make GSM parent keycode assignments.

To control access to Webroot settings:

1. From the main menu, select System > User Roles.

-

User settings
Systemn Preferences

User Security

Users

( User Roles )

Machine Roles

1. Inthe Role pane, select the role you want to apply the permissions to.

0 Mew Copy Pe

44 |1 of1 P

Role

Master

Policy-Managemen

Webroot-Admin

2. Inthe Set Role Access Rights pane, click the Access Rights tab.

I Members Q Access Rights _)i Role Type 1

eAssign e c Refresh

4401 fofl » kM| 100 |w

[] User Name
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3. Inthe Access Rights tab, click the Set Role Access Rights button.

[ Members | [ Role Type

I i;‘ Set Role Access Rights )

Expand All Collapse All

= 5 Master
H  Anti-Malware

4. From the list, select Master > Webroot to expand the list.
Select the checkboxes next to the areas that you want to allow access to.

Webroot

Main

Overview

Deployment & Status Dashboard
Webroot Settings

Exclusion Rules

Alert Settings

Executive Report

Se1 Ricke Accesa Righia oEa

Palicy-Managemen

[ S ——
By
Al Functions Enabled Clanibe All

Expaired ANl Collapas All

N ONOEE R W E W E R W W N NN
cHEEEEEEREEEEEEEEEEEEE

o Depioyment & Status Dashboard
o Executive Regort
] Webrool Setfings
o Exchusion Rules
o] Al Setmngs
' Configurs -

Ok Cancal
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6. When you're done, click the OK button.

St Biole Accuss Bights [ [=]x]

Puliy Managenent =
P e ey — i
MFMME& Piisbie AN
Evpanad AN Collaprse A3

# 1 hgern

0 hgeth Proceduni

| denti-ldabeure

1 Aeeivinag

1 hudn

% tackwp.
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Getting Started and Deployment

The user interface within the Kaseya Module is designed to be easy to use and is broken down to six main menu items:

e Overview - Basic guide to steps required. See the Overview Menu.

o Deployment & Status Dashboard — Allows simple GUI-driven deployments and menus for detailed status view as well
as agent commands. See Webroot Agent Deployment.

o Webroot Settings — Webroot specific settings, such as site or default keycode, Webroot console access, and auto
Webroot adoption wizard. See Adopting Existing Webroot Agents.

o Alert Settings — Alerts and alert criteria. See Integrated Alarm Parameters with Kaseya Alert Actions.

o Executive Report — Generating malware reports. See Running Executive Reports.

o Exclusion Rules - Create exclusion rules to Install, Auto Install, and Adoption. See Auto-Deploy Exclusion Rules.

@ Webroot

= Main
Overview

Executive Report
=) Configure

Webroot Settings

Exclusion Rules

Alert Settings

Deployment & Status Dashboard

Overview Menu

The Overview menu is a very basic guide to the steps required to deploy and maintain your Webroot installation.

Organizabons must be
assigned with a unqque
Webroot Site Key. The
Webroot Site Key can be

crealed by cickang "Webroot
Sethings\My Webrool™ Afler
sgning-in, the Webrool
Global Site Manager allows
you fo create multipie
“Stes\Organizabons”, eoch
with s own keycode

Usmg the Tnstall™ bulion, you
can deploy a Webroot chent
on your Kaseya Agents

Once the installabion is
complete, your agent wil be
ready fo fake advantage of
the Webroot Protection

Prowdes Ul for the wewing of
the Stafus of the Webrool,

the kst of achons that can be
wubated.

To Uninstadl the Webroot
chent, select the target
agonts and then ciick the
“Uninstall™ bution

© Uninstallation wil not
DoactvateRetre agents
Accoss the Webroot
Console fo deactivale rebired
endpoinis
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Included on the Overview tab is information about the plugin version, which is located in the upper right corner.

:’ Kaseya Managed Services Edition 8o @

(4 00:00:00 | Mo Timer Ru
O W B @

Search Navigafion %= o Click to view Webroot plugin help
W Tickenng .

@ Time Tracking Overview £+ Webroot Plugin Info

(Webroot Plugin Version: m)
E vPro

@ Webroot
= Main
Overview
Deployment & Status Dashboard
Executive Report

DEPLOYMENT SMART
= Configure AND STATUS ACTIONS VIEW
Webroot Settings
Exclusion Rules
Alert Settings -

MNavigafion Mode:  J» Tree-Based

For additional information about the Webroot plugin, click the Webroot Plugin Info tab.

] I+
:_‘ Kaseya Managed Services Edition - ©
(& 00:00:00 | Mo Timer Ru
[0 [ B &
Search Navigation FE] OClicktn view Webroot plugin help
W@ Ticketing T,
@ Time Tracking Overview ‘ 4 Webroot Plugin Info ' Webroot Plugin Version:
E vPro
@ Webroot
= Main
Overview

Deployment & Status Dashboard
Executive Report

DEPLOYMENT SMART
B Configure AND STATUS ACTIONS VIEW
‘Webroot Settings
Exclusion Rules
Alert Settings -

Navigation Mode: | Tree-Based

This displays information about the version, the number of clients installed, and whether or not API has been enabled.

e Click to view Webroot plugin help

Overvisw £¥ Webroot Plugin Info

Webroot Plugin Version 2.1.504
Clients Installed 2
API Enabled true
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Webroot Secure Anywhere Business Endpoint (Webroot Agent)
Deployment

o Configuring and obtaining a unique Webroot site key. See Configuring and Obtaining a Unique Webroot Site Key.

o Deploying Webroot agents through the Kaseya module. See Deploying Webroot Agents Through the Kaseya Module.

¢ Viewing installation and dashboard-level Webroot agent status. See Viewing Installation and Dashboard Level Webroot
Agent Status.

Note: If you have an existing Webroot deployment, you can adopt already installed endpoints in to the Kaseya Module. For
more information, see Adopting Existing Webroot Agents.

Configuring and Obtaining a Unique Webroot Site Key
o If you have Webroot API enabled, follow the procedure that starts below.

e [fyou don't have Webroot API enabled, please go to Enabling Webroot Unity API.

To configure with Webroot API enabled:

1. The Kaseya administrator must select a valid Webroot site key, generated in the Webroot GSM, that matches the
organization or group in the Kaseya VSA.

Filter View
®) Organizations Groups
#  Webroot Console &  Consods Credentials &  'Webrool APl Setlings =  Refresh
Auto I
B # & instan Org/Group Webrool Site Key

To obtain a unique site key:

1. From the main menu, select Webroot > Webroot Settings.

@ Webroot

=l Main
Overview
Deployment & Status Dashboard
Executive Report

= Configure
Exclusion Rules
Alert Settings

o The Filter View pane displays Organizations as default. You can select the Groups radio button, as needed.
o The Filter View pane allows you to filter by organization or group, which lets you assign Webroot site keycodes to
Kaseya organizations or groups.

Filter View

@) Ovganizations Groups

A  Webnoot Console - Console Credentials & Webroot APl Settings
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2. For the organization or group that you want to edit, click the Edit icon.

Filter View

#) Crganizations Groups

A Webroot Console &  Consale Credenlals & | Webroot AP1 Settings =  Rafresh

Auto I
g2 F @ insal Org/Group Webdool Site Key

icr

The Edit Organization Settings window displays with the organization field already populated.

Note: If you select the Auto Install checkbox, a background task that runs once per hour ensures Webroot agents are
deployed automatically to all Kaseya endpoints within the defined organization or group.

Edit Organization Setiings
Crganizaton
Organization Name
Stey

Organization Site Name -

Wabrood Site Kay

R O K KKK

fute fnstal m m

3. From the Sites drop-down menu, select the site you want to use.

Edit Group Settings

Guoup

mainofice expired-test_side-linz

Sibeg

4. Since Webroot APl is enabled, the Webroot Site Key field is already populated as soon as a site has been selected from
the drop-down menu.

ECIL Urgamization e

Crganizaton

Organization Name

Sdes

Organization Site Name -
Woabroot Sitg Kﬁr
(XXXX-XXXX-XXXX-XXXX-XXX@
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Note: Version 2.0 and above allows assignment of keycodes, Auto Install, and adoption to the first level groups. Version

2.1 has added the ability to assign keycodes, auto install, and adoption to all Kaseya Group Levels.

Kaseya customers can now add keycodes to subgroups.
Lowest Group has priority.

Auto Install can be applied to subgroups.

Adoption Wizard will apply to subgroups.

To configure without Webroot API enabled:

1. The Kaseya administrator must enter a valid Webroot site key, generated in the Webroot GSM, that matches the

organization or group in the Kaseya VSA.

Filter View

®) Organizalions Groups

A& | Webroot Console &  Console Credentials &  Webroot AP Senings 2 Refresh

Autg
B # & Instal OngiGroup Webrool Site Key

To obtain a unique site key:

1. From the main menu, select Webroot > Webroot Settings.

@ Webroot

= Main
Overview
Deployment & Status Dashboard
Executive Report

=l Configure
Exclusion Rules
Alert Settings

The Filter View pane displays with the Organizations radio button active, though you can select the Groups radio

button, as needed.

Filter View

@) Organizations Groups

# Webroot Consale F- Console Credentials &  Weabroot AP Sattings
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2. Click the Webroot Console button.

Managed Services Edition

¥ Kaseya

Filter View

x = ® @ Organizations. Growps

O webroot - = .

e #  WebrootConsole ) @ | Console Credentials | @ Webroot APISetlings | & | Refrash
Lt . ~ — —
Drepiory & Siatus O ] Aubo
Exscutrie Repon B 7 @ Insen OrgGroup

2 Confgure

Websnal Seftings [ T
Exchusion Aules |
Aler Satings ot Cg

The Webroot SecureAnywhere login page displays.

WEBROOT

SecureAnywhere
N

Login

Create Acoount

Email or Phone

Password

3. Log in using your Webroot credentials.

4. From the main panel, browse to your GSM console and create a new site that matches the organization in in the Kaseya

VSA.

WEBRDOT

SecureAnywhere

Dashboard n Adming Crogs Pelicies Creprtiden Alerig Paports Settings

=1 A Site V Filers T Redresh Siees

(D) 999 Sites Accessitle | 1001 Towl

Sivé Fowur [

TEST G8M -C1

(3) - Janelos@gmat.com
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5.

6.

7.

In the Sites panel, copy the keycode from the Keycode column for that GSM site.

éééﬁreAfvwwhere

Stanus Neme \: Seecs Neycode Seewngs Actons.
e T it
Site Two 0 OO -JOUC- KOO -JOX- K00
$te Three KOO8 O KK JOXKK - KXk
Site Four OO XXX KUK XXX - XK

In Kaseya, from the main menu, select Webroot > Webroot Settings.

@ Webroot
= Main
Overview
Deployment & Status Dashboard
Executive Report
=) Configure

Webroot Settings

Exclusion Rules
Alert Settings

The Filter View pane allows you to filter by organization or group, which lets you assign Webroot site keycodes to

Kaseya organizations or groups.

Filter View

P M a
(@) Organizations Groups
2/

#  Webroot Consale & | Console Credentials & Webroot APl Settings

For the organization or group that you want to edit, click the Edit icon.

Filter View

= — ,..
&) Organizations Groups

& Webrool Console &  Console Credentials ik Webroot AP Settings = Rufresh

AUt
BH A @ instal OrgiGroup

r@-

Wabrood Site Key

Note: If you select the Auto Install checkbox, a background task that runs once per hour ensures Webroot agents are

deployed automatically to all Kaseya endpoints within the defined organization or group.
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The Edit Organization Settings window displays with the Organization field already populated.

Edit Organization Settings

Group

mainofice. expired-test_side-linz

Webroot Site Key

Aurto Install

8. Inthe Webroot Site Key field, paste the keycode that you copied from the GSM console in step 5.
Edit Group Settings
Group
mainofice expired-test side-linz
Webroot Site Key
SN DN, = N NN, :-_:-:-:-l
Aurto Install Submit
9. Click the Submit button to commit the key to the organization.

Note: If you do not have a GSM or if you use a single Webroot site key to manage all your organizations, you can use
the same key on all organizations within the Kaseya Module. We recommend a site key per organization, unless

you have very small organizations consisting of one or two seats.

Auto-Deploy Exclusion Rules

With version 2.1 and above, you can create exclusion rules to Install, Auto Install and Adoption. We added the ability to
exclude specific machines within a group or organization by using Kaseya Views. For example, if you want to prevent

Webroot agents being Installed, you can configure it by:
e Machine name (ex. *server*)
o Software installed on a machine(ex. IIS, Sql Server)

e  Operating System Type (ex. Windows 2012 Server)

Exclusion Rules is a Master Administrator function. All rules are global, and will be applied when the administrator selects a

machine to install on. This will also apply to Auto Install and Discovery/Adoption.
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Below is the Exclusion Rules grid. Kaseya Administrators will be able to create an exclusion rule by giving it a name and
applying a Kaseya View to it.

a
T Ivessaton Edton
4= O (D localhard e T ek K Fma Sspo Tiratin s irehiSedy Wi A Wb Tl 1 a0 -3 bl T S T PP rarva it o= W
f?m Evabuanon Ediion =T — B @ 900 W @0 | 0000 [k ey | B ks G
=30 O & & = Excluséon Rubes Tor Auto Install and Discovery
- Ale r
m T T
I
T Huh Hassr Gt gt Viww -]
L
W BT e b vl L P
& e o dygart Friss g
EIR AR IR AL LI R AR LLARELRAE] B Br
S— R W NELIARk IR RLLARE LI RLLARELIRREILR! . gt Py B
F W [ I AR R SRR A A AR Lisdsil o =1
Emeintev Regae] B
[{ Oy - Wyl el View-Oirdeag Wotslrslla fid H
Cowigare =
oW el ey faie 1574 ik 8 il @ ebrost Esclusion Mschines =]
WitaTod Sattingy -
F 4] Webrao! Encluiion Mishines 5]
F m Webras! Enclusion Misthine =1
L — F rz Webroo! Esclusion Machines =]
F 3 “Iincioan Macherssy =1
F rid iinciown Macfursy =1
Ehovuring ¥ i T of 3 entries W . 7 03 4 Nemt

Create Exclusion Rule:
e Each Rule will have a name, which does not have to be unique.
e Each Rule will contain a description so that the administrators can store specific info on the rule.

e Each Rule contains a Kaseya View to filter out the machines. The machines that show up in the Kaseya View will be
excluded from the Webroot Client install.

o Each Rule will have the ability to be disabled.

T lvsbaamaon Elbon

£ O D lecalos e Mo e T n s e et Tirg et o 15007 14-0910- 5805 (a7 -4 Hte T TS maigaines 100107 hoew

f?m Evahustion Edition —r " A TR IRCIE 1L 1R L N = —— ) Ty

Fosm Harva

apionrrrent & Slatu Dirthibednd
Enncutive Raport
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Each Kaseya view must be created from a Kaseya Page Filter Bar.

Wetesct rtumon Machows  (Bw) Q) e [ 1 T, nese

| Agee varsion  Aget Wiy

%300

Please keep the following in mind:

o We recommend keeping the views simple.

o We recommend naming the view with the Webroot prefix so they can easily be selected in the drop-down on the

Exclusion rules page.

o Also, views can be deleted from outside the Webroot Plugin, which could cause install problems if the view doesn't exist.
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Adopting Existing Webroot Agents
If you have existing Webroot deployments and want to adopt those endpoints, use the following procedure.
Note: Enabling Auto Install for those Organizations will do that automatically for you.

To adopt existing agents:

1. From the main menu, select Webroot > Webroot Settings.

@ Webroot

=l Main
Overview
Deployment & Status Dashboard
Executive Report
=l Configure
Exclusion Rules
Alert Settings

The Filter View pane displays with the Organizations radio button selected, but you can select the Groups radio button,
as needed.

Filter View

@) Organizations Groups

# Webroot Consala F- Console Credentials &  Weabroot AP| Sattings

2. Forthe row that lists the organization or group that you want to adopt, click the Wizard icon.

Filter View
®) Organizations Groups
A Webmet Conssle & Consocle Crederdials | M8 Webroot AP Seltings = Aefesh
Auta -
B ZF @  nsan OngrGroug g
oD -

Webroot agents will be automatically discovered and pulled into the Kaseya Module. If the machine is online and, if
there are no other agent procedures queued on that machine, it will happen within five minutes.

Note: Adopted Webroot endpoints that were initially installed manually, using Webroot installer executable, can only be
uninstalled from within the Webroot console.
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Deploying Webroot Agents Through the Kaseya Module

Deploying Webroot agents is very easy, provided a Kaseya agent is already installed. The site keycode for the group or
organization containing these agents must be selected to display the Kaseya endpoints in the Deployment & Status
Dashboard.

To deploy Webroot agents:
1. From the main menu, select Webroot > Deployment & Status Dashboard.
@ Webroot
-:J Main
Overview

(Deployment & Status Dashboard)
Executive Report

=l Configure
Webroot Settings
Exclusion Rules
Alert Settings

2. Do one of the following to deploy Webroot agents to just one endpoint or a range of endpoints.

o Toinstall Webroot agents on all endpoints in the filtered view, select the checkbox at the top of the column, and
click the Install button. All endpoints are selected and installed.

X Instal X  Uninstal =  Refresh

@ Machine.Group 1D

¢ Toinstall Webroot agent on an individual Kaseya endpoint, select the checkbox of for the target endpoint , and click
the Install button.

X Install X  Uninstall = Refresh

1k

@ Machine.Group ID

Progress during the installation process is indicated by an Installing status. Once the installation is complete, the
installation status will change to Installed.
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¢ To uninstall individual endpoints, select the checkbox for the target endpoints, and click the Uninstall button.

3 Install =  Refrash
1t

O

] HH

oF

- @

@ Machine. Group 1D

Viewing Installation and Dashboard Level Webroot Agent Statuses

Once the desired Webroot agents are installed, you will be able to see their status at a glance.

A M e © Moo D Eama D Wit Wil e L — Lt S S L S P — P breis st B

L e o o 0 o
:(s a0
>
3
»
|

Different operating systems for endpoints are identified by the following icons:

Icon Description ‘
- Windows 0S
o Mac OS

o |fthe Unity APl is turned on, any changes within the managed agents will be checked every 15 minutes.

o Ifthe APl is not on, the interval to check for changes within the managed agents is one hour.

It
ATtention
'@ & Maching. Group ID Hostnami Ribquirad
b+
O
|
o
L]
8]
o o @ AYes
o *O®
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Indicators in the Deployment & Status Dashboard

Red W

If the endpoint is in an undesirable state, for example, if the endpoint is in an Attention Required state, the W icon is red. In
addition to the Attention Required state, the W icon will be red if the agent is failing to retrieve status and threat information.

& Instal L Uninstall 2  Refrash
13
Attention
@ & Machine Group ID Hostname Required
=
O
=
O
L]
[ &)
EH AYes
O
o No
o W]

Warning Icon in Kaseya Agent Refresh Column

If an endpoint doesn’t respond within three days or fails to gather data from the API or from the endpoint, the system alerts
the administrator by a red triangle with an exclamation point in the center. This symbol will display in the Kaseya Agent
Refresh column.

Last Kaseya
pats Scan Last Agent Installation
pved Date Seen Refresh IP Address Status
00:10:01 002153 10:47.06 Installed
14-Mar- 14-Mar- 14-Mar-
2017 2017 2017
0 080001 080228 084220 Instalied
14-Mar- 14-Mar- 14-Mar-
2017 2017 2017
0 160000 16:33:32 Installed
28-Feb- 28-Feb-
2017 2017
0 024100 024909 Instalied

10-Mar- 10-Mar- 13-Mar-
2017 2017 2017
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Validating Success of Agent Procedures

The administrator can, as needed, validate the success of the Agent Procedures that execute Webroot activities and collect
results.

To validate success:

1. Inthe Deployment & Status Dashboard, hover over the Kaseya icon.

& Instal | & Uninstall | 2
11
@ & Machil
=
(&}
|
@)
o
o @
j @
o " ®
Showing 1 to 10 of 21 entries

The Live Connect information window displays.

labdenvsal - [ X
TS Remote Control [ Private Remote Control & Live Connect () Ticketing [ Screen Shot o, File Manager »
Last Logged In User oy la] 3 L ock Workstation X
0S Varsion R2 Server Standard x64 Edition Build 9600 {2 Send Message if Logged On X
Time Zone uTC 6 SR Fiush ONS X
D II Work QA(d) iﬂeboo( x
DNS Computer 3F shutdown X
"""'E : ™ "W ask bafore
v executing
[ Pending Procedures B Alarm Log < Disk Volumes
4 Procedure History Il Monitor Action Log ¥ Disk Partitions
[ Procedure Log AP View Credentials % Disk Shares
. Notes 5 User Accounts [EPCI and Disk Hardware
) Ticket History ﬁ Groups B Printers
AL Mombers
M Agent Log = Software Licenses
L} Configuration Changes il Documents F Add/Remove
."I.ancy Remote Control Log ." Get File |88 Startup Applications
" Kaseya Remote Control Log
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2. Select one of the following:

e Pending Procedures
o Procedure History

tabdenvsal - (X}
TS Remate Control /g Prvate Remote Control ¥ Live Connect () Ticketing () Screen Shot o, File Manager »
Last Logged In User 2012 A R g
0S Varsion R2 Server Standard x64 Edition Build 9600 5 send Message if Logged On X
Time Zone uTC 6 SR Flush ONS b 4
nmww:::mp QA(d) (5 Reboot X
DNS Computer v 3F sturdown X
Name ! Ask before executing

i Pending B Alarm Log <o Disk Volumes

Procedure History Il Monitor Action Log ¥ Disk Partitions
i P View Credentials 2 Disk Shares
{llNotes £ User Accounts [Erct and Disk Hardware
) Ticket History € Groups W Printers
Als Mombers

M Agent Log =5 Software Licenses
QConﬁwrwon Changes i Documents EAM/Romovo
&7 Legacy Remote Control Log  GetFile |88 Startup Applications
7 Kaseya Remote Control Log

3. Review information, as needed.

o 0
15 Mae Camton [ Pvwe Same Contn JfF U Comvact ) Tionating [l Sewen Srt o, Fie Vamager | 5 M Cortons (3 Privwe e Cormw 4 ivm Comnamt ) Tumatng B Soran S0et g Fie Varmger =
Carwt User +
Lavt Logged o e A x
OF Version Uneae 84 To00n T Pemm | Bkt X
e
Ve Zovw vre X
Computier N x
WORKOADUS i x
DM S Commpitar V-
Name
11 Penang Pacesses [~ E 124037 pm D000 98 £
B rocese sy O vera azsor Log Wwariot Regary Tieta t4 120000 pm BP0 90 Sumeess THEN “Dyven
0 Paede Loy | vew Cwoenes Watroot Ragary Ackve Theaem 04 16t oo bFen ¥ Suotess TeEN “Dyvan"
Nt - A - Watroot Ragery Tt b4 116043 o W00 00 Suncess TEN “Dyve
e. S Watroot Ragary Actwe Thress 84 112068 am BFen 90 Suscess THEN
) Toret Heory QO onen Wecrock Regary Sumts 04 VN30 14 am Bre0 08 Succens THEN
2 vereey it Ragury Ate Thees te PIZI20 em BFe Nt Duccens THEN Sy
g ing Pomtroot Ragury Stata 84 I2TAT o BFen 00 Sutcens DHEN By
st mael T V2137 0m DR N8 Buseess THEN
@) Codgwsion Onmgss el et vt S BAT3T am BFet 18 Susewsa THEN
o Legecy Aemem Camew Log (50t Fie Wtroot Regary Actee Theaamn 04 R 4020 om D ren 10 Susness TEN By o)
o7 Haseys Rumam Corrus Log ot Ry vy Timta 04 B0 am B 10 Buscess THEN By

By clicking the icon, you can also use Live Connect to directly get remote access to the selected device.

Launching Live Connect

Mot Connecting? Download App.

| | |
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Running Webroot Agent Commands
You can run Webroot Agent Commands on one or more Webroot Agents from the Deployment & Status Dashboard.
To run Webroot Agent Commands:

Go to Webroot > Main > Deployment & Status Dashboard.
2. Select the endpoints you want to run the commands on.

- . - _Q_ - 6 Logoff
(..' Kaseya Managed Services Edition . _
Jz 00:00:00 | Mo Timer Running
m m ? l"’_" Machine ID ktestorg x v v
Search Navigation %= [+
@ Webroot - oo Install L Uninstall Refresh Agent Commands _ Webroot Console
= Main
Overview H Attention Active Threats
Deployment & Status Dashboard Status Machine.Group ID I R il Policy Threats Removed
Execufive Report @ I =
= Configure @ | Installed Yes Yes No o 2 0
Webroot Settings @ ren.1elil‘]|at|on
policy
Ezxclusion Rules
Alert Settings - @ o @ Installed No No Workstafion 0 77
Mavigafion Mode:  J» Tree-Based O
3. Click the Agent Commands button
Select the command, for example, Deep Scan.
- . . _Q_ 1= 6 Logoff
(." Kaseya Managed Services Edition . _
43 00:00:00 | Mo Timer Running
0 ? Machine ID TSR S T v View > v
-— on selected machines.
Search Navigation X [=) [+
@ Webroot - = Install 4 Uninstall Refresh Agent Commands —# Webroot Console
= Main
Overview H Update Now n Active Threats
Deployment & Status Dashboard Status Mac Deep Scan d Infected Policy Threats Removed
E: five Report
g Con;;iiwe e " = @ Installed Run Cleanup AYes No 2 0
\Webroot Seftings @ Full Scan remediation
licy
Exclusion Rules Customer Support Diagnostics i
Alert Sett | & [} Installed 1 No Workstation 0 7
- = setings O @ VMWD
Mavigafion Mode-  J» Tree-Based
5. For more information on Webroot commands, please refer to the Webroot user guide in the Webroot Console.
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Detailed Webroot Agent Status and Agent Commands

If you need detailed analysis of a specific Webroot agent or if you need to run Webroot Agent Commands, use this
procedure.

To generate analysis or commands:

1. Click the desired W icon.

The system displays detailed Webroot Agent Information and Commands pane.

= 09:29:10 20-Apr-2020

REALTIME SHIELD ENABLED
REMEDIATION ENABLED
ROOTKIT SHIELD ENABLED 10:00

USB SHIELD ENABLED 11:17:35 13-Nov-2019

IDENTITY SHIELD ENABLED 77
33918

WSA FIREWALL ENABLED

T EEEETTTS 2 minutes 15:49:00 13-Nov-2019

PHISHING SHIELD ENABLED 36 'W3ZMalware.Gen

OFFLINE SHIELD ENABLED o
11:20:02 13-Nov-2019

11:17:35 AM 13-Nov-2019 1070

09:25:08 30-Apr-2020 07:00:10 18-Oct-2022

5.0.27.49

Workstation

192.168.206.152

2. From this pane, you can run various commands, such as Deep Scan Now or Run Cleanup Now. These commands are
executed within a few minutes.

Note: If Webroot agents are uninstalled and reinstalled, the Agent Status statistics are reset.
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3. Click the List icon on the left side to view Webroot endpoint threat history.

w # WEBROOT AGENT INFORMATION & COMMANDS

~

2  10:43:56 17-Mar-2017
a (

E=ll Threat History & IELD ENABLED
REMEDIATICH ENABLED

©
ROOTKIT SHIELD ENABLED

USB SHIELD ENABLED

IDENTITY SHIELD ENABLED

WSA FIREWALL ENABLED

Threat history information displays.

shawing lost 37 days

-

Infection File Name

© il
g
2
5
L]

Note: Webroot endpoint threat history is persistent and will be available via the Executive Reports, even if endpoints
are uninstalled or deactivated.

4. For additional Kaseya-based information, click the Expand arrow.

The system expands the Machine Info window, which is scrollable.

Machine Info

Current User:

Last Logged In User:

Operating System: Mac 05 X

05 Version: Mac 05 X 10.12.3 BldID: 16D32
Time Zone: UTC +1

Computer Name:

Domain/Workgroup: ?

DNS Computer Name:

Country:

Connection Gateway:

MAn A
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To return to the Webroot Agent Information & Commands pane, click the Side arrow.

Current

Last Lo

Domai
DNS Cq
Country
IPv6 Ad
IP Addr

Subnet
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Integrated Alarm Parameters With Kaseya Alert Actions

The Webroot Module is directly integrated into the Kaseya Alert Action metaphor. If any installations, uninstallations, or non-
removable threats occur on any Agent, the module generates the common Kaseya Alert actions.

Note: To run alerts correctly Kaseya emails and ticketing must be set up.

~— 3 - Logoft
(" Kaseya Managed Services Edition Sres
& 00:00:00 | Mo Timer Running
? z <
O M ? b~ _ Select Webroot Alerts
Search Navigation X [=] [+ Select the conditions for which you want to receive an Agent Alert
8 raccnm " - Install Failed Edit details._.
% patch Managemen: i ) -
. Uninstall Failed Ediit details.
-8 (e T L = Persistent Threat Edit details..
Y D Ea) Endpoint Status Failure Edit details...
}{, e Webroot Uninstalled or Removed Edit details._.
= System .
E Select Alert Actions
"i | System Backup and Recovery Select the actions to take when an enabled alert occurs
2 Ticketing D Create Alarm
<| Create Ticket
@ Time Tracking
Run Script after alert on the machine the alert occurred
E vEro Select Agent Procedure
@ wevroot BRRNG Cioal
= Main .
Overview Send Email
Deployment & Status Dashboard Email recipients (Comma separate multiple addresses)
Executive Report
= Configure
Webroot Settings
Exclusion Rules Apply
Alert Settings =
Navigation Mode: [ Tree-Based -

The following alerts can be selected:
a. Install Failed - if the install of a Webroot agent fails, an alert will be generated.
b. Uninstall Failed - if the Webroot agent fails to uninstall, an alert will be generated.

c. Persistent Threats - if there is a persistent threat that has not been removed for a selected period of time (0, 2, 4,
8, 16, 24) an alert will be generated.

d. Endpoint Status - If the agent procedure fails to gather information from the registry and can't load the status/data
of the endpoint to the Webroot module server, an alert will be generated.

e. Webroot Uninstalled or Removed - If the Webroot agent is unexpectedly removed, an alert will be generated.
Note this alert will be generated if endpoints are un-installed via the Webroot Console. If this is normal practice, we
recommend this alarm is NOT set.

To set an alert:

1. From the Webroot menu, select Alerts Settings.

IEJ Webroot

= Main
Overview
Deployment & Status Dashboard
Executive Report

= Configure
Webroot Settings
Exclusion Rules

I Alert Setlings I

The Webroot Alerts pane displays.
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— 3 T
(.' Kaseya Managed Services Edition . oot
(& 00:00:00 Mo Timer Running
0 [ E & Select Webroot Alerts :
Search Mavigation ® EJ 1 +

Select the conditions for which you want to receive an Agent Alert

i Edit details...|
’ Patch Management Install Failed _

= Uninstall Failed Edit details...|

Policy Management p
Persistent Threat Edit details |
Endpoint Status Failure Edit details...

3

—8

T
\‘ﬁ“ Remote Control

w0 N -

% Service Desk Webroot Uninstalled or Removed  |SLEEICH

- ,

= Select Alert Actions

g}j System Backup and Recovery Select the actions to take when an enabled alert occurs

_.ﬁ‘ Ticketing Create Alarm

@ S I Create Ticket

E Run Script after alert on the machine the alert occurred
vPro

Select Agent Procedurs

Q' Webroot . o Clon
= Main
Overview Send Email

Deployment & Status Dashboard Email recipients (Comma separate multiple addresses)

Execufive Report I
= Configure

Webroot Settings

Exclusion Rules M

Alert Settings -
Mavigalion Mode:  J» Tree-Based

2. Select one or more of the Webroot Alerts checkboxes, such as Persistent Threats.
3. Select the relevant Alert Criteria checkbox, such as Create Ticket.
4. When you're done, click the Apply button.
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5. You can Edit each alert detail by clicking on Edit details...

Select Webroot Alerts
Select the conditions for which you want to receive an Agent Alert

Install Failed Edit details.

Uninstall Falled
Persistent Threat
Enapoint Status Failure
Webroot Uninstalled or

Removed

The Edit Alert Details pane displays.

Edit Alert Details - Persistent Threat

Alert re-arm interva

Enable additional alerts of this type from an endpoint afteri

2 hours

vl

Alert Template

Alarm Summary / Ticket Summary / Email Subject

Active Threats on <id>

Alarm Message / Ticket Note / Email Body

Active Threats on <id=
date/time (in server time) at which alert is sent <is>
Webroot Latest Threat seen <wr-Ii=

MO re-arm

0 hours

4 hours
8 hours
16 hours
24 hours
3 days

7 days

Customize the template for the alert.

Available template parameters

Key Description

<id= endpoint on which event
occured

<is=> date/time (in server time) at

which alert is sent
<wr-It= Webroot Latest Threat seen

) Restore Defaults

ﬁm Close

6. Select the re-arm interval — how often an alert is re-sent.
Note:

o Selecting “0 hours” will cause the persistent alert to be sent as soon it is detected. In general, this is every hour.

e Selecting “no re-arm” will limit persistent alarms to just one even if the alert condition is still active.
7. Select the detail of the Alert Template and add the fields you would like displayed within the alert.

Click on Save when finished.
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Running Executive Reports

The Webroot Module provides a straightforward Threat Report for any of the Kaseya customer groups that are using

Webroot.

T - Troe BAE-02-01 128 50 2060008 1428 - for

Days in Rapoit
Total Threats
Total Machisss Undes anagement 17

& Top Thrests & ThemstLog

B T [ Evenl T Mt Pt Mt

[T

To generate an executive report:

1. From the Webroot menu, select Executive Report.

@ Webroot

=l Main
Overview
Deployment & Status Dashboard
(Executive Report)
=l Configure

Webroot Settings
Exclusion Rules
Alert Settings
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The Webroot — Executive Report pane displays.

? Kaseya Managed Services Edition

Webroot - Executive Report

Search Navigation x EJ EJ

-

@ Webroot
= Main

Overview Select Group v
Deployment & Status Dashboard

Execufive Report

= Contgure 2018-03-01 8:32 B3 2018-03-17 8:32 | EB bl & =
Wehbroot Settings - cuenliha ~ Create Report

Exclusion Rules
Alert Settings e

2. From the Select Group drop-down menu, select the Kaseya group for which you want to run the report.

Webroot - Executive Report

company-b.linz

company-b seattle

kserver root

linz

3. Using the two date fields, select an appropriate date range.

?Kaseya Managed Services Edition
UM ?2 &

Webroot - Executive Report

Search Navigation X (=] [+
Q{ Webroot -
= Main
Overview Select Group -

Deployment & Status Dashboard
Execufive Report

= Configure 2012-03-01 8:32 2018-03-17 8:32 ~C R
Webroot Seftings . =l “em e R =~ Create Report

Exclusion Rules
Alert Settings -
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4. When you're done, click the Create Report button.

"-' Kaseya Managed Services Edition

0Dd ? N
e r— eI Webroot - Executive Report
.@, Webroot -
= Main
Overview Select Group -

Deployment & Status Dashboard
Execufive Report

= Cenfioure 2018-03-01 8:32 2018-03-17 8:32 =)
Webroot Settings 5 =] -03-17 & £ Z Create Report

Exclusion Rules
Alert Settings e

Note: Historical data is retained, even if Webroot endpoints are uninstalled or deactivated.
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Uninstalling the Kaseya Plugin

To uninstall the Kaseya module, re-run the installer.

Note: After uninstalling Kaseya module V2.x, extra clean-up steps are required if you want to remove all the data relating to
your installation. Steps to achieve this can be found here.

@ Webroot WSA Module V2.1

Webroot Plugin Uninstall Wizard

The wizard will guide you through the uninstallation of Webroot Plugin. Click Uninstall to
continue.

Disclaimer

While every effort has been made to maintain document accuracy, product version updates may change or alter functionality
and look of the screen shots. Please report document omissions or issues to your Webroot representative.

This document is intended as a Getting Started Guide. For more information and product best practices, please contact your
local Webroot representative.
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