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What’s new with version 4.0

Release 4.0 comes with new advanced features with the goal of providing the best experience for users. Here is
a summary of what to expect:

New features:

» DNS Protection: The plugin comes integrated with Webroot DNS Protection product, for customers that
have an active Webroot DNSP subscription. This allows our customers to visualize their DNS data from
within the plugin. The DNSP data can be viewed on:

o Overview page — graphical representation of overall DNS status per Client or all Clients
o Clients page — status of DNS Protection availability per Client
o Computers page — detailed DNS agent status in multiple columns

» Health check: To indicate the health of Webroot agent, a new column has been added on Computers
page. This enables our clients to monitor the agent status and be aware of any issues.

» User security: To be compliant with Automate user groups and their permission sets, the 4.0 Webroot
plugin has introduced a new checkbox on the Settings page. This user security setting ensures that
ConnectWise Automate security model is followed and there is no exposure outside of access rules.

» Deactivation: The 4.0 version also comes with the ability to deactivate a Webroot agent from within the
plugin. A new action item is added on the Computers page for users to deactivate a computer directly
from the plugin.

Along with the above cutting-edge features, version 4.0 also comes with a new database structure. The new
DB tables are created keeping in mind the efficiency and robustness of the Webroot plugin. Please note that
after an update to the 4.0 version, all user data will be migrated to the new tables and the old tables will no
longer be used. There will be absolutely no loss of any user data.

Previous Versions
What’s new with version 3.2.1.244

This maintenance release resolves an issue with MySQL 8.0

What’s new with version 3.2.1.242

This interim maintenance release is designed to improve the underlying MySQL DB access speed and
addresses some bugs where Computers Page may not load correctly. For a summary of features and
enhancements see list below.

Enhancements

» Computers page: Change related SQL view to work more efficiently with MySQL 5.7

» Computer plugin tile: Change so the Automate Computer management screen loads quicker
Bug fixes

» Computers page: Not displaying any computers data in the grid

» When the data reconciliation is happening, it is causing SQL Deadlock errors
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What’s new with version 3.2.0.236

This important feature release allows our largest customers to use the plugin in a much more efficient manner
and adds other important security and usability enhancements. For a summary of features and enhancements
see list below. For more details, see SECTION 3 - Plugin Reference & Walkthrough.

New Features

YV V V

>

Global Client filter to enable vastly faster access to plugin pages by larger customers

Added Location as a new column within the Computers page to help usability

Added Active Threats value to Computers page

Added the ability to turn on ARPNOREMOVE via plugin global settings for additional security

Enhancements

>

>
>
>

Removed Client & Location tabs and -Clone Unique Identifier option to reduce legacy technical debt
Fixed SQL injection vulnerability as well small bugs
Changed the API endpoints used with the computer data synch process to be more efficient

Restricted Threat History to 3 months to reduce strain on DBs with large numbers of detections
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How to use this manual

This manual is in three main sections.

Section 1 - New Webroot users start here. If you are new to Webroot or have not used a Webroot plugin
before please follow the step by step Installation instructions for new Webroot users below. This manual
assumes you have already purchased Webroot and have signed into the Webroot console. If you have not
purchased Webroot, please contact your ConnectWise representative.

Section 2 - users upgrading from legacy Webroot plugins, prior to version 3.x start here. Please allow
yourself enough time for the upgrade and actions afterwards. Read and follow the step by step Upgrade
instructions before commencing. If you are upgrading from Version 3.x go to Section 3.

Section 3 - Plugin Reference & Walkthrough. We recommend you start in the most appropriate section first
and then read through Section 3 — Plugin Reference & Walkthrough

Help & ?

Please make use of the Help tab located on the bottom left of the plugin and the video tutorials © found within
the Client, Computers and Locations tabs throughout the plugin.

@ Webroot SecureAnywhere with U 0 Webroot SecureAnywhere with Unity

WEBROOT WEBROOT Clients 9—/

@webroot.com Video Help Links
@webroot.com
Setup Clients
Select a Client Setup Automation
| an clients = | o= Setup Webroot Groups

Overview Client Webroot Site W

Select a Client

All Clients = | &

Clients
Computers

Locations

GSM Portal

sauny
Help
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SECTION 1 - Installation instructions for new users

Step 1 — Obtaining the plugin

If you are new to Webroot the latest Webroot plugin can be installed from CW Solution Center. Please select
Security and Webroot and follow the standard Solution Center installation instructions.

3y Status: IN - Active Timeslips  Links | Tools
I Import ¥
Reporting ¥
I Change Password

Options

User Class Manager

Refresh Mavigation Tree

Reload System Cache

Show ID's

Change Systemn Password

Quick Connect

Solution Center
Language Pack Editor
Managed Service Catalog
Standards & Health

Intel® vPro™ Manager

Control Support Sessions Viewer

™

8. Solution Center - lanthom.hostedrmm.com - Admin - o x

Solution Center ‘

& 1 Solution in Queue
My System

My System Solutions
) Out of Sync Solutions
O System Backups

Installation History '
@) Reload Solution Center Client

Solutions
All Solutions

O Backup

B Desktop Management
@ End of Life

@ ignite

“ Network Devices
% Other

# PSA Integration

V

WEBROOT

a1 Reports
avs

Webroot

More Solutions...

Search

Note: Please navigate to the Plugin Manager within the Control Center and Enable “Webroot SecureAnywhere
with Unity” and “Webroot SecureAnywhere with Unity RA” and restart your Control Center, before proceeding to

next step.

+ | Webroot SecureAnywhere with Unity 3.0.1622.8 |Webroot Inc. | Webroot SecureAnywhere with Unity
ebroot SecureAnywhere with Unity RA |3.0.1622.8 |Webroot Inc. | Webroot SecureAnywhere with Unity RA WebrootRAdI

Enable

% Disable

2 Refresh

% About

Best Practice: After installation, we recommend re-loading the Reload DBAgent Plugins, Update Remote
Agent Plugins & Reload Control Center Plugins in the order shown below.

2 Refresh [ 3 Advanced ~

Reload Plugins 2

Disable Plugins 2

Manage Plugins  »

3 Reload Control Center Plugins

2Update Remote Agent Plugins
1Reload DBAgent Plugins
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Step 2 — Plugin settings

After you have restarted the Automate Control Center, click on Tools -> Webroot SecureAnywhere with Unity
to open the plugin dashboard and select Settings.

ConnectWise Automate V11.x

:,-L: Refresh ﬁ Dashboard .l, Monitors %Alerts&lnfu @ Tickets @Search ‘ Patch Manager

|-:{‘*. Standards & Heafth §y m@wmrmt SecureAnywhere with Unity intel) 1nt

ConnectWise Automate V12.x

Ignite Manager

Intel® vPro™
Manager

Report Center

Standards & Health

Webroot
SecureAnywhere
with Unity

@ Webroot SecureAnywhere with Unity - C

WEBROOT  Settings @

@ kajwani@opentext.com API Authentication Webroot Agent
Disable W Featur
Good Coanediion Logout | Disable Webroot agent Uninstall in Apps & Features

Select a Client
All Clients = | & Last Sync

= st Sync

Sync Data N/A Alerts and Pop-ups
Overview | Enable additional alerts when computers are in an "Attention Required” state
Clients "] Enable reboot pop-ups when computers are in an “Attention Required” state
Computers

i | Enable additional alerts when computers stay infected for longer than | 2 hours
Locations
] Enable alerts when endpoint is stale for longer than 7 v | days

+/] Enable expired license alerts
User Sec
] Disable User Sec

Save

GSM F’onV
Settings

Help
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Click on GSM Portal to access the Webroot Console and enter your authentication information to access the

GSM.

GSM Portal
Settings

Help

BEST PRACTICE: We strongly recommend you create a NEW USER with ADMIN rights across ALL existing
Webroot Sites in the GSM and use the NEW USER Account for Webroot Unity Access for CW Automate. This
will then avoid data discrepancies if Unity users do not have Admin rights across some Webroot Sites. Once
complete follow instructions below.

Navigate to Settings > Account Information in the GSM and copy and paste the Parent Keycode from the
GSM to the Parent Keycode in the plugin. Please ensure no spaces are entered at the end.

0 Webroot SecureAnywhere with Unity
WEBROOT Settings @
API Authentication
Select a Client Parent Keycode
AllClents ~| &
Username
Overview
Password
Clients
Client ID
Computers
Locations Client Secret
GSM Portal
Settings
WEBROOT | Management Console CE22.4 ® e o I@webroot.com v
e —
@ NG TestGSM Subscriptions Account Information Data Filter Web Block Page Settings Unity AP| Access
Sites List ACCOUNT DETAILS
Dashboard Site / Company Name Test GSM
Manage
Company Address
Entities
Contact Email @webroot.com

Policies
Contact Phone

Overrides
Parent Keycode This keycode should not be used for installation. Please use the correct site keycode for installation of the Webroot software.

Security Awareness

Training

S A (100 devices purchased - 1150 days remaining)

i Reports
Renew / Upgrade

Alerts
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Use the New Plugin Specific User Credentials (see Best Practice above). Enter Console Username and
Password in the Authentication Settings for the ConnectWise Automate Plugin.

0 Webroot SecureAnywhere with Unity

WEBROOT Settings @
API Authentication

Select a Client

Parent Keycode
AllClients ~| &

Username
Overview

Password
Clients

Client ID
Computers
Locations Client Secret
GSM Portal
Settings

Navigate to the console. Click on Unity API Access Tab and click New to create new API credentials.

WEBROOT | Management Console CE22.3

an opentext company

Account Infermation Data Filter Web Block Page Settings

S \Console + Subscriptions

i= Sites List New Edit Delete Renew Secret Suspend / Resume APl Documentation

[ Developer.Webroot.Com

Enter a Unique Name and Description and Click Next

CREATE NEW CLIENT CREDENTIAL

Name *

CW Automate Plugin

Description *

New Unity APl Master credentials for v4.0 plugin

Please remember that you are solely responsible for any actions taken using your credentials and use of
Webroot's service is subject to the Webroot SecureAnywhere Business Solution Agreement between you and
Webroot. You, or anyone using your credentials, must at all times comply with all applicable laws and regulations
when using this service, including all applicable data protection, privacy laws and regulations.

The Unity APl is currently provided for free, and Webroot reserves the right to add or remove certain API types or
data types over time. In the event, Webroot does charge a fee for certain API types and data types currently
included as part of the Unity API, these chargeable API types and data types will be included as part of a new paid

API service and you will have the option to purchase access to it

Click here to view Webroot SecureAnywhere Business Solution Agreement

e nce' m
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On the next page, you may choose to subscribe to Event Notification API. Event Notifications allow you to
subscribe to a set of events on different domain levels, and to receive the associated notifications in near real-
time. We highly recommend leveraging this new feature. Here’s the link to the detailed documentation to this

feature Documentation - Documentation - Notifications (webrootcloudav.com).

Enter the plugin name as ConnectWise Automate Plugin. Click on next.

CREATE NEW CLIENT CREDENTIAL

Do you plan to use the event notification API?
Notification APl allows you to subscribe to a set of events on different domain levels, and receive related
notifications in near real-time (for example WebThreatShield.UrlAction or Endpoint.FileDetection).

@ ves
O No

How do you plan to use Unity API?

RMM plugin, for example, ConnectWise Automate Plugin v

Please provide the plugin name *

Connectwise Automate Plugin

Cancel Previous Next

Enter any feedback you may have for Unity API in the following page, and then click on Save.

CREATE NEW CLIENT CREDENTIAL

If you have any suggestions regarding the Unity API, please enter them here.

Cancel Previous m
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Copy and paste Client Id and Client Secret to the CW Automate Plugin

@ Webroot SecureAnywhere with Unity Client Credential Record X
w E E R U DT SEttI ngs e Important! This is the client identifier and the client secret for the client credential record listed below. The client secret is not
A\ persisted and it is your responsibility to remember the client secret and treat it as sensitive information. If you lose the client
API| Authentication secret you need to generate a new secret in order to continue using the affected client identifier in your application.
Select a Client Parent Keycode Name
All Clients ~| & i
e — Username CW Automate Plugin
Overview Description
Password P
Clients New Unity APl Master Credentials for v3.x Plugin
Client I
Computers
Client ID
Locations Client Secret
client_ Y@webroot. com
Authenticate
GSM Portal Client Secret
Settings Xi g5

/\ Please make note of your client secret

I have made note of the client secret
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Once all credentials are entered, click on Authenticate.
o

WEBROOT  Settings @

A Disconnected API Authentication Webroot Agent
Parent Keycode D | Disable Webroot agent Uninstall in Apps & Features
Select a Client
All Clients ~| & Username @opentext.com
Alerts and Pop-ups
Overview Password ackaictirtadedste ik () Enable additional alerts when computers are in an "Attention Required” state
Clients - .
Chent ID client, @opentext.com | Enable reboot pop-ups when computers are in an "Attention Required” state
Computers
Client Secret Sectasaiasisase | Enable additional alerts when computers stay infected for longer than 2 hours
Locations
__| Enable alerts when endpoint is stale for longer than 7 v | days
Authenticate
/| Enable expired license alerts
User Sec
] Disable User Sec
Save
GSM Portal
Settings
Help

When the credentials are successfully authenticated, Good Connection and authenticated username will be
displayed. Also note that you will see the last date and timestamp of data sync that happened between the
plugin and the Webroot console using these credentials.

@ webroot SecureAnywhere with Unity - O X

WEBROOT _ Settings @

© | i@opentextcom API Authentication Webroot Agent
N ’/ | Disable Webroot agent Uninstall in Apps & Features
celact & Client Good Connection Logout
Al Clients = | &

Sync Data Alerts and Pop-ups

Overview | Enable additional alerts when computers are in an "Attention Required” state
Clients — . -

__| Enable reboot pop-ups when computers are in an "Attention Required” state
Computers

P __| Enable additional alerts when computers stay infected for longer than 2 * hours

Locations — - -

__| Enable alerts when endpoint is stale for longer than 7 ¥ days

" Enable expired license aleris

User Sec

/| Disable User Sec

Save

GSM Portal
Settings
Help
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If required, please set the desired settings, and click Save. We recommend these settings are left at their
default values at this stage. When you are more familiar with the plugin and have had a chance to go through
the Plugin Walkthrough, you can set these at any time.

@ Webraat SecureAnywhere with Unity - ) X

WEBRODT  Settings @

© ....i@opentestcom API Authentication Webroot Agent
RN Good Connection Logout | Disable Webroot agent Uninstall in Apps & Features
I ~
All Clients = & Last 5
t Sync
Sync Data 7/27/2022 3:58:29 M Alerts and Pop-ups
Overview (] Enable additional alerts when computers are in an “Attention Required” siate
Clients - . -
(| Enable reboot pop-ups when computers are in an "Attention Required” state
Computers .
P __| Enable additional alerts when computers stay infected for longer than | 2 ¥ hours
Locations .
__| Enable alerts when endpoint is stale for longer than 7 ¥ | days
(] Enable expired license alerts
User Sec
+| Disable User Sec
GSM Portal Save
Settings
Help
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Step 3 — Assigning Clients to existing Webroot Sites

If you have already created Sites in the Webroot Global Site Manager that match your Clients and there is a 1 to
1 relationship between CW Automate Clients & Webroot Sites, you must Assign Webroot Sites to Clients
within the plugin. This will establish an APl connection into the GSM for each Site, pulling in correct data and
enabling advanced functionality. Please take your time when assigning Clients to Sites, ensure the correct
Clients are assigned to correct Sites.

If you have not yet created Webroot Sites, please go to the next step.

Click on Clients tab
Click on Select a Client. You can select an individual client or All clients at once.
Note that All Clients (recommended for up to 60 Clients) will be selected for you by default.

o Webeoot SecureAnywhere with Unity

WEBROOT

o I, Popentextcom

Select a Chent /

Clients ®

Sync Data

Configuee Retresh

(A Chenss ]

Al

ows_test]
Cwi_test2

DNS Data
Opemtent

tes)
testautosettings
Webreoot

4

o o

Help

31
NS Data

s test]
v

»
5 test

Last data update:

1777

Webcoot Site | Webroot Site Status | Workataton Group | Server Group | Auto Deploy | Sae Keycode

cws _test! Actve

ows test2 Actve

P

022 Y0812 PM UTC

Enabled

Enabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled
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Right click on a specific Client
Select Webroot site
Select Assigh Webroot site

Use the drop-down menu to assign the correct site (assuming you have already created matching sites)

Q Webroot Secureimywhere with Unty - a x
WEBROOT Clients @ SyncOss  Sowdl v Configwe~  Refresn
© ' Dopentextcom

Select a Chent OV & COham hander Peve 12 rOud by that colum
W Certs | O |
| Clert Webnoot Sae | Weteoot Sae Status | Workstation Group | Server Geoup | Auto Deploy | Sae Keycode | DNS Protecton
Overview Vour Company Duabled Disabled
Chents
Computers ’
Locatons
Erabled
Enabled
ons teitd Ows,_test] Actve Enabied Enabled
GSM Portal
ons test ows, test2 Actve Enabled » Disabled
Settngs
Last cata vpdate: 7/27/2022 100812 PM UTC
Help

Assign Webroot Site New Site
/ . =
ACME Salicitors / 3 D
Corsair Inc / FIT 7

| Ir

AN
Global Transport Inc / 5 |
Site / 3 6
Lab Test Site / 3 2

ile Test Site / ERmm0
Test Site / RN—E
Webroot / CRR D
Widgets LLC /1 i T
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Step 4 — Creating new Webroot sites

If you are a new Webroot user and have not created any matching Sites for your Clients, then you should create
New Webroot Sites either directly within the plugin or within the Global Site Manager (GSM).

If you do NOT have a Global Site Manager but only have a Webroot Business Console, please contact your
Webroot representative or Webroot support.

To create Sites directly within the plugin for each of your Clients, follow the instructions below:

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Assigh Webroot site

Select New

Fill in the required fields and click Create

@ Webrcot Secureimywhere with Unaty - (u} x
Clients @ SyncOsa  Showdll v Configwe~  Retresh
3
o > Jopentext.oom
Select a Chent
B 1 Chent Webroct Sae | Webeoot St Status | Workstation Group | Server Group | Auto Deploy | Sae Keycode DS Prosection
Overview Your Company Disabled Disabled
Chents Opertex: Enabled Dizabled
| Webteoot Stte » Aszagn Webroot See
Locatons 1estutosetnngs Webeoo! Geoup > Remone et mae Dicadled
| Associate Ihas chent with 3 Weteoo! site |
Al Ao Deploy . frabled Disbied
Open Client
tet! Erabled Dsabdled
ONS Data Enabled Ovabied
ons teit) ows _test] Actve Enabied Emabled
GSM Portal
ons test ows_test2 Actve Enabied + Dusabled
Settngs
Last Sata update: 7/27/2022 100812 MM UTC
Help
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Assign Webroot Site d Mew Site

[/ -z

Manual Site Keycode

Save Cancel
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Create Webroot Site

Site Name
Global Transport Inc

Keycode Type
@ Full ) 30 day trial
Seats *Required

Billing Cycle

Annually
Billing Date

Jan + 1 v
Comments

Created by CW Automate
[C] Include Global Policies
[C] Include Global Overrides
Default Policy

High Security Policy

Report Email Distribution List *Required

Create

Cancel
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Step 5 — Activating Auto Deploy

To allow the plugin to install Webroot agents, Auto Deploy setting must be enabled at the CW Automate
Location level. The default auto deploy setting at Location level is Auto Deploy = Disabled. When set to
Enabled Webroot agents will start to deploy to all Computers under that Location, unless specific Computers
have their Auto Deploy setting set to Disabled.

To enable Auto Deploy at Location Level, click on Locations
Right click on the relevant Location OR select multiple locations and use the Configure drop down menu

Select Auto Deploy
Select Enable to Auto Deploy

(@ Webroot SecureAnywhere with Unity — O X
WEBROOT Locations @ Configure v Refresh
@webroot.com
Select a Client i
Drag a column header here to group by that column
All Clients ~| =&
| Client - | Location | Auto Deploy

Jiateol el el s T (ol
Clients K Test Main | Auto Deploy 3 Disable
Computers ] ) Open Location | Enable

LabTech Test Client  Virtual LTSE
Locations ) | Enables auto deployment.

T & Co London Disabled

T &Co Remote Disabled

Webroot Main Enabled
GSM Portal Webroot Mew Computers  Enabled
Settings

Last data update: 19/10/2019 12:25:36 UTC

Help

Note: By default, auto deploy is set to:
e Enabled at Client/Site level
o Disabled at Location level
e Enabled at Computer level

Step 6 — Plugin reference & walkthrough

Walk through the rest of the manual and enjoy the powerful new features available in the version 4.x plugin.
Jump to the Plugin Reference & Walkthrough section and go through the rest of the manual.
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SECTION 2 - Upgrade instructions from legacy plugins

Step 1 - Upgrading from plugin version 2.5 or older

Important: When upgrading from any previous version of the Webroot plugin to Version 3.x you MUST first
upgrade your existing plugin to version 2.5.13 before attempting to upgrade to Version 3.x. Version 2.5.13 can
be downloaded from the link below:

Version 2.5.x http://download.webroot.com/RMM/LabTech/Webroot-Deploy-Solution v2-5.zip

Step 2 — Obtaining the plugin

If you are upgrading from a previous version the latest of the Webroot plugin can be installed from CW Solution
Center. Please select Security and Webroot and follow the standard Solution Center installation instructions.

{2} Automate Control Center - https://10.8.121.60 - User : cws - [m] X

® .
>

All Clients

Computers 8 Network Devices 0 Retired Assets 0 Contacts 1

3 Control  [F Scripts D Commands A+ Monitors Q

Name Client Location Type 0s IP Address

QADENLNZCW247 ShareConnect locl Workstation Microsoft Wind... 1

QMiiRdiciRatutss 040 Naeldegepo- loc1 Workstation Microsoft Wind.. 177 """ 77

qé loc1 Workstation Microsoft Wind.. 1

Q loc1 Workstation Microsoft Wind... 1

Q loc1 Workstation Microsoft Wind.. 1

Q loc1 Workstation Microsoft Wind... 1

Q loc1 Workstation Microsoft Wind... 1

< 8

] Agents 8

1 Solution Center - {420
Solution Center

My System
My System Solutions
3 Out of Date Solutions
€3 Out of Sync Solutions

Malwarebytes Malwarebytes ocular®

0g4) V s Malwarebytes Malwarebytes OneView Passportal
Vulnerability Check

@ Configuration

0 System Backups
) Reload Solution Center Client

Solutions (o) email /\ 'l
All Solutions

0 Backup

&) Desklop Management
® End of Life

® ignite

% Network Devices

8 Other

# PSA Integration

Al Reports

a

the email laundry Third Wal

\/WEBROOT'

More Solutions... Endpoint Security &

DNS Protection

Search

Virus Scanners WatchGuard Webroot 4.0

IMPORTANT NOTE: After an Upgrade Webroot SecureAnywhere with Unity RA WebrootRA.dIl is added to the
CW Automate plugin manager. Please navigate to Help > Plugin Manager within the Control Center and
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Enable “Webroot SecureAnywhere with Unity RA” and restart your Control Center, before proceeding to next
step.

L ! I I : - - -
t webroot.dll

Webroot SecureAnywhere with Unity |
Webroot Inc. | Webroot SecureAnywhere with Unity RA WebrootRAdII

ebroot SecureAnywhere with Unity RA | 3.0.1622.8
Enable

i Disable
2 Refresh

g‘ﬁ About

Best Practice: After the upgrade process above, we recommend re-loading the Reload DBAgent Plugins,
Update Remote Agent Plugins & Reload Control Center Plugins in the order shown below.

2 Refresh |3 Advanced -

Reload Plugins » 3Reload Control Center Plugins

Disable Plugins r 2Update Remote Agent Plugins
Manage Plugins  » 1Reload DBAgent Plugins
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Step 3 — What happens after an upgrade from plugin version 3.2

After an upgrade from plugin version 3.2.1.242 or 3.2.1.244 of the Webroot ConnectWise Automate (CWA)
plugin you should expect the following:

1- Settings below are automatically transferred across
a. The Unique Identifier Setting is set to off
b. Alerts and pop-up settings
c. Auto-deploy and exceptions settings
d. Site keycodes without assignment
Note: Automate Clients will require to be assigned to Webroot Sites for full Unity API functionality

2- The plugin core functionality such as auto-deployment of Webroot agents will operate but some portions will
not show data and will be replaced by N/A and non-GSM until Automate Clients are assigned to Webroot
Sites.
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Step 4 — Plugin settings

After you have restarted the Automate Control Center, click on Webroot SecureAnywhere with Unity to open
the plugin dashboard, and select Settings.

ConnectWise Automate V11.x

:,-L: Refresh ﬁ Dashboard .l, Monitors %Alerts&lnfu @ Tickets @Search ‘ Patch Manager

|-:{‘*. Standards & Heafth §y m@wmrmt SecureAnywhere with Unity intel) 1nt

ConnectWise Automate V12.x
& Webroot - https ostedimm.com - U

Ignite Manager

Intel® vPro™
Manager

Report Center

Standards & Health

Webroot
SecureAnywhere
with Unity

@ Wwebroot SecureAnywhere with Unity

WEBROOT  Settings @

@ kajweni@opentextcom AP| Authentication Webroot Agent
Good Coanedtion Logout | Disable Webroot agent Uninstall in Apps & Features
Select a Client
All Clients ~| & Last Sync
= st Sy
Sync Data N/A Alerts and Pop-ups
Overview | Enable additional alerts when computers are in an "Attention Required” state
i -
Clients __| Enable reboot pop-ups when computers are in an “Attention Required™ state
Computers
P ] Enable additional alerts when computers stay infected for longer than | 2 hours

Locations

] Enable alerts when endpoint is stale for longer than days
7] Enable expired license alerts
User Sec

| Disable User Sec

Save

GSM PonV
Settings

Help

Click on GSM Portal to access the Webroot Console and enter your authentication information to access the

GSM.

GSM Portal
Settings

Help

Page 23 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



WEBROOT

an opentext company Integration for ConnectWise Automate User Guide

BEST PRACTICE: We strongly recommend you create a NEW USER with ADMIN rights across ALL existing
Webroot Sites in the GSM and use the NEW USER Account for Webroot Unity Access for CW Automate. This
will then avoid data discrepancies if Unity users do not have Admin rights across some Webroot Sites. Once
complete follow instructions below.

Navigate to Settings > Account Information and copy and paste the Parent Keycode from the GSM to the
Parent Keycode in the plugin. Please ensure no spaces are entered at the end.

0 Webroot SecureAnywhere with Unity
WEBROOT Settings @
API Authentication
Select a Client Parent Keycode
AllClients ~| &
Username
Overview
Password
Clients
Client ID
Computers
Locations Client Secret
GSM Portal
Settings
WEBROOT | Management Console CE22.4 | J e © I@webroot.com v
[y —
S NGTestGSM Subscriptions Account Information Data Filter Web Block Page Settings Unity API Access
I= Sites List ACCOUNT DETAILS
&l Dashboard Site / Company Name Test GSM
Manage
Company Address
Entities
Contact Email @webroot.com

Policies
Contact Phone

Overrides
Parent Keycode This keycode should not be used for installation. Please use the correct site keycode for installation of the Webroot software

Security Awareness

=
Training

S A (100 devices purchased - 1150 days remaining)

B Reports

Use the New Plugin Specific User Credentials (see Best Practice above). Enter Console Username and
Password in the Authentication Settings for the ConnectWise Automate Plugin.

0 Webroot SecureAnywhere with Unity
WEBROOT Settings @

API Authentication
Select a Client Parent Keycode
AllClients ~| &

Username
Overview

Password
Clients

Client ID
Computers
Locations Client Secret
GSM Portal
Settings
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Navigate to Settings > API Access Tab and click New to create new API credentials.

WEBROOT | Management Console CE223

an opentext company

Account Information Data Filter Web Block Page Settings

Subscriptions

@ 1Console ¥

Sites List New Edit Delete Renew Secret Suspend / Resume API Documentation

[ Developer.Webroot.Com

Enter a Uniqgue Name and Description and Click Next

CREATE NEW CLIENT CREDENTIAL

Name *

CW Automate Plugin

Description *

New Unity APl Master credentials for V4.0 plugin

Please remember that you are solely responsible for any actions taken using your credentials and use of
Webroot's service is subject to the Webroot SecureAnywhere Business Solution Agreement between you and
Webroot. You, or anyone using your credentials, must at all times comply with all applicable laws and regulations
when using this service, including all applicable data protection, privacy laws and regulations.

The Unity APl is currently provided for free, and Webroot reserves the right to add or remoave certain API types or
data types over time. In the event, Webroot does charge a fee for certain API types and data types currently
included as part of the Unity API, these chargeable API types and data types will be included as part of a new paid
APl service and you will have the option to purchase access to it.

Click here to view Webroot SecureAnywhere Business Solution Agreement

Next
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On the next page, you may choose to subscribe to Event Notification API. Event Notifications allow you to
subscribe to a set of events on different domain levels, and to receive the associated notifications in near real-
time. We highly recommend leveraging this new feature. Here’s the link to the detailed documentation to this

feature Documentation - Documentation - Notifications (webrootcloudav.com).

Enter the plugin name as ConnectWise Automate Plugin. Click on next.

CREATE NEW CLIENT CREDENTIAL

Do you plan to use the event notification API?
Notification APl allows you to subscribe to a set of events on different domain levels, and receive related
notifications in near real-time (for example WebThreatShield.UrlAction or Endpoint.FileDetection).

@ ves
O No

How do you plan to use Unity API?

RMM plugin, for example, ConnectWise Automate Plugin v

Please provide the plugin name *

Connectwise Automate Plugin

Cancel Previous Next

Enter any feedback you may have for Unity API in the following page, and then click on Save.

CREATE NEW CLIENT CREDENTIAL

If you have any suggestions regarding the Unity API, please enter them here.

Cancel Previous E

Copy and paste Client Id and Client Secret to the CW Automate Plugin
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N\

(@ Webroot SecureAnywhere with Unity

WEBRDDT Settlngs ° Important! This is the clent identifier and the client secret for the client credential record listed betow. The client secret is not
Foy i and it is your ility he client secret and treat it as sensitive information. If you lose the client
API| Authentication secret you need to generate a new secret in order to continue using the affected client identifier in your application.
Select a Client Parent Keycode Name
AllClients =| &
Username CW Automate Flugin
il Password Description
et New Unity AP1 Master Credentials for v3.x Plugin
Client ID
Computers
Client ID
Locations Client Secret
Client_ Y@WED[DQ‘ com
Authenticate
GSM Portal Client Secret
Settings it "

A Please make note of your client secret

I have made note of the client secret

Once all credentials are entered, click on Authenticate.

@ Webroot SecureAnywhere with Unity
WEBRDOOT  Settings @
A Disconnected AP| Authentication Webroot Agent

Parent Keycode D (") Disable Webroot agent Uninstall in Apps & Features
Select a Client

All Clients ~| & U @op com

Alerts and Pop-ups

Overview [ZJ Enable additional alerts when comp areinan q state
Clients = — "
Client ID client: _ 2@opentext.com (] Enable reboot pop-ups when P areinan q state
Computers — .
Client Secret P [_] Enable additional alerts when computers stay infected for longer than 2 ¥ hours
Locations =
[Z] Enable alerts when endpoint is stale forlongerthan 7 ¥ days
Enable expired license alerts
User Sec

(7] Disable User Sec

GSM Portal
Settings

Help
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When the credentials are successfully authenticated, Good Connection and authenticated username will be
displayed. Also note that you will see the last date and timestamp of data sync that happened between the
plugin and the Webroot console using these credentials.

@ Webroot SecureAnywhere with Unity

WEBROOT

o b i@opentext.com

Select a Client

|4l Clients -] &

Overview
Clients
Computers

Locations

GSM Portal
Settings

Help

Settings @

AP Authentication

Good Connection ( Logout

Sync Data

- O
Webroot Agent
| Disable Webroot agent Uninstall in Apps & Features
Alerts and Pop-ups
| Enable additional alerts when computers are in an "Attention Required” state
| Enable reboot pop-ups when computers are in an "Attention Required” state
_| Enable additional alerts when computers stay infected for longer than 2 * hours
__| Enable alerts when endpoint is stale for longer than 7 ¥ | days
| Enable expired license alerts
User Sec
+/| Disable User Sec
Save

If required, please set the desired settings, and click Save. We recommend these settings are left at their
default values at this stage. When you are more familiar with the plugin and have had a chance to go through
the Plugin Walkthrough, you can set these at any time.

m Webroot SecureAnywhere with Unity

WEBROOT

o e iBOpentext.com

Select a Client

| Al Clients -

Overview
Clients
Computers

Locations

GSM Portal
Settings

Help

-
=

Settings @
API Authentication

Good Connection Logout

Sync Data Last Sync

- o
Webroot Agent
| Disable Webroot agent Uninstall in Apps & Features
Alerts and Pop-ups
(] Enable additional alerts when computers are in an "Attention Required” state
(] Enable reboot pop-ups when computers are in an “Attention Required” state
(] Enable additional alerts when computers stay infected for longer than | 2 hours
(| Enable alerts when endpoint is stale for longer than 7 ¥ | days
(] Enable expired license alerts
User Sec
+| Disable User Sec
Save
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Step 5 - Assigning Clients to existing Webroot Sites

If you have already created Sites in the Webroot Global Site Manager that match your Clients and there is a 1 to
1 relationship between CW Automate Clients & Webroot Sites, you must Assign Webroot Sites to Clients
within the plugin. This will establish an APl connection into GSM for each Site, pulling in correct data and
enabling advanced functionality. Please take your time when assigning Clients to Sites, ensure the correct
Clients are assigned to correct Sites.

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Assigh Webroot site

Use the drop down menu to assign the correct site (ensure keycode matches the imported key from previous

version)

0 Webroot Securefinywhere with Unity — m} x
WEBROOT Clients @ ShowAll v | | Configure v | Refresh
@webroot.com
Select a Client o
Drag a column header here to group by that column
All Clients = | & o S
|Client |Webroot Site -~ ‘ Webroot Site Status | Auto Deploy | ‘Workstation Group | Server Group |Automate 4 Site Keycode
Overview
| Global Transport Inc 14 Webroot Site |AssignWEbroot Site
Clients K Test K Tect Site  Active Webroot Group i | Re{ associate this client with a Webroot site. | 6
Computers . ) . Auto Deploy 3
LabTech Test Client  LabTech Test Site  Active ns Servers Enabled 3 2
Automate Scans 3
Locations . . .
T & Co Site Overridden  Active Open Client A Enabled 5 2
Webroot Webroot Active Enabled Default Group Default Group  Enabled C D
GSM Portal
Settings
Last data update: 19/10/2019 15:06:47 UTC
Help
Assign Webroot Site New Site
/ "B
ACME Solicitors / 3| D
Corsair Inc / F 7
Global Transport Inc / AN———— el
! 6
2
0
Test Site / 8 E
Webroot / C D
Widgets LLC / 1 7
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Step 6 — Creating new Webroot sites

If you are currently mapping Webroot Groups to Automate Clients then you must create New Webroot Sites
either directly within the plugin or within the Global Site Manager (GSM) and move the endpoints to the new

Webroot Sites via Change Keycode command in the Webroot console.

If you do NOT have a Global Site Manager but only have a Webroot Business Console, please contact your

Webroot representative or support.
To create Sites directly within the plugin, follow the instructions below:

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Assigh Webroot site

Select New

Fill in required fields and click Create

0 Webroot SecureAnywhere with Unity

WEBROOT Clients @

Show All Configure v

m} X

Refresh

@webroot.com
Select a Client o
Drag a celumn header here to group by that column
All Clients ~| & 3
|Client |Webroot Site & | Webroot Site Status | Auto Deploy | Workstation Group | Server Group |Auhomate Y
Overview
g Global Transport Inc [/ Webroot Site , | Assign Webroot Site
Clients K Test K Tact Site  Active Webroot Group 4 ‘ Re{ pssociate this client with 2 Webroot site. | 3
Computers Auto Deploy 3
LabTech Test Client  LabTech Test Site  Active ne Servers Enabled 3 2
i Automate Scans »
Locations . . .
T &Co Site Qverridden  Active Open Client A Enabled s 2
Webroot Webroot Active Enabled Default Group Default Group Enabled C D
GSM Portal
Settings
Last data update: 19/10/2019 15:06:47 UTC
Help
Assign Webroot Site a New Site Create Webroot Site
7 o Site Name
Global Transport Inc
Manual Site Keycode
Keycode Type
Save  Cancel @ Full O 30 day trial
Seats “Required
Billing Cycle
Annually
Billing Date
Jan 1~
Comments
Created by CW Automate
[ Include Global Policies
[ Include Global Overrides
Default Policy
High Security Policy v

Report Email Distribution List *Required

Cancel
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Step 7 — Activating auto deploy

To allow the plugin to install Webroot agents, Auto Deploy setting must be enabled at the CW Automate
Location level. The default auto deploy setting at Location level is Auto Deploy = Disabled. When set to
Enabled Webroot agents will start to deploy to all Computers under that Location, unless specific Computers
have their Auto Deploy setting set to Disabled.

To enable Auto Deploy at Location Level, click on Locations tab

Right click on the relevant Location OR select multiple locations and use the Configure drop down menu
Select Auto Deploy

Select Enable to Auto Deploy

() Webroot SecureAnywhere with Unity - O X
WEBROOT Locations @ Confiqure ~ Refresh
@webroot.com
[ |
Select a Client
| All Clients ~| & CoEsT e
Client A | Location | Auto Deploy
Overview o
Clients K Test Main | Auto Deploy » Disable
Computers ] ) Open Location | | Enable
LabTech Test Client  Virtual Macrmes—orsaorew
Locations ) | Enables auto deployment.
T & Co London Disabled
T & Co Remaote Disabled
Webroot Main Enabled
GSM Portal Webroot New Computers  Enabled
Settings
Last data update: 19/10/2019 15:25:36 UTC
Help

Note: By default, auto deploy is set to:
e Enabled at Client/Site level
e Disabled at Location level
e Enabled at Computer level

Step 8 — Plugin walkthrough

Walk through the rest of the manual and enjoy the powerful new features available in the version 4.0 plugin.
Jump to the Plugin Reference & Walkthrough section and go through the rest of the manual.
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SECTION 3 - Plugin Reference & Walkthrough

Webroot plugin version 4.0 is our most advanced plugin to date. The plugin not only makes use of the Webroot
Unity API, but also integrates with Webroot DNSP unleashing more features then previously possible. These
features include monitoring Health Check of Webroot agent, deactivating a computer, and many more. The
plugin walkthrough will take you through the features available.

Note: This plugin is compatible with CW Automate v10.5 and above.

Note: This plugin includes a separate Remote Agent plugin dll and should be noted when adding the plugin via
the Plugin Manager.

Dashboard

The dashboard contains everything needed to configure and use the plugin including all options for clients,
computers, locations, plugin settings and help links. The client, computer and location pages all contain right
click options which are also available in the upper right as Configure and Action options. There are also various
filters in the upper right-hand corner to help quickly view only the data desired.

Overview tab

The Overview tab displays a summary of the overall installation. This dashboard is divided into multiple sections
for ease of use. The user, for example can easily identify if a Client is without Webroot protection and can
navigate to the necessary tab for quick configuration, with just a single click. If certain infections have been
active for longer than 24 hours, the user is alerted visually with the Attention Required indicator; a single click will
navigate the user to the infected computer for further action. Quick navigation is possible from any of the
numbers displayed within the “Clients” and “Computers in Webroot Clients” tiles.

m
@ Webroot SecureAnywhere with Unity - m] X
i Click to see Click to see
WEBROOT Overview more detail more detail

@webroot.com Refresh

Select a Client

[ clients -| 2=

Overview
Clients
Computers

Locations

Select "None”,

"All Clients" or

one Client at a
time

GSM Portal
Settings

Help

Clients

1

Attention Required Infected

4 /5

Webroot Total

Threats detected (last 7 days)

20
| I
0 i

15/10/2019 00:00:00 UTC ~ 18/10/2019 00:00:00 UTC

Last data update: 19/10/2019 16:43:06 UTC

Ml Threats Per Day

Computers In Webroot Clients

1

Attention Required

Infected

8 /10

Webroot Total
Webroot Agent Distribution

I 90.2661 (4)
I 9.0.24.49 (
I 9.0.2437 (
902118 (

(

)
)
)
)
9.0.15.50 (1)

1
1
1
1

Select “None”, “All Clients” (recommended for MSPs with up to 60 Clients) or one Client at a time, recommended
for larger MSPs for more efficient working. The selection is persistent if plugin is Closed and re-opened.
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Clients

Infected — This displays the count of clients that contain a computer in the "Infected" state. When the
Webroot agent detects a threat, it will block the threat. Most threats, such as real-time or inactive threats are
removed in under 1 minute. Some threats require a clean scan before the endpoint is declared malware
free. Sometimes, threats are too deeply embedded in the system to be removed immediately without
causing system instability and Webroot agent may require a reboot to fully remove the infection. After the
usual daily scan and reboot, most infections are automatically and safely removed without any intervention.

Attention Required — Displays the count of clients that contain a computer in the "Attention Required" state.
To keep the malware reporting noise down to a minimum, we have created a new “Attention Required” flag
specifically designed for MSP environments. This flag is raised if an endpoint remains infected after 2
contiguous 12-hour checks. If the endpoint is rebooted or performs a scan at the point during any of the
checks, the counter will be reset for another 12 hours. In practice, the “Attention Required” flag will be
true (1) if the endpoint remains infected after about 36 hours (without being rebooted or shut down).
This ensures the endpoint has gone through at least 1 reboot/scan cycle before raising the “Attention
Required” flag. You can choose to take either manual or automatic action if you wish, such as initiating
another scan or to inform the end user to reboot. Some actions such as running a reboot request for the
user may be automated. See Settings Section.

Important Note: The “Attention Required” flag is distinctly different than the “Needs Attention” state in the
Webroot Console, which is set as soon as an infection is detected. Each indicator works independently.

Webroot — This displays the count of clients that are assigned to a Webroot site (has a Webroot site key).

Total — This displays the total count of Automate clients.

Computers in Webroot Clients

Attention Required — This displays the count of computers in the "Attention Required" state. See “Attention
Required” in Clients above for full explanation.

Infected — This displays the count of computers in the "Infected" state. See “Infected” in Clients above for
full explanation.

Webroot — This displays the count of computers with Webroot installed that are contained in a CWA client
assigned to a Webroot site.

Total — This displays the total count of computers that are contained in a CWA client assigned to a Webroot
site.

Note: Only computers that have a Webroot Site key assigned via the Clients tab will be added to the total.

Threats Detected (last 7 days)

This will display a bar chart with a count of threats detected over the last seven days.

Webroot Agent Distribution

This will display a pie chart with different Webroot software version being identified.

Page 33 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



WEBROOT

an opentext company Integration for ConnectWise Automate User Guide

DNS Protection (NEW!!)

A brand-new section displaying DNS Protection data for the all clients or particular clients selected. This section
will be visible on the Overview tab only when DNSP is purchased at the Console Level and DNS is Enabled for
at least one client.

Please note that DNS protection can be enabled through the Webroot console, after purchasing an active
subscription.

DNS Protection
= Blocked DNS requests last 7 days

Risky DNS requests last 7 days

GEEESAEY

0
10/07/2022 10/09/2022 10/11/2022 10/13/2022

The line graph on the left side of the section displays the average number of Blocked and Risky DNS requests in
the last 7 days, based on either one Client or All Clients.

Please note that this does not include the current day. Hovering over the line will show you more details like the
date and exact number of Blocked/risky requests made. It is normal to see decimals in the tooltip on the graph
as we are taking an average of last 7 days of data.

Additional DNS information:

o Total Webroot DNS Agents — This displays the count of computers with active DNS agent installed on
them. This means that all DNS requests made on these computers will be filtered based on the applied
Webroot DNS filter.

e Total clients with DNS enabled — This displays the count of clients with DNS protection enabled. Note that
the DNSP can be enabled through the Webroot console.

e Total DNS requests last 7 days — This shows the count of all DNS requests made on all computers for the
selected client(s). This number does not count the current day.

As a point to remember, the DNS information is synced with the Webroot console once every 24 hours.
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Clients tab

The Clients tab lists all clients available in ConnectWise Automate and allows easy configuration of Webroot
sites. This tab also contains a new column to display the DNS protection status of every client. The following
options are available within the Clients tab:

e Assigning/Removing a Webroot site
o Assigning an Existing site to a Client
o Creating a new site and assigning to a Client
o Using a non-GSM manually entered site key (for temporary use only)
o Removing a site
e Auto-Installation of new endpoints to
o Workstation Group
o Server Group

e Auto-Deploy Enable/Disable at Client Level

Webroot Site

0 Webroot SecureAnywhere with Unity = a X
WEBROOT  Clients @ ta [ Showal v | [ Configue v | | Retresn
° 1l @opentext.com

Select a Client Drag a column heade
All Clients ~| &
| Client Webroot Site | Webroot Site Status \ Workstation Group | Server Group | Auto Deploy | Site Keycode DNS Protection
Overview N/A
Clients &Co cws haadibicfns ? Enabled Enabled
| Webroot Group »
Computers TestBuy cws_i‘ Auto Deploy > Enabled % | Disabled
|
Locations ShareConnect cws_{ Open Client | Enabled Enabled
Webroot Enabled Disabled
GSM Portal
Settings
Last data update: 11/10/2022 06:44:07 UTC
Help
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Webroot site > Assign an Existing Webroot Site to a Client

If you have already created Sites in the Webroot Global Site Manager (GSM) that match your Automate Clients
and there is a 1 to 1 relationship between CW Automate Clients & Webroot Sites, you can Assign Webroot
Sites to Clients within the plugin. This process is deliberately manual to ensure absolute accuracy. When all
Clients are Assigned to Sites, an API connection to the GSM will be established, pulling in correct data and
enabling advanced functionality. Please take your time when assigning Clients to Sites, ensure the correct
Clients are assigned to correct Sites.

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Assigh Webroot site

Use the drop down menu to assign the correct site (ensure keycode matches the imported key from previous
version)

O Webroot SecureAnywhere with Unity = m] X
WEBROOT  Clients @ 2 | [Showaiv | [Conigwe ~ | [ Retesn
o i@opentext.com

Select a Client
All Clients ~| &
| Client Webroot Site | Webroot Site Status | Workstation Group | Server Group | Auto Deploy | Site Keycode DNS Protection
sirn is aisa =
Overview e ! P
Webroot Site Assign Webroot Site
Clients &Co cws Webroot Group , Remove Webroot Site pled Enabled
Computers TestBuy cws.t Auto Deploy » ] Associate this client with a Webroot site Disabled
Open Client
Locations ShareConnect cws_t =TTV Enabled Enabled
Webroot Enabled Disabled
GSM Portal
Settings
Last data update: 11/10/2022 06:44:07 UTC
Help

Assign Webroot Site New Site

f
/ L

ACME Solicitors / 3 D
Corsair Inc / F 7
Global Transport Inc / ANI————“"5
Kopmellt Site / 3 6
Lab Test Site / 3

ile Test Site / E 0
Test Site / & E
Webroot / C D
Widgets LLC / 1 7

rel

18]

Page 36 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



\0/ WEBROOT

an opentext company Integration for ConnectWise Automate User Guide

Webroot Site > Creating a New Webroot Site and assigning it to a Client
To create Sites directly within the plugin:

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Assigh Webroot site

Select New

Fill in required fields and click Create

This process ensures the correct Clint name is pulled in automatically from CW Automate reducing errors

@ Webroot SecureAnywhere with Unity = O X
WEBROOT Clients @ sta  ShowAllv  Configure v Refresh
o i@opentext.com

Select a Client Drag a column header here to group by that column
All Clients ~| & e — - ] =
| Client Webroot Site | Webroot Site Status | Workstation Group | Server Group | Auto Deploy | Site Keycode | DNS Protection
Overview A = : T8 -
| Webroot Site » Assign Webroot Site
Clients &Co ows Webroot Group ’ Remove Webroot Site pled Enabled
Computers TestBuy ows.| Auto Deploy » [ Associate this client with a Webroot site. | . ..
Open Client

Locations ShareConnect cws_| TV Enabled Enabled

Webroot Enabled Disabled
GSM Portal
Settings

Last data update: 11/10/2022 06:44:07 UTC

Help
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Assign Webroot Site / New Site Create Webroot Site

i Site Name

Manual Site Keycode Global Transport Inc

Save  Cancel Keycode Type
®) Full 30 day trial
Seats "Required

Billing Cycle

Annually

Billing Date

Jan ¥ 1 ~
Comments

Created by CW Automate
[} Include Global Policies
) Include Global Overrides
Default Policy

High Security Policy

Report Email Distribution List *Required

Cancel

Note: When a new site is created via the plugin, it may not show up in the site dropdown list immediately. The
refresh button may need to be clicked a couple times to reload the updated site list.

Webroot Site > Use a non-GSM manually entered site key

The plugin allows users to enter a manual keycode for temporary use under exceptional circumstances, such
as when a Site is not part of the same Webroot GSM Console as the Unity API or during an upgrade from an
older version of the plugin. Users can then deploy endpoints to these sites via the plugin, maintaining
backward compatibility with older versions of the plugin.

NOTE: Manually entered keys cannot be tied to a GSM Unity APl is tied to, advanced functionality using the
Unity API will not be possible with manually entered keys whether they are part of a GSM or not and all
manually entered keys will be shown as non-GSM within the computers tab.

To use a manually entered site key

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Assigh Webroot site

Click within Manual Site Keycode and enter Manual Keycode
Click Save
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@ Webroot SecureAnywhere with Unity = m] X
WEBROOT Clients @ Sync Data ShowAll v Configure v Refresh
(/] i@opentext.com

Select a Client Drag a column header here to group by that column
| 2 - ~~

All Clients ~| & [ Glient | Webroot Site | Webroot Site Status | Workstation Group | Server Group | Auto Deploy | Site Keycode | DNS Protecti
overd

i
Clients | Remove Webroot Site
Computers TestBuy cws_t] Auto Deploy > |a A | Associate this client with a Webroot site. |,. —_

Open Client
Locations ShareConnect  cws_tests e - - Enabled Enabled
Webroot - N/A 4 B Enabled /A Disabled
GSM Portal
Settings
Last data update: 11/10/2022 06:44:07 UTC
Help
@ Webroot SecwreAnywhere with Unity - o X
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Once a manual key is assigned, the Webroot Site will show as Site Overridden.

D Webroar Securehnmpwhere with Uty - o ¥
WEBROOT Clients @ scData ShowAll ¥ | Configune »  Refesh
' & Sopentert.oom

Seleet a Clhent Drag & OOhAmn Fepiader here bo QRO by Bhat (odamn
Al Chents = | & I
Clgrit |Weebrool Se | Wekraot St SE8tul | Workmston Geoup | Server Group | Auts | Sote | DS Prostectns
bt &
Clients ST kCe owt tentl Acten - Enabled Erabled
Computers Terilsy owg el Artew Enabled Duppbipad
Locatsng Sharelonnect  oas_testd f.5 1 B, Enanled Enabied
Webrnat A b Enabled ) Disabled
GESM Portal
; " s L ! A
e Last dats update: 11/ 10v2022 D65846 UTC
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Webroot Site > Remove Webroot Site

To disassociate a Client from the Webroot Site, follow the process below.

Click on Clients tab

Right click on a specific Client

Select Webroot site

Select Remove

Site will be removed immediately from the plugin

@ wetroot SecureAmywnere with Unity

WEBROOT Clients @

Sync Data Show All ~ Configure Retresh

© .. Gopentextcom
Select a Client /09 Dy BN
ACieets = & T Pz e — e —————————— ——————
| Ot Webroct Sde | Webroot Sae Status | Workatation Group | Server Group | Auto Deploy | Sde Keycode DONS Protectio
Overview Test Chent Enabled Duabled

Chents & " 8 Co cw teat) Fetve Enatied (natiea

Computers Tes! ows_tesnd — Disabled
oo » | Remove Webeoot Ste |

LGN Btencs taconssd ' Remove the associated Webroot site from thia client ]‘ e
Webroot Ste Overndden Enabled Disabled

0SM Portal

Settings - a4 »

Last dats upciate 1177072022 06:58:46 UTC
Help

NOTE: The Site Removal action does NOT deactivate the site in the GSM and if needed the same site or

another site can be associated to a Client again.
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Webroot group — Auto Deploy to Group Policy

To assign different Webroot policies to Servers and/or Workstations in addition to the Default Webroot Site
Policy, specific Webroot Groups can be created in the Webroot Console on a per site basis and those groups
can be assigned within the plugin.

Follow the following process to automatically assign Server and Workstation policies when new computers are
added via the ConnectWise Automate plugin. Note: Existing computers that have registered with the Webroot
Console will NOT pick up the group policy, and they will need to have their policy manually changed either in the
plugin or in the Webroot Console.

Step 1 - Create either a new Global Server Policy in the GSM or use the existing Default Server Policy. In the
example below, we have created a new Global Server Policy called CWA Server Policy within the GSM.

ROOT | Management Console cE22.4 .0 ) : - -

%] . . Endpoint Protection DNS Protection /
iE Siteslist ENDPOINT PROTECTION POLICIES n Add Policy Impart Policy
¥ Dashboard
NAME TYPE + DESCRIPTION LAST UPDATED ACTIONS
# Manage
Recommended Defaults Recommended setup with protectien and remediation
Recor OMS Enabled Recommended Defaults Policy with DNS enabled
Recommended Server Defauls System Recommendad setup for servers, protection enabled
Overridec Silent Audit Mon-remadi, Security Audit with limited protection enabled
Overrides ¥
his policy allo e end user to manually manage their Webro.,
Security Awareness
Training = Glabal server policy far CWA plugin Managed Endpaints Today (07:08)
Non R = Glabal Remediate Jun 17, 2021 (18:27)

B Reports
B Alerts
& Admins

0 Settings

Step 2 — Navigate to the Entities tab in Site Console and click on the + sign to create a new server group.
Assign a server policy to it, e.g. CWA Server Policy.

WEBROQOT | Management Console CE22.4 © @0

an opentext "
ENTITIES Search for... n

S

Filters

I= Sites List

L Dashboard \SITES &GROUPS NAME = STATUS PRODU... SITE POLICY LAST S... LA
/& Manage + = Not .. DNS Pro... i 0 2ol Jul 11, 2... An
All Sites R T ® Prote... DNS Pro... ] o 270l Oct10, 2.
)
5 | = @ Prote.. DINS Pro... I 0 2roli. Oct 10, 2... Jul
P
> =
P

Security Awareness
Training

B Reports

Page 42 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



¢ WEBROOT

an opentext company

Integration for ConnectWise Automate User Guide

LREATE GROUP

# Inditales g required lield
Mame %
Servers
Description *
Al servers will be assigned to this group)

Endpoint Palicy #
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Step 3 — Assign the new Server Group created in the Webroot Console to the Plugin Server Group.

Click on Clients tab

Right click on a specific Client
Select Webroot Group
Select Assign

0 Webroot SecureAnywhere with Unity — m} X
WEBROOT Clients @ ShowAll v Configure »  Refresh
@webroot.com
| Search
Select a Client
Drag a column header here to group by that column
All Clients ~| & : e
| Client | Webroot Site | Webroot Site Status | Auto Deploy | Workstation Group | Server Group | Automate Scans | Site Keycode -
DIERIED Global Transport Inc /2 Active Enabled N/A N/A Enabled N/A
Clients . .
K Test K Test Site Active Enabled Default Group Default Group  Enabled 3 B
Computers . . :
[l LabTech Test Client  LabTech Test Site Webroot Site [ Workstatic +
Locations
Webroot Webroot prehmoliGroun L | ! Ass IFaull Group Enabled C D
Auto Deploy ’ R - } -
T & Co Site Overridden -| Associate this client with a Webroot Group for Workstations and Servers. L
Automate Scans +
GSM Portal :
Open Client
Settings
Last data update: 20/10/2019 07:25:17 UTC
Help
Click on Server Group drop down menu
Select the newly created group (e.g. Servers)
0 Webroot SecureAnywhere with Unity — [} X

Assign Webroot Group

Waorkstation Group

Workstations

Server Group

Servers

Default Group
RemoteWorkers

Workstations

Any new Servers will now pick up the CWA Server Policy automatically when Webroot Clients are deployed
automatically.

Workstation policies can be assigned in a similar manner or the Workstation policy can be assigned to the
Default Site Policy.

Page 44 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



WEBROOT

an opentext company Integration for ConnectWise Automate User Guide

Auto Deploy

The Webroot Automate plugin is designed to automatically install Webroot endpoint security software on
endpoints that have the Automate agent software installed. Auto deploy is Disabled by default at the
Location level. Enabling Auto deploy at Location level will turn on auto deploy for ALL endpoint in that
Location. If you wish to restrict the deployment of Webroot security software the specific endpoints, then this
must be done at the Computer level by Disabling auto deploy to specific endpoints such as Servers, BEFORE
enabling Auto deploy at the Location level.

Auto deploy can be enabled or disabled at three different levels:

Client — Enabled by default

Location — Disabled by default

Computer — Enabled by default

The above arrangement provides complete flexibility in Enabling/Disabling Auto Deploy at any level depending
on specific requirements. For example, if you want to accidentally avoid Webroot deployment to a Client, then
Disable at Client level as illustrated below.

NOTE: Auto deploy will ONLY work if ALL levels are set to Enable.

To Enable or Disable Auto Deploy follow the steps below:

Click on Clients tab

Right click on a specific Client or highlight a number of Clients as illustrated below
Select Auto Deploy

Select Enable or Disable

o Webroot SecureAnywhere with Unaty —
|

|
l WEBRDODOT Clients ©®
O e

Select a Chemt

Q

Webroot Site ’

ocations Shareonnet ow Erabled Enabled
Wedroot Geoup ’
Webroot b Auto Deploy . Enable Erabled Draabled
Open Chent Disabie

Note: If Auto Deploy is disabled at Location or at Computer level, Auto Deploy will not work by just
Enabling at Client level.
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Sync Data

The new 4.0 provides the user with the ability to synchronize data with Unity API for individual clients. The data
sync automatically happens every 6 minutes, but you have the option of initiating the sync by clicking on the
Sync Data button on the top right of clients tab.

o
WEBRODT  Clients ® Sowi <] [Congns | [Wetien
. [} webroot.com - y
Select a Client
AllClents *| & — — —
| Chent Sae Sate Status Group | Server Group | Auto Depiloy | DNS Protection | Site Keycode
Overview Goosander (WS - Goosander  Actve Defaut Growp Default Group Dwsabled Daabled
Chents Redshi o Jefault Group Dwabled  Enabled
Compaters ‘E Pefauit Geoup Ouabled  Enabled e il
Tha will sync dats for the selected Chent(s) with
Locations Warbly Webroot Would you ice 10 Proceed! default Group Dwsabled Enabled
Lark efault Group Dwsabled Enabled
Yes Mo
GSM Portal
Settings « & »
Last dats update 62972022 83213 PM UTC
Help

DNS Protection

Version 4.0 introduces a new column on the Clients tab — DNS Protection. This column displays the DNSP
status for all clients or individual clients selected.

D Webrcal Securetmwhene mith Lisy = o

X

WEBROOT Clients @ Syne Oata L E T Configure = Eetiein
ﬂl L iewbroct com

Select a Client

~ Drdg & CObTr Mgty P 10 QPO Dy P (0 _l

Webroat Ste Staba | Workstabon Greasp | Server Group | Aute Deplay

alChents | &7

Creeevien
Clents
Computers

Liscations

Gk Portal

A - ¥
Lasi dats update: &25/5002 345348 P UTC

Settngs
Help
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The DNSP status is pulled from the Webroot console and depends on whether the client has an active DNSP
subscription. Below is an example of how active DNSP looks like on the console:

WEBROOT | Management Console c&222

L Dashboard

# Manage DS Protectior

Subsompticon Slatuy

G ACTIVE

AGENT SETTINGS

Deefaide DN Sine Policy L

Security fradneriss
Trm

Hioh Protection -

Here are some helpful links to learn more about Webroot DNSP:
https://www.youtube.com/watch?v=rVPOPhEnkmg

DNSP Admin Guide:

https://download.webroot.com/WSA DNSProtection AdminGuide.pdf
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Computers tab

The computers tab displays all selected computers that have a ConnectWise Automate Client installed and
allows you to see a range of Webroot status information. The version 4.0 of the plugin introduces new columns
to display DNSP data for all computers. Additionally, it allows the user to initiate a range of actions and
configurations, as seen below:

e Webroot agent commands

e Webroot agent policy setting
e Auto deploy

e Automate scans

e Deactivate

e Open computer

Send Agent Command

To send an agent command

Click on Computer tab

Right click on a specific Computer or highlight a number of Computers
Select Send Agent Command

Select one of four commands e.g. Poll Management Console

@ webroot SecureAnywhere with Unity — o X
WEBROOT Computers @ ShowAll v | | Actions v | | Configure v | | Refresh

@webrootcom
Select a Client
All Clients - | & y i

s T e o uto Deplggftomate scans | & Installaion |Agent | o Atention |Realtime | | Remedi. _ [Active | Policy Endpoint
Cr Status | Status Version Required | Shield Enabled | Threats | Nome Keycode
Clients Send Agent Command Poll Consale =

3

Webroot poicy, ' (DT ed N/A Not Installed o No Mo No 0

Auto Deploy 3 Run Scan with Cleanup
3

Run Customer Support Diagnostics

Computers Webroot Main 4

= in o y ot Instale No o Mo o
RocEins ket M N Automate Scans d WA Not Installed N N 0

Webroot Main N Open Computer 10 Prox64 Enabled  Enabled GSM Installed 902437 05/02/2018 13:50.47 UTC No Yes  No Yes 0 Unmanaged

o

GSM Portal Webroot Main -SERVER-2008  Microsoft® Windows Server® 2008 Enterprise  Enabled  Enabled GsM Installed 902118 01/09/2018 18:55:18 UTC No Yes Mo Yes 0 Workstation <

4 il »

Settings
Last data update: 20/10/2018 08:03:11 UTC
Help

¢ Poll Management Console — This will send a direct Automate command to set the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\WRData\Actions:UpdateNow value to 1.

e Run Deep Scan — This queues the Webroot 4.x - Trigger Deep Scan script to run immediately.
Note: Automate scans must be Enabled at both Client and Computer level for this action to work.

Run Scan with Cleanup — This queues the Webroot 4.x - Trigger Scan with Cleanup script to run
immediately.

Note: Automate scans must be Enabled at both Client and Computer level for this action to work.

e Run Customer Support Diagnostics — This will prompt for an e-mail address, auto filling with the logged in
user's saved e-mail address, then queue the Webroot 4.x - Customer Support Diagnostics script to run
immediately.
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Webroot Policy

You can set or change a Webroot policy permanently or temporarily from the ConnectWise Automate plugin, on
one or more endpoints at the same time. The policy will be applied to the computer almost immediately.

To set a new policy

Click on Computer tab

Right click on a specific Computer or highlight a number of Computers
Select Webroot Policy

Select Assign Policy

Select the policy Poll Management Console

(@ Webroot SecureAnywhere with Unity — o X
WEBROOT Computers @ Show All ~ Actions v Configure v Refresh
@webrootcom
Select a Client
[ an Clients -| = - e -
. GSM |installsion | Agent Attention | Realtime Remedi.. _ | Active | Policy Endpoint
e Client Location Computer o5 AggERploy | Automate SIS gy status Version |12t 5%En Required | Shield | "= | Enabled | Threats | Name Keycode
I , Send Agent Command » | Yes
[ webroot policy 3
Computer Webroot Main U4 Enbled  Enabled NA  Notinstalled No Ne No  No 0 =
omputers Auto Deploy ,
Y Ko Test Min et o + F Uktimate 64 tnabled  Enabled NA Notinstalled to Ne WO No 0
Webroot Main EConet ey 0 Pros6s Enobled  Enabled GSM  nstalled 902437 05/02/2019 13:50:47 UTC No Yo o Mo Yes 0 Unmanaged o
GsM Portal Webroot Min LSERVER-2008  Microsoft® Windows Server® 2006 Enterprise Ensbled  Enabled M nstalled 802118 01/09/2018 185518 UTC No Ve Mo Ve 0 Workstation ¢
Settings J Ji D
Last dsta updste: 20/10/2019 08:03:11 UTC
Help

Click the drop down menu
Click on the policy to be assigned e.g. No remediation policy

Assign Webroot Policies

Select Computer Policy

Mo remediation policy (Global)
Recommended Defaults (Default)
Recommended DNS Enabled (Default)
Recommended Server Defaults (Default)
Silent Audit (Default)

Unmanaged (Default)

CWA Server Policy (Global)

High Security Policy (Global)

No remediation policy (Global)

Plugin Test Policy (Global)
Workstation (Global)

Local Test Policy (Site)

NOTE: There are different policy types such as Local, Default & Global. If multiple Computers are selected, only
the policies that are common across ALL computers will be shown.

If you wish to set a policy temporarily, then
Check the box Make this policy assignment temporary

Assign Webroot Policies
Select Computer Policy

Mo tion policy v

[¥] Make this policy assignment temporary.

Policy will reset to
No remediation policy in 4 hours

Save Cancel

The policy assignment will go back to the original setting indicated in red within 4 hours.
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Auto Deploy

The Automate plugin is designed to automatically install Webroot endpoint security software whenever an
Automate client is installed. Auto deploy is Enabled by default at the Computer level. Enabling Auto deploy at
Location level will turn on auto deploy for ALL endpoints at that Location. If you wish to restrict the deployment
of Webroot security software on specific endpoints, then this must be done at the Computer level by Disabling
auto deploy to specific endpoints such as Servers, BEFORE enabling Auto deploy at the Location level.

Auto deploy can be enabled or disabled at three different levels:
Client — Enabled by default

Location — Disabled by default

Computer — Enabled by default

The above arrangement provides complete flexibility in Enabling/Disabling Auto Deploy at any level depending
on specific requirements.

NOTE: Auto deploy will ONLY work if ALL levels are setto Enable.

To Enable or Disable Auto Deploy follow the steps below:

Click on Computers tab

Right click on a specific Computer or highlight a number of Computers
Select Auto Deploy

Select Enable or Disable

(@ Webroot SecureAnywhere with Unity — o X

WEBROOT Computers @ ShowAll v Actions w  Configure v Refresh

@webroot.com

Select a Client

All Clients ~| &

T —— e - Auto Depioy | Automate cans | SSM [ Installation | Agent || Attention |Realtime | || Remedi.. _ | Active |Policy Endpoint
Overview Status | Status Version Required | Shield Enabled | Threats | Name Keycode

Clients Send Agent Command i Yes.
Weby M | eorosk pofey 4 SR 64 Enabled  Enabled N/A Not Installed N N N N o
febroot ein | ter x4 Enable nable: v ot Installe o o o o
Computers Auto Deploy »|[ [ Disabe

K Test M N e NA Notinstalled No Ne Mo N 0
Socations o " Automate Scans *|[ visables auto depioyment on this computer [**** ot nstalle ° o

Webroot Main N CpenlCompute]| 10 Pros64 Enabled  Enabled GSM Installed 902437 05/02/2019 13:5047 UTC No Yes Mo Yes 0 Unmanaged C

GSM Portal Webroot Main “SERVER-2008  Microsoft® Windows Server® 2008 Enterprise  Enabled  Enabled GSM Installed 902118 01/09/2018 18:55:18 UTC No Yes  No Ves 0 Workstation @

Settings J I D

Last data update: 20/10/2010 08:03:11 UTC
Help

o Disable — This will exclude the selected computer/s from automatic installation of the Webroot software.

¢ Enable — This will enable automatic installation of the Webroot software on the selected computer/s.
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Automate scans

You can run Webroot security scans directly within the plugin. If you want the ability to scan any Webroot
endpoint from the plugin, then Automate scans must be Enabled.

Note: Automate scans are totally independent from Webroot Policy or Webroot Console initiated scans.
Automate scans can be Enabled or Disabled at two different levels:

Client — Enabled by default
Computer — Enabled by default

To Enable or Disable ConnectWise Automate plugin initiated scans follow the steps below:

Click on Computer tab

Right click on a specific Computer or highlight a number of Computers
Select Automate Scans

Select Enable or Disable

(@ Webroot SecureAnywhere with Unity - o X

WEBROOT Computers @ ShowAll v Actions w  Configure v Refresh

@webroot.com

Select a Client

All Clients = | &

GSM nstallation |Agent [ Attention | Realtime | | [ Rem Active | Policy Endpoint

- edi
e Lecten Cemeute & TS e ) R [ T < Required | Shield Enabled | Threats | Nome Tt

Overview

»

Yes.

Clients Send Agent Command >

Computers Webroot Main [ Webroot policy ¥ Server 2008 R2 Datas %64 Enabled Enabled NA Not Installed No No No No. 0
Auto Deploy »

Locations Ko Test Main ' Atomate Seans g o= Enabled  Enabled nA Not Installed o No Mo No 0

Webroot Main N Open Computer Enable Ensbled  Enabled GSM Installed 902437 05/02/201 13:50:47 UTC No Yes Mo Yes 0 Unmanaged

o

GSM Portal Webroot Main SERVER 2008 Microsoft® Windowd_EXcludes scans for thiscomputer Ly grpteq GsM Installed 902118 01/09/2018 18:55:18 UTC No Yes Mo Yes 0 Workstation [

« I} >

Settings
Last dista update: 20/10/2019 080311 UTC

Help

e Enable — This will Enable scans from any of the trigger scan ConnectWise Automate scripts or plugin based
Webroot agent commands.

e Disable — This will Disable scans from any of the trigger scan ConnectWise Automate scripts or plugin
based Webroot agent commands.

Note: If scans are Disabled on Computer level, it will override the Client level being Enabled or vice versa.

Deactivate
With an update to version 4.0 of the plugin, you can now deactivate a computer(s) from the Computers page.
This means that the Webroot agent will attempt to remove the Webroot software from the selected devices.

To deactivate a computer:
Right click on the computer row. Alternatively, you can use the Configure button on the top right on the page
Select Deactivate
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0 Webroot SecureAnywhere with Unity = O X
WEBROOT Computers o Show All v Actions v Configure v Refresh
@ kajwani@opentext.com

Select a Client Drag g o
All Clients ~| &
. GSM | DNSP Traffic

‘Chen( }Locahon Computer Health Check ; 0os Auto Deploy] Deactivated Status | Last 24 Hours
Overview

cws_test! locl QADENLNZCW249 Q Microsoft Windows 10 Enterprise x64  Disabled Yes GSM 0
Clients

cws_test! locl qadeninzcw250 o Microsoft Windows 10 Enterprise Disabled Yes GSM 3
Computers

’

Locations

cws_test2 locl QADENLNZCW251 (V] Send Agent Command 4 Disabled | Yes GSM 0

o Webroot policy » -
cws_test2 locl QADENLNZCW252 - 64 Disabled Yes GSM 178
| Deactivate |
cws_test3 locl  QADENLNZCW247 [x] Auto Dpnios : 0
Autom
Open Computer
GSM Portal
Settings - . »
Last data update: 29/06/2022 22:06:36 UTC

Help

Points to remember about this feature:

You can select one or multiple computers to deactivate at once.

A new column “Deactivated” with a value “Yes” indicates a deactivated computer

Once a computer is deactivated, the computer will not be updated anymore and Auto Deploy will be set
to disabled.

On a deactivated computer, the user will not be able to run any commands on change policy for this
computer. The right click context menu, the Actions and the Configure button will be disabled.

Webroot provides an option to reactivate a device that has been deactivated. If there arises a need to
reactivate the device, the user is required to do so through the Webroot console.

vV YV VVYVY
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Locations

The locations dashboard allows you to set Auto Deployment options, as well as directly open the location from
the dashboard.

Auto Deploy

The Automate plugin is designed to automatically install Webroot endpoint security software whenever an
Automate client is installed. Auto deploy is Enabled by default at Computer level. Enabling Auto deploy at
Location level will turn on auto deploy for ALL endpoints in that Location. If you wish to restrict the deployment
of Webroot security software the specific endpoints, then this must be done at the Computer level by Disabling
auto deploy to specific endpoints such as Servers, BEFORE enabling Auto deploy at the Location level.

Auto deploy can be enabled or disabled at three different levels:
Client — Enabled by default

Location — Disabled by default

Computer — Enabled by default

The above arrangement provides complete flexibility in Enabling/Disabling Auto Deploy at any level depending
on specific requirements.

NOTE: Auto deploy will ONLY work if ALL levels are set to Enable.

To Enable or Disable Auto Deploy follow the steps below:

Click on Location tab

Right click on a specific Location or highlight a number of Locations
Select Auto Deploy

Select Enable or Disable

Q Webroot SecureAnywhere with Unity = (] X
WEBROOT Locations @ Configure v Refresh
@webroot.com
Select a Client
All Clients ~| &
Client 4. | Location Auto Deploy
Overview ) .
Clients K Test Main || Auto Deploy »|  |Disable /
Computers ) Open Location | | Enable & |
LabTech Test Client  Virtual Macmmes
Locations | Enables auto deployment ‘
m & Co London Disabled
T & Co Remote Disabled
Webroot Main Enabled
GSM Portal Webroot New Computers Enabled
Settings
Last data update: 19/10/2019 15:25:36 UTC
Help

e Disable — This will exclude the selected Location/s from automatic installation of the Webroot software.

e Enable — This will enable automatic installation of the Webroot software on the selected Location/s.
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GSM Portal

This feature launches the default system browser to the URL https://my.webrootanywhere.com/
to allow additional admin tasks from the GSM console.

@ wet SecureAnywhere with Unit ] y
WEBROOT Computers @ Show All ¥ A . Refresh
o @opentext.com

1
i v — O X
@ Webroot Identity Portal x +

Select a Client
— C' @& identity.webrootanywhere.com/v1/Account/login e ovw O &
AllClients ~| & GSM

Client ~ pated Status
Overview ®

WEBROOT
Clients

testauto: an opentext company
Computers

DNS Daf GSM
Locations

Opentex| LOGIN GSM

Ll cws_test|
cws_test| Email / Phone 0 GSM
‘@opentext.com
Password Forgotten Password?
Looking to renew your license? Get Started
sumer Release Notes Business Release Notes Webroot Community
Website Terms Of Service Privacy Statement License Agreement
GSM Portal -
Settings - ! .
Last data update: 10/11/2022 2:57:35 PM UTC

Help
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Settings

The settings tab allows you to enter the Webroot Unity API credentials as well as set a number of additional

alerts and actions.

API Authentication
Allows the ability to enter and save Webroot Unity API credentials.

The connection status is shown on the top left corner of all the tabs in the plugin, this allows the user to be

aware of any connection issues. Below is what a disconnected plugin looks like:

Clients @

Show AR -

WEBROOT

A Ouconvected

Comgun ~

Select » Cleevt
Ml - O - a
Chemt Wetroot Soe Wetroot Ste Satha  Wortataton Growp  Sevver Growp  Aute Depioy St Kepcode

Overview il CormeTiWae - Men (omroTiVee - VA S At Drtas (o Cotmst Cronp Corabamt !
Chents CommectiWian < OpenTent CommectWor - OpenTee Acve Oetaur Group Oetau Group Dvadies ‘
Computen
Locatons
OSM Portsl
Zertngs L A 2

Last dots cpdote WOTL2002 20921 PMUTC
Help

A successful connection is shown with a green tick on the left top corner of all tabs in the plugin.

o Webroot SecureAnywhere with Unity —

WEBROOT  Settings @
I @opentext.com API Authentication Webroot Agent
- Good Eonnaciion Logout [ Disable Webroot agent Uninstall in Apps & Features
Select a Client
AllClients ~| & Last §
ync
Sy Dets 10/11/2022 08:09:54 Alerts and Pop-ups
Overview (CJ Enable additional alerts when computers are in an "Attention Req state
Clients [C) Enable reboot pop-ups when comp areinan " Req state
eopurans (] Enable additional alerts when computers stay infected for longer than | 2
Locations = :
[_] Enable alerts when endpoint is stale for longer than | 7 v days
(V] Enable expired license alerts
User Sec
(] Disable User Sec
GSM Portal
Settings
Help
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The Sync Data button allows the user to sync plugin data with Webroot Unity API. The synchronization
automatically happens every 6 mins, but this button provides a manual option to sync data. Additionally, the
timestamp of the last successful sync is displayed here on the Settings page.

‘ Q Webroot SecureAnywhere with Unity
|

| WEBROOT Settings @

o @opentext.com API Authentication

Good Connection
Select a Client

Logout

All Clients ~| &5
Sync Data

Overview
Clients
Computers

Locations

GSM Portal

Settings

Help

Webroot Agent

Webroot Agent

|_| Disable Webroot agent Uninstall in Apps & Features

Alerts and Pop-ups

|_J Enable additional alerts when computers are in an "Attention Required” state

(] Enable reboot pop-ups when computers are in an "Attention Required” state

|_J Enable additional alerts when computers stay infected for longer than 2 hour
|_J Enable alerts when endpoint is stale for longerthan 7 days

|_J Enable expired license alerts

User Sec

|v| Disable User Sec

The Disable Webroot agent Uninstall in Apps & Features setting, when checked removes the Uninstall

feature within Windows.

@ Webroot SecureAnywhere

Uninstall

NOTE: This feature is OFF by default and is only applied during installation of the Webroot agent.

Alerts and Pop-ups

Alerts and Pop-ups will allow you to enable/disable alerts from monitors.
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0 Webroot SecureAnywhere with Unity = [m} X

WEBROOT Settings @

© 1., i@opentextcom API Authentication Webroot Agent

sable Webroot nsta Apps & tures
= Cond Comniitog Logout _| Disable Webroot agent Uninstall in Apps & Feature
Select a Client

~

All Clients ~| & = Last Sync

Sync Data 1011 3:‘;2‘13:)3 Alerts and Pop-ups
Overview | Enable additional alerts when computers are in an "Attention Required” state
Chients /| Enable reboot pop-ups when computers are in an "Attention Required” state
Computers Enable additional alerts when computers stay infected for longer than | 2 hours
Locations _| Enable alerts when endpoint is stale for longer than 7 days

| Enable expired license alerts
User Sec
_| Disable User Sec

Save

GSM Portal /

Settings

Help

e Enable additional alerts when computers are in an “Attention Required” state
Tied to the “Webroot 3 — Attention Required” monitor that will create an actionable ticket for techs.

To keep the malware reporting noise down to a minimum, we have created a new “Attention Required” alert
specifically designed for MSP environments. This alert is raised if an endpoint remains infected after 2
contiguous 12-hour checks from the point of infection detection. If the endpoint is switched off during one of the
12-hour checks or in the process of performing a scan at the end of a 12 check, the counter will be reset for
another 12 hours. In practice, the “Attention Required” alert will be true if the endpoint remains infected after
about 36 hours. This ensures the endpoint has gone through at least 1 reboot/scan cycle before raising the
Attention Required flag.

Important Note: The “Attention Required” flag in the plugin is distinctly different than the “Needs Attention or
Devices Requiring Attention” state in the Webroot Console, which is set as soon as an infection is detected.
Each indicator works independently.

e Enable reboot pop-ups when computers are in an “Attention Required” state
Tied to the “Webroot 3 — Attention Required” monitor that will create an actionable ticket for techs.

Sometimes, for the Webroot agent to fully remediate a persistent threat, or to declare an endpoint free of
malware, one or more reboot cycles may be needed. If users do not shutdown their PCs overnight then it could
remain infected. Enabling the “reboot pop-up alert” after the “Attention Required” flag is set will ensure a pop-up
alert is sent to the end users’ device at midday, informing the user to reboot.

e Enable additional alerts when computers stay infected for longer than x hours
Tied to the “Webroot 3 — Active Infection” monitor that will create an actionable ticket for techs.

When a Webroot agent stays infected for longer than the amount of hours defined (2, 8, 12, 24) an additional
alert will be triggered via the “Webroot - Active Infection” Internal Monitor. This alert is useful for customers who
need to be informed of persistent infections as quickly as possible.

e Enable alerts when endpoint is stale for longer than x days

Tied to the “Webroot 3 — Stale Agents” monitor that will create an actionable ticket for techs.
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If a Webroot agent fails to successfully check-in to the Webroot cloud for longer than the days defined (7, 15, 30,
60, 90) an alert will be triggered via the “Webroot - Stale Agents” Internal Monitor.

e Enable expired license alerts
Tied to the “Webroot 3 — License Expired” monitor that will create an actionable ticket for techs.

When a Webroot agent’s license expires it will trigger an alert via the “Webroot - License Expired” Internal
Monitor. Under normal circumstances all licenses are tied to the GSM Parent Key and should not expire,
however, if you notice this alert, then it could indicate an issue with the endpoint.
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Help
e Customer Support — The Get Customer Support button opens the systems default bowser to:

http://www.webrootanywhere.com/howcanwehelpbusiness.asp

e Webroot Community — The Go to Webroot Community button opens the systems default browser to:

https://community.webroot.com/t5/Business/ct-p/ent0

e Webroot Manual — The Go to Webroot Manual button opens the PDF manual page in the default reader:

https://download.webroot.com/RMM/Automate/Webroot Integration for ConnectWise Automate User Guide.p

df

@ Webroot SecureAnywhere with Unity - a *
WEBROOT Help
(/] Bwebroot.com Customer Support
Webroot customer support is always available if you have a questicn.
Select a Client -
S — %2 Get Customer Support
All Clients ~| &
Overview
) Webroot Community
Clients
Discuss security topics with peers, talk to experts, and share your ideas,
Computers
. @  Go to Webroot community
Locations
Webroot Plugin User Guide
Open documentation on how to use this plugin. (Refresh browser cache to ensure the latest version of the document.)
ESM Portal @  Go to Plugin User Guide
Settings
Help
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Computer Plugin Page

The computer plugin page provides additional details about the endpoint state such as shield status, scan
statistics and agent status. Endpoint specific settings such as auto deploy, automate scans and endpoint policy
can also be set.

To access the Computer plugin page, open a specific computer either within the Webroot plugin, for example, by
double clicking on a computer and then click on the plugin icon and select Webroot SecureAnywhere with Unity

LabTech Test Client/Virtual Machines/NGWINT- LABTECH (2) Phone: - (Prinvary) / - O x
LabTech Test._/Virtual Machi ) op OO
o @Y

e o211
[ Newnr-tastech Show Details

o
Webroot

SecureAnywhere with Remote Access
Unity

Standards & Health Ignite

EEl- a2y @AW AT -
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This page contains details about the Webroot agent, gives the ability to Enable Auto Deploy and Automate
Scans, set a permanent or temporary Webroot Policy, as well as issue all Webroot agent commands available in
the plugin via the Action drop down menu.

LabTech Test Client/Virtual Machines/NGWINT-LABTECH (2) Phone: -- (Primary) - [m]
LabTech Test../Virtual Machi. oRKeROLE 2 o OO @ D ﬁ
idi 01:0214
NGWINT7-LABTECH e > 00
Webroct SecureAnywhere with Unity
WEBRO l? System Actions « | | Refresh
System Protection
Scan Statistics Agent
Threat History + Realtime Shield © ID Shield

Last Scan 19/07/2018 12:06:11 UTC Engine Version 9.0.20.31

@ Offline Shield + Phishing Shield
Last Scan Duration 39 Signature Update 19/07/2018 12:05:24 UTC

+ Rootkit Shield v USE Shield
Files Scanned 21610 Expiration Dats 04/0672020 08:00:00 UTC

© Web Threat Shield
Scheduled Scan Enabled Enabled Days Remaining 686
Scheduled Scan Time 04:00 Silent Install Disabled
Active Threat Count g GSM Status GSM
Total Scans 76
Total Threats Removed 65

Settings Commands

[+ Auto Deploy No commands running.
[+] Automate Scans

Assigned Policy: No remediation policy  Assign Policy

Last data update: 29/08/2018 10:52:53 UTC

lanite Remots Ac..  Standards..

o RAMWACIZRY ®AW

M D oox =
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Threat History

This contains all threat information and details on that Webroot agent.

LabTech Test Client/Virtual Machines/NGWIN7-LABTECH (2) Phone: -- (Primary}

Show Details
Webroot SecureAnywhere with Unity

WEBROOT Threat History

'WORKGROUP\ (V]
LabTech Test.../Virtual Machi. z o OO
NGWIN7-LABTECH oo e 010214 eSS

Refresh

System

Threat History

Drag a column header here to group by that column

| Filename

UTC Adware ZQuest

017062017 10:32:00 UTC W32 Trojan Backdoor-Ciadoor
01/06/2017 10:32:00 UTC W32 Trojan.Trojan-Downloader-Peregar
01/06/2017 10:32:00 UTC W32 Trojan.Trojan.Gen.X

01/06/2017 10:33:00 UTC Adware ZQuest

017062017 10:33:00 UTC W32 Trojan Backdoor-Ciadoor
01/06/2017 10:33:00 UTC W32 Trojan.Trojan-Downloader-Peregar
01/06/2017 10:33:00 UTC W32 Trojan.Trojan.Gen.X

01/06/2018 09:06:00 UTC W32 Trojan.Trojan Gen X

01/06/2018 09-:07-00 UTC  Adware ZQuest

01/06/2018 09:07:00 UTC W32 Trojan.Trojan-Downloader-Peregar
01/06/2018 09:07:00 UTC W32 Trojan.Trojan-Downloader-Peregar

01/06/2018 08:07-00 UTC  Adware ZQuest

01/06/2018 09-:07-00 UTC W32 Trojan Trojan Gen X

| Pathname

Ausers\ I eofemosTTT444

clusers\

clusers)

clusers)

clusers\,

clusers\

clusers\

clusers\

clusers

cusershi

clusersh|

clusersy

clusersly

clusersit

wmsnv dil
\endr32a.dil
\clipuser32.dll
wcofemoz777444 dll
wmsnv1dil
iendr32a.dil

wlipuser32.dil

d\1c9cE164\spy iteleli 32.dll

d\1c8c6164\spy it fe 777444 dll

cndr32a.dil
cofemoz777444 dil

dlipuser32.dll

d\1c9cE164\spy i dr3za.dil

lanite Remots Ac..  Standards..

[ oo RADICTEY

EE®ANEEZ MDD o 1%
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Monitors

1. With the plugin installed, from the Main Toolbar of the Automate Control Center, click the Monitors button.

&

M Main  View

isplay  Status: IN  Active Timeslips L

. Refresh @ Dashboard .’ Monitors % Alerts & Info

{&} Webroot - https:/,

<+ New
Dataviews
Monitors

Patch Manager
Schedules
Scripts

Searches

Templates

hostedrmm.com - U

This will display all the Automate monitors.

2. Click the Internal Monitors tab.

3. Filter on webroot.

You should see six monitors:

Webroot - Stale Agents
Webroot - Reboot Needed
Webroot - Not Installed
Webroot - License Expired
Webroot - Attention Required
Webroot - Active Infection

M Al Monitors

2

Remote Agent Monitt—=- Remote Network Monitors  System Monitors  Locations Intemal MO'\‘OfS

No Filter ~ Y Search ~ | Clear & || Options ~

Monitor Name Monitor Status Monitor Duration
. Webroot - License Expired | Detected | Every Hour
< Webroot - Active Infection  NoProblems Every Hour
- Webroot - Atertion Reaured 3 DG | e Hou
- Webroot - Not Installed RGP | Every 5 Minutes
- Webroot - Reboot Needed . NoProblems Every Hour
- Webroot - Stale Agents ~ NoProblems Every Hour

Page Size | 37 | Page# 4 ‘LJ p of1

Monitor Scan Date

1171072022 16:03:58
11/10/2022 16:03:58
11/10/2022 16:03:58
11/10/2022 16:48:14
11/10/2022 16:03:58
11/10/2022 16:03:58
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Monitor Next Scan

11/10/2022 17:03:58
11/10/2022 17:03:58
11/10/2022 17:03:58
11/10/2022 16:53:14
11/10/2022 17:03:58
11/10/2022 17-03:58

1

Alert Template Name

Default - Create Automate Ticket
Webroot - Active Threat

Default - Create Automate Ticket
Webroot - Install Agent

Webroot - Reboot

Default - Create Automate Ticket
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CW Automate Group

The ConnectWise Automate group created is Webroot SecureAnywhere and will contain all computers from the
Automate system that have Webroot installed on them. It's a sub-group of Antivirus Management group.

Scripts

The CWA scripts created are:

Webroot - Customer Support Diagnostics
Webroot - Install SecureAnywhere
Webroot - Reboot Needed

Webroot - Trigger Deep Scan

Webroot - Trigger Full System Scan
Webroot - Trigger Scan with Cleanup

Webroot - Uninstall SecureAnywhere

Antivirus : Webroot SecureAnywhere

. Scripts 7
= Scripts
+ _System Automation + Add
Actions
- Antivirus Name Scri.. Script Target
Webrogt LA webroot - Customer Support Diagnostics Computer
+ Autofix Actions
+ Maintenance Webroot - Install SecureAnywhere Computer
Messaging Webroot - Reboot Needed Computer
Scheduled Commands
+ Software Webroot - Trigger Deep Scan Computer
Webroot - Trigger Full System Scan Computer
Webroot - Trigger Scan With Cleanup Computer
Webroot - Uninstall SecureAnywhere Computer
184 <

Clients 5 | Locations 6 | Agents 8

Folder

Webroot Secure...
Webroot Secure
Webroot Secure
Webroot Secure.
Webroot Secure
Webroot Secure

Webroot Secure
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Database Tables

The new 4.0 comes with a fresh and improved database structure. The migration of all user data happens at the
time of upgrade from a lower version to Webroot 4.0. If you have direct access to your database, you can verify
the needed tables were created.

The following new database tables should have been created for Computer data:
e plugin_webroot_sa_cd_consolegsm

e plugin_webroot_sa_cd_skystatusgsm

e plugin_webroot_sa_cd_skystatussite

e plugin_webroot_sa_cd_threats

e plugin_webroot_sa_cd_dnsstatus

The following new database tables should have been created for Clients data:
e plugin_webroot_sa_cld_sites

e plugin_webroot_sa_cld_dnssummary

The following new database tables should have been created for Computer settings:
e plugin_webroot_sa_cs_basic

e plugin_webroot_sa_cs_policies

The following new database tables should have been created for Plugin settings:
e plugin_webroot_sa_pls_auth

e plugin_webroot_sa_pls_basic

The following new database tables should have been created for Location and Clients settings:
e plugin_webroot_sa_Is_basic

e plugin_webroot_sa_cls_basic
The user data from the following (old) database tables will be migrated to the new DB structure:

e plugin_webroot3_api

e plugin_webroot3_clients

e plugin_webroot3_computers
e plugin_webroot3_locations

e plugin_webroot3_settings

e plugin_webroot3_threathistory

Page 65 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



¢ WEBROOT

an opentext company Integration for ConnectWise Automate User Guide

Adding/Updating Plugin via Plugin Manager
To add or update a plugin via the LabTech Plugin Manager follow these steps in the LabTech Control Center.
To add or update the plugin:

1. Loginto the LabTech Control Center.
2. From the Help menu, select Plugin Manager.

Links Tools | Help
b Info & Ti Online Manual

Getting Started Wizard

; Plugin Manager

Server Status

Show Tips
About
1!
£} Webroot - https:// hostedrmm.com - U
=+ New

¥ Configuration
Favorites
General

Solutions

Plugin Manager

Solution Center

Users and Contacts

3. Select Advanced -> Manage Plugins -> Add Plugin or Update Plugin.

R g Ve »
3
® Dume 2 e - 3
M rasiet Aoy " e . P At Denewee vy . nates | .y Tot ot P .
o - . a
E 1 g ' PR L ity PaieMuges o
D [ Cumnwemag . LA | e e mwrage Sarouwd ... | Snters X ;
& - wAGsw 1gve Crbs Lete Peanth o e W — T —
) 4 . Poma o Pagn
O < T e et e
Lyters PMge
—
e e e
-—-—- - ———— —— -
--
" » -
5 sowtorrerne A e S ——— -
.‘_‘_‘ o yvw b . Mo e e benere g ey - v [e—
O s hrene v et Pe Moy tngre —
_':,‘ —rmn e e . Ta Pt o e g e et
S e e e -,
) " et G - WA Fu el Sl Cand e LT e
T hanas bt At e e A,

Page 66 | © 2022 Webroot Inc. All rights reserved. | Proprietary and Confidential Information November 1, 2022



\0/ WEBROOT

an opentext company Integration for ConnectWise Automate User Guide

e When adding a new plugin — If it has Remote agent functionality, you must select the Remote Agent
checkbox before clicking the Save and Close button.

Enter the required plugin information .
Name I -

Author lSl.!u:k Bdvisars, LLC

N |

[w Remote Agert

Fi&name[ - ——

Dezcription

¢ When adding a new plugin — After the plugin is added and displays in the Plugin Manager, select the
plugin, then click the Enable icon.

| fi Enable 4 Disable

Mams Ve,.. = Author Description
SeresnConnect Re...  3.1... .. | The ScresnConnect Remate plu
E:E::re-s-rr:::nns_--:r phugn 3.1.... |Lab... | The SceenConnect plugn allows

v l_T License Mana... | 3.0.5.0 Lab.. | LabTech License Manager -

e When updating a plugin, you must select the desired plugin in the table.
4. Reload the Plugins. This will ensure the plugin has fully loaded on the server and remote systems.
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5. Select Advanced -> Reload Plugins -> Reload DBAgent Plugins, then select Update Remote Agent
Plugins, then select Reload Control Center Plugins.

e The order in which the reloads happen should be as described.

e When the Remote Agent and DBAgent are updated/reloaded it will restart the database agent, wait for
that to finish restarting before moving on to the next update/reload.
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Known issues

Below are the known issues with this release:

1. Issue description: The uninstallation and health check of Webroot agent from Mac endpoints running
0OSX 10.15 or newer may not always work.

Issue Status: Will be resolved in the next release.

2. Issue description: Initial upgrade to 4.0 version, or a new Webroot agent installation on a computer may
see slight delay in the Automate Scans. s

Issue Status: Will be resolved in the next release.
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