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Introduction

The Webroot BrightCloud Threat Intelligence App for Splunk is a predictive threat
intelligence service that continuously monitors 4.3 billion IPs and identifies malicious
IPs that enterprises should detect in their IP traffic and respond to quickly before
those malicious IP activities lead to more costly security breaches.

The Webroot BrightCloud Threat Intelligence App for Splunk, hereafter known as the
Splunk app, detects and alerts users of malicious IP activities in their infrastructure
by doing the following:

e Regularly downloading the most up-to-date malicious IP database from
BrightCloud.

e Comparing IP traffic logs stored inside Splunk against the malicious IP database
downloaded from BrightCloud.

e Detecting and alerting users of malicious IP activities found in their IP traffic logs.

CUSTOMER PREMISE INTERNET

Webroot BrightCloud Threat - BrightCloud

Incoming & Outgoing Imelligence app (Sphmk BDD] IP Reputatlon

IP stored in Splunk Database

splunk

Note: This document reflects information and images for Splunk Version 6.2.
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Prerequisite

The Webroot BrightCloud Threat Intelligence app v1.5 supports Splunk Enterprise
v6.0 and higher. The rest of the documentation assumes the user already has a
Splunk Enterprise v6.0 or higher deployed and that the user has a valid userid to
download apps from apps.splunk.com.

Installation and Configuration

This document assumes that the user has already downloaded the Splunk app from
apps.splunk.com. If not, please navigate your browser to apps.splunk.com, search for
Webroot BrightCloud Threat Intelligence and download it to your local directory.

This section contains instructions on how to:

e Install and configure the Webroot BrightCloud Threat Intelligence app
e Uninstall the Webroot BrightCloud Threat Intelligence app

To install and configure the Webroot BrightCloud Threat Intelligence App for
Splunk:

1. Log in to Splunk Web as administrator.
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2. On the Home page, click the blue Apps icon.

Explore Splunk Enterprise

Search & Reporting

Add Data

Add or forward data to Splunk
Enterprize. Afterwards, you may
extract fields.

Splunk Apps [2

Apps and add-ons extend the
capabilities of Splunk Enterprize.

3. Click the Install app from file button.

Apps

Browse more apps |_Install app from file | } Create app

The system displays the Upload app page.

Upload app

Apps » Upload app

Upload an app

If you have a .spl or tar.gz app file to install, you can upload it using this form
You can replace an existing app via the Splunk CLL [ Learn more

File

Choose File | Mo file chosen

] Upgrade app. Checking this will overwrite the app if it already exists.

Cancel

Upload
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4. In the File field, click the Choose File button and browse to the file to select it.

Upload app

Apps » Upload app

Upload an app

If you have a .spl or tar.gz app file to install, you can upload it using this form
You can replace an existing app via the Splunk CLL. p# Learm more

File

(Ghuuse File Splunk.app )

O Upgrade app. Checking this will overwrite the app if it already exists.

Cancel Upload

5. Select the Upgrade app checkbox.

Upload app

Apps = Upload app

Upload an app

If you have a 5pl or tar.gz app file to install, you can upload it using this form
¥ou can replace an existing app via the Splunk CLI. % Leam more

File

Choose File Splunk.app

@' Upgrade app. Checking this will overwrite the app if it already exis@

Cancel Upload
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6. Click the Upload button.

Upload app

Apps » Upload app

Upload an app

If you have a spl or tar.gz app file to install, you can upload it using this form
You can replace an existing app via the Splunk CLI. % Learm more

File

Choose File Splunk.app

v Upgrade app. Checking this will overwrite the app if it already exists.

Cancel

U ELTGT L P TG T CE G LY LA A T WEBROOT

7. To complete the installation, click the Restart Splunk button.

Upload app

Apps » Upload app

@ Restart required
You must restart Splunk to install this app

Installation will be completed after Splunk has restarted

Festart later

Restart Splunk
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The Install successful message displays.

Upload app

Apps » Upload app

0 Install successful
App setup required

You must set up your new app before you can use it.

8. Click the Set up now button.

Upload app

Apps » Upload app

@ Install successful
App setup required
You must set up your new app before you can use it.

Set up later ' Setup now .I
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The system displays the Configuration window.

Apps

WEBROOT

splunk>
Webroot_BrightCloud_Threat_Intelligence

BrightCloud License Configuration

Your UID

Cancel

Please enter your UID below. If you do not have a UID or have trouble with it, please contact splunk@webroot com

e

9. In the field, enter your UID. This personal license key will be used during the

update process.

splunk:

Apps ~

Webroot_BrightCloud_Threat_Intelligence

BrightCloud License Configuration
Please enter your UID below. If you do not have a UID or have trouble with
Your UID

XOOCOCA-XOCK-XCOCXCOA-XOOCCOOCOCK

Cancel

t

t, please contact spiunk@webroot.com

10.Click the Save button.

Apps

splunk>
Webroot_BrightCloud_Threat_Intelligence

BrightCloud License Configuration
Please enter your UID below. If you do not have a UID or have trouble with it
Your UID

XOOCOOOA-XOOKX0OOK X000

Cancel

+

please contact splunk@webroot.com
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The system displays the Manage Apps window. The message in the upper left of
the window indicates whether the app was successfully installed.

Administrator !

Apps

App "Webroot BrightCloud” was installed successfully

Install app from file | | Create app

11.Click the Splunk link.

Administrator Messages

Apps

App "Webroot BrightCloud” was installed successfully

Install app from file | | Create app

The system displays the Home page, with the icon for the Webroot BrightCloud
app in the left column.

splunk

Apps Explore Splunk Enterprise

>

Search & Reporting %

@ Add Data Splunk Apps[2

Add or forward data to Splunk Apps and add-ons extend the

Enterprise. Afterwards, you may capabilities of Splunk Enterprise.
extract fields.

Webroot BrightCloud
Threat Intelligence
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12.Click the Webroot BrightCloud icon.
plunk

Apps ©# Explore Splunk Enterprise

>

Search & Reporting

{:}

Add Data Splunk Apps 2
. Add or forward data to Splunk Apps and add-ons extend the
Webroot E'"ght':lDUd Enterprize. Afterwards, you may capabilities of Splunk Enterprise.

Threat Intelligence extract fields.

The first time you click the Webroot BrightCloud icon, the system displays the
EULA Acceptance page.

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

EULA Acceptance | -

More Info * |

-
]

YOUR ACCESS TO AND USE OF THE BRIGHTCLOUD SECURITY SERVICES IS CONDITIONED ON YOU ACCEPTING ALL OF THE TERMS AND CONDITIONS CONTAINED IN
THE BRIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT. IF THE IMMEDIATELY PRECEDING HYPERLINK DOES NOT WORK, IT MAY INDICATE A
PROBLEM WITH YOUR INTERNET CONNECTION. YOU NEED AN INTERNET CONNECTION FOR THE BRIGHTCLOUD SECURITY SERVICES TO FUNCTION.

Webroot (as that term is defined in the BRIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT) is solely responsible for the BrightCloud Security Services,
including, without limitation, for any warranties, maintenance and Support, notices and consents to be given to Users. By accepting the BRIGHTCLOUD SECURITY SERVICES
FOR ENTERPRISE AGREEMENT, you agree that Splunk does not in any way warrant the accuracy, reliability, completeness, usefulness, non-infringement, or guality of the
BrightCloud Security Services and that Splunk shall not be liable or responsible in any way for any losses or damage of any kind, including lost profits or other indirect or
consequential damages, relating to your use of or reliance upon this application or service. You further acknowledge and agree that by accepting the BRIGHTCLOUD
SECURITY SERVICES FOR ENTERPRISE AGREEMENT, Splunk may provide Webroot with information stored in Splunk’s systems about your configuration and usage of the
BrightCloud Service

(O I HAVEREAD AND AGREE TO BE BOUND BY THE BRIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT

Start using BrightCloud Threat Intelligence App for Splunk
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13.0ptionally, you can click the BrightCloud Security Services for Enterprise

Agreement link and review the EULA Acceptance document.

The system displays the Welcome to Webroot! Page, where you can review the

EULA agreement.

Note: If you do click the link, click the Splunk tab in your browser to

Page 11

WEBROOT

Welcome to Webroot!

United States,_ My Account My Cart

For Home For Business For Partners For Customers

Thank you for choosing Webroot for your security needs.

As stated in a Quote or Order, the following Agreements, as applicable, apply to the Webroot preducts and services you have purchased.

The Webroot Securednywhere
Business Selution Agreement applies
tothe following products:

Webroot® SecureAnywhere
Business — Endpoint Protection

Webroot® SecureAnywhere
Business — Mobile Protection

Webroot® SecureAnywhere
Business — User Protection

Pint this document

The BrightCloud Security Services for
Enterprise Agreement applies o the
following products:

BrightCloud” IP Reputafion Service

Print this document

WEBROOT SECUREANYWHERE BUSINESS SOLUTION AGREEMENT

THIS WEBROOT SECUREANYWHERE BUSINESS SOLUTION AGREEMENT
("AGREEMENT") IS A LEGAL CONTRACT BETWEEN WEBROOT INC. (IF YOU
ARE IN THE UNITED STATES OR CAMADA) OR WEBROOT INTERMNATIOMAL
LIMITED (IF ¥OU ARE QUTSIDE OF THE UNITED STATES AND CAMADA}
("WEBROOT"} AND YOU. AS USED IN THIS AGREEMENT, "YOU" REFERS TO
YOU AS AN INDIVIDUAL AND THE COMPANY ON BEHALF OF WHICH YOU ARE
USING (OR FACILITATING USE OF) THE SECUREANYWHERE BUSINESS
SOLUTION (AS DEFINED BELOW) AS AN EMPLOYEE OR AGENT ("COMPANY™).
¥OU REPRESENT AND WARRANT THAT ¥OU HAVE THE FULL CORPORATE
RIGHT, POWER, AND AUTHORITY TO ENTER INTO THIS AGREEMENT ON
BEHALF OF THE COMPANY, THAT THIS AGREEMENT HAS BEEN DULY
AUTHORIZED BY THE COMPANY, AND THAT THIS AGREEMENT WILL
CONSTITUTE THE LEGAL, WALID, AND BINDING OBLIGATION OF THE
COMPANY, ENFORCEABLE AGAINST THE COMPANY IN ACCORDAMNCE WITH
ITS TERMS.

M

BRIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT

THIS BRIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMEMNT
(*AGREEMENT"} APPLIES TO YOU, A USER OF THE DELIVERY SOFTWARE OR
BRIGHTCLOUD SERVICE, AND COMSTITUTES A BINDING, LEGAL AGREEMENT
BETWEEN WEBROOT AND YOU, AS AN INDIVIDUAL, OR, IF YOU ARE
INSTALLING ANY DELIVERY SOFTWARE OR EVALUATING, USING, OR
COMNMECTING TO THE BRIGHTCLOUD SERVICE AS AN EMPLOYVEE,
REPRESENTATIVE, OR AGENT, THE LEGAL ENTITY THAT EMPLOYS YOU OR
THAT YOU REPRESENT OR ARE ACTING ON BEHALF OF, AS MAY BE SHOWN
OMN AN ORDER (“YOU" AND, WHERE THE CONTEXT PERMITS, “YOUR™).

BY CONNECTING TO THE BRIGHTCLOUD SERVICE, CLICKING *| HAVE READ
AND AGREE TO BE BOUND BY THE BRIGHTCLOUD SECURITY SERVICES FOR
ENTERPRISE AGREEMENT", OR USING THE BRIGHTCLOUD SERVICE (THE
FIRST DATE ON WHICHANY SUCH ACTION OCCURS, THE "EFFECTIVE DATE"),
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, UNDERSTAND

return to the EULA Acceptance page.

| Webroot Inc.
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14.Select the checkbox, then click the Start using Webroot BrightCloud Threat
Intelligence App for Splunk button.

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

EULA Acceptance

YOUR ACCESS TO AND USE OF THE BRIGHTCLOUD SECURITY SERVICES IS CONDITIONED ON YOU ACCEPTING ALL OF THE TEH
THE BERIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT. IF THE IMMEDIATELY PRECEDING HYPERLINK DOES
PROBLEM WITH YOUR INTERNET CONNECTION. YOU NEED AN INTERNET CONNECTION FOR THE BRIGHTCLOUD SECURITY SE

Webroot (as that term is defined in the ERIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT] is solely responsibleg
including, without limitation, for any warranties, maintenance and support, notices and consents to be given to Users. By accepting
FOR ENTERPRISE AGREEMENT, you agree that Splunk does not in any way warrant the accuracy, reliability, completeness, useful
BrightCloud Security Services and that Splunk shall not be liable or responsible in any way for any losses or damage of any kind, in
consequential damages, relating to your use of or reliance upon this application or service. You further acknowledge and agree thg
SECURITY SERVICES FOR ENTERPRISE AGREEMENT, Splunk may provide Webroot with information stored in Splunk’s systems a
BrightCloud Service.

| HAVE READ AND AGREE TO BE BOUND BY THE BRIGHTCLOUD SECURITY SERVICES FOR ENTERPRISE AGREEMENT

QStan: using BrightCloud Threat Intelligence App for SplunkD

15.When you are ready, return to the Splunk page, and click the Webroot
BrightCloud icon.

splunk

Apps & Explore Splunk Enterprise

>

Search & Reporting

ﬂ.

@ Add Data Splunk Apps [2
. Add or forward data to Splunk Apps and add-ons extend the
Webroot E'"gm[:m”d Enterprise. Afterwards, you may capahilities of Splunk Enterprise.
Threat Intelligence extract fields.
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The system displays the Overview page, where you can access additional
functionality.

splunk App: Webroot BrightCloud Threat Intelligence

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

Overview

Why use Webroot BrightCloud Threat Intelligence App for Splunk?

The Webroot BrightCloud Threat Intelligence App for Splunk provides the following benefits to a Splunk user by integrating BrightCloud IP threat intelligence into Splunk:
- Real-time Threat Detection — Detect malicious IP activities in incoming / outgoing |P traffic logs indexed by Splunk
- Dynamic Alerts — Alert Splunk users of malicious IP activities detected so they can quickly respond and investigate.

- Security Analytics — Correlate BrightCloud IP reputation data with other data indexed by Splunk for correlation analysis & security analytics.

Contact info:
Contact splunk@webroot.com if you have any questions abour licensing for this Splunk app for BrightCloud.

To uninstall the Webroot BrightCloud Threat Intelligence App for Splunk:
1. Remove the app or add-on's indexed data.

Typically, Splunk does not access indexed data from a deleted app or add-on.
However, you can use Splunk's CLI clean command to remove indexed data from
an app before deleting the app. For more information, see Remove data from indexes
with the CLI command.

Note: This is an optional step.
2. Delete the app and its directory. This should be located here:
$SPLUNK HOME/etc/apps/<appname>

You can run the following command in the CLI:

/splunk remove app [appname] -auth <username>:<password>

3. You may need to remove user-specific directories created for your app or add-on
by deleting the files, if any, found here:

$SPLUNK HOME/splunk/etc/users/*/<appname>

4. Restart Splunk.
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How To Use

The app consists of several dashboards, which are described in this section.

Overview
The Overview tab displays the following information:

¢ The email address where you can contact Webroot to upgrade your license.
e A description of the Splunk app.

splunk App Webroot BrightCloud Threat Intelligence

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

Overview

Why use Webroot BrightCloud Threat Intelligence App for Splunk?
The Webroot BrightCloud Threat Intelligence App for Splunk provides the following benefits to a Splunk user by integrating BrightCloud IP threat intelligence into Splunk:

- Real-time Threat Detection — Detect malicious IP activities in incoming / outgoing IP traffic logs indexed by Splunk
- Dynamic Alerts — Alert Splunk users of malicious IP activities detected so they can quickly respond and investigate.
- Security Analytics — Correlate BrightCloud IP reputation data with other data indexed by Splunk for correlation analysis & security analytics.

Contact info:
Contact splunk@webroot.com if you have any questions abour licensing for this Splunk app for BrightCloud.
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IP Reputation Statistics

The Splunk app needs to first download the list of millions of malicious IPs from the
BrightCloud IP Reputation Service to a local IP reputation database. It will then
regularly update the local IP reputation database with updates from BrightCloud. The
local IP reputation database is used to correlate against log files indexed by Splunk
and detect malicious IP activities.

The IP Reputation Statistics tab displays information about the local IP reputation
database:

e The number of IP addresses contained in the database that have been
downloaded from BrightCloud Threat Intelligence Service.
e The version number and the build date.

splunk App: Webroot BrightCloud Threat Intelligence Administrator Messages Settings Activity Help Find

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts @ WEBROOT

.

IP Reputation Statistics Edit v | Moreinfo v

0 malicious IPs downloaded from BrightCloud™ IP Reputation Service for threat detection, alerts & security analytics

BrightCloud IP Reputation Service Download Configuration

Download the latest IP threat intelligence data from BrightCloud to detect malicious IP activities inside Splunk

To download the first version of the IP reputation database:
1. Do either of the following:

e From the Automatic download frequency drop-down menu, select a frequency
and then click the Apply button. This will trigger the initial download and
creation of the local IP reputation database as well as subsequent regular
updates to it. After installation, you can define the update frequency of the TI
db by setting the frequency from the Automatic download frequency drop-
down menu.

The first and initial download starts after the defined period of time of the
download frequency; for example, if you select the 12 hour period, the
download will run at 12 am and 12 pm every day.

If you don't want to wait for the scheduled download, we recommend that you

manually download the TI db, and you will be able to start working with our
app immediately.
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splunk App: Webroot BrightCloud Threat Intelligence

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Reputation Statistics

0 malicious IPs downloaded from BrightCloud™ IP Reputation Service for threat detection, alerts & security analytics

BrightCloud IP Reputation Service Download Configuration

Download the latest IP threat intelligence data from BrightCloud to detect malicious IP activities inside Splunk

Automatic download frequency

C 12 hours v | | Apply >

Note: You have to reboot the Splunk server for the changes to take effect.

Manual download

Download now

Note: You can manually download the latest IP threat intelligence from BrightCloud. This process may take several minutes. You can use the rest of
the Splunk product during the download process.

To manually trigger the download of the latest data from BrightCloud IP
Reputation Service to the local IP reputation database, click the Download
now button. Please note that this is a one-time operation. To set up regular
update of the local IP reputation database, select a frequency from the
Automatic download frequency drop-down menu.

splunk App: Webroot BrightCloud Threat Intelligence

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Reputation Statistics

1 2,353, 1 51 malicious IPs downloaded from BrightCloud™ IP Reputation Service for threat detection, alerts & security analytics

BrightCloud IP Reputation Service Download Confi i Last Update Info

BrightCloud IP Reputation Service

Version: 1.476.101
Date: Mon Jun 15 2015 09:52:00

Download the latest IP threat intelligence data from BrightCloud to detect malicious IP activities inside Splunk

Automatic download frequency
Download to Splunk app

12 hours v | | Apply
\—1 Last Update: Mon Jun 15 2015 16:59:34
Note: You have to reboot the Splunk server for the changes to take effect. Result: Update finished successfully.
Manual download
Goovmessnon )
Note: You can manually download the latest IP threat intelligence from BrightCloud. This process may take several minutes. You can use the rest of
the Splunk product during the download process.
|  Webroot Inc. | Proprietary and Confidential Information June 22, 2015
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The system displays the following information:

e The number of IP addresses contained in the database that have been
downloaded from BrightCloud IP Reputation Service.
e The version number and the build date.

splunk>  App: Webroot BrightCloud

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Reputation Statistics

11 ,836,41 6 ) malicious 1Ps downlozded from BrightCloud™ IP Reputation Service for threat detection, alerts & security analytics

BrightCloud IP Reputation Service Download Configuration | Last Update Info

BrightCloud IP Reputation Service

Download the latest IP threat intelligence data from BrightCloud to detect malicious IP activities inside Splunk Version 1 265 107

Date: 11/19/2014 7:10 AM

A ic download freq
Download to Splunk app
1 hour [=] [ apply
Last Update: 2014-11-19 16:00:19 UTC
Note: You have to reboot the Splunk server for the changes to take effect. Result: Update finished successfully.

Manual download

Download now

Note: You can manually download the latest IP threat intelligence from BrightCloud. This process may take several
minutes. You can use the rest of the Splunk product during the download process.

Keep in mind the following:

e It takes a couple of minutes for the update to take place as it downloads the
changes since the last update and merges those into the local database file.

e Additionally, you can set the frequency of the update to either 15 minutes, 1
hour, 12 hours, or 24 hours. If you change the frequency, you must reboot the
Splunk server for the change to take effect.
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IP Threat Analysis

The IP Threat Analysis tab lets you examine threats using time ranges, source types,
and other data points.

You can look for malicious IP activities in specific log files indexed by Splunk and
alert the info security team so that they can quickly respond and investigate these
activities. Use the IP Threat Analysis tab to accomplish this by:

e Selecting specific time frame when user wants to search for malicious IP activities
e Selecting specific log files for searching
e Selecting specific IP fields in those log files

To run a threat analysis:

1. From the Select a time range drop-down menu, select a time range.

splunk>  App: Webroot BrightCloud

Configuration Overview |P Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.

Could not create search. Could not create search.

2. From the Select a sourcetype drop-down menu, select a sourcetype.

A sourcetype is a log file that will be analyzed against the IP reputation database.
The user can select All to include all sourcetypes, or the user can select a specific

sourcetype.
splu nk App: Webroot BrightCloud
Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.

Could not create search. Could not create search.
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3. From the Select a field drop-down menu, select a data field in the log file specified

in the sourcetype selection.

A data field is the specific IP field inside of the log files that will be compared

against the IP reputation database.

Search

Alerts

splunk>  App: Webroot BrightCloud
Configuration Overview |P Reputation Statistics IP Threat Analysis IP Reputation Lookup
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.
All time v Q|- (

DX

Could not create search.

Could not create search.

4. Click the Submit button.

Search

Alerts

splunk App: Webroot BrightCloud
Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.
All time v &)

Could not create search.

Could not create search.

" Submit . Create Alert

Note: To correlate IP rep against multiple sourcetypes or fields, please
create merged sourcetypes and fields by combining multiple
sourcetypes or fields into singles in Splunk, and then come back to
this Splunk app to use those merged sourcetypes or fields.

The dashboard displays a table with the following information:

The proportion between good and bad IP addresses
Malicious IPs grouped by category and country.
Potentially malicious IP addresses.

A map with the threats’ geo-distribution.
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5. To create an alert, click the Create Alert button at the top of the page.

Configuration Overview IP Reputation 5t: IP Threat Analysis IP Reputation Lookup Search Alerts
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.
Last 24 hours v | [ an |+ | clientip o | BN submit
Breakdown of traffic into Good & Malicious IP addresses Malicious IP Addresses Grouped By Category
Malicious IP addresses Phishing
WebAttack
Botnets
Scanners
Proxy

Good IP addresses

When you create an alert, you will be notified of malicious IP activities detected
with BrightCloud Reputation.
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6. From here you can create a personalized alert.

Save As Alert X

Tite ||

Description optional

Alerttype | Scheduled ' Real Time |

Time Range ‘ Run every week v \

Schedule On | Mondayv | at | 600v |

Trigger condition ‘ Number of Resuits v \

Trigger if number of resuits ‘ is Greater than v IO

| Cancel | Next

For more information on how to create a personalized alert, see the Splunk Alerting
Manual.
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One-Click Lookup of Malicious IPs From IP Threat Analysis

In addition to creating an alert from the IP Threat Analysis tab, you can also click on
any malicious IP detected and look up additional info on that IP for investigation and

analysis.

To look up malicious IPs:

1. From the Select a time range drop-down menu, select a time range.

splunk>  App: Webroot BrightCloud

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.
(AII time V) Q| v Submit

Could not create search. Could not create search.

2. From the Select a sourcetype drop-down menu, select a sourcetype.

A sourcetype is a log file that will be analyzed against our IP reputation database.

splunk>  App: Webroot BrightCloud

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Threat Analysis

1. Select a time range. 2. Select a sourcetype. 3. Select a field.
All time ~ ( [x] -) v Submit Create Alert
Could not create search. Could not create search.

3. From the Select a field drop-down menu, select a data field in the log file specified
in the sourcetype selection.

A data field is the specific IP field inside of the log files that will be compared
against our malicious IP list.

splunk>  App: Webroot BrightCloud

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Threat Analysis

1. Select a time range. 2. Select a sourcetype. 3. Select a field.

Alltime v &l ( .) Submit

Could not create search. Could not create search.
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4. Click the Submit button.

splunk>  App: Webroot BrightCloud

Configuration Overview |P Reputation Statistics IP Threat Analysis |IP Reputation Lookup Search Alerts
IP Threat Analysis
1. Select a time range. 2. Select a sourcetype. 3. Select a field.
All time ~ Q|- v ‘ Submit . Create Alert

Could not create search. Could not create search.

Note: To correlate IP rep against multiple sourcetypes or fields, please
create merged sourcetypes and fields first, for example, combine

multiple sourcetypes or fields into singles, in Splunk and then come
back to this Splunk app.

The dashboard displays a table with the following information:

The relationship between good and bad IP addresses
Malicious IPs grouped by category and country.
Potentially malicious IP addresses.

A map with the threats’ geo-distribution.
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5. To view information on the IP Lookup page, click on a specific IP in the

dashboard.

The dashboard displays additional information about malicious IPs, which you can
use for investigation or incident response.

IF Reputation Lookup
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IP Reputation Lookup

Use the IP Reputation Lookup tab to check whether an IP is malicious or not. You can
enter an IP address, and get information about the IP address. If it's malicious, you
will see additional information about the IP, for example, where the IP is located,

what kind of threat the IP presents, etc.

To look up an IP’s reputation:

1. Within Splunk, click the IP Reputation Lookup tab.

splunk>  App: Webroot BrightCloud

Configuration Dverview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Reputation Lookup

1. Insert an IP address
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2. In the Insert an IP address field, enter a site’s IP address.

splunk>  App: Webroot BrightCloud

Configuration Dverview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Reputation Lookup

1. Insert an IP address

C DEEE

3. Click the Submit button.

splunk>  App: Webroot BrightCloud

Configuration Dverview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

IP Reputation Lookup

1. Insert an IP address

The system displays information about the IP’s reputation, including their status
and geographical information.

IF Reputation Lookup e e ik !
T ke e
4 2H 1S m
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Alerts

From the Alerts tab, you can manage all the alerts you created.

P Repataton Satuncy ¥ Thvea Anatyss ® Reptation L sckup

A Alerts

Aarts St 5 CONRON INS1 INGLNNS B0 SCUOA, SUCh B3 SANSG AN (e It CONANS U 1esuits of the SOOI Sesech 1o & et of
peceie CUCK U Pame 10 view U Akl Open e Shert in S4mch 1 fefiew e DMMTeters
< Ay A Yous Tres Agps

( Toe~ Acvons Owerset A g

Reputation A or) 9 St L v Serrcrsam BoghtOoud_ Threst_intel.  Pevate

To manage an alert:

1. Click on an alert to view the trigger history.

splunk>  App: Webroot BrightCloud

Configuration Overview IP Reputation Statistics IP Threat Analysis |P Reputation Lookup Search Alerts

A Alerts

Alerts set a condition that triggers an action, such as sending an email that contains the results of the triggering search 1o a list of
people. Click the name to view the alert. Open the alert in Search to refine the parameters.

2 Alerts All Yours This App's filter

i Title »

> @righlcloud |P Reputation AIe@

The system displays information about the alert.

Configuration Overview IP Reputation Statistics IP Threat Analysis IP Reputation Lookup Search Alerts

BrightCloud IP Reputation Alert

Enabled: ................. Yes. Disable Actions: .................... Send Email, List in Triggered Alerts. Edit
Alert Type: .. -.... Scheduled. Daily, at 0:00. Edit App: ... ... BrightCloud_Threat_Intelligence
Trigger Condition: ....... Number of Results is = 0. Edit Permissions: ... Private. Owned by demouser. Edit

2. From here you can do either of the following:

¢ Click Disable to disable the alert.
Click Edit next to any setting for the alert.

The system displays a window where you can edit the settings.
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3. In the Actions column, click the View results button.

WEBROOT
Malicious IPs £an v
Jocking for bad addresses
Ensdied Yes Disadle Actioon Lint in Trgoened Aty ot
Alert Type Realume E0a Azg BngreCioud_Threat imeligence
Trigges Condimon Perflesur Eon Permissions - Private. Owned Dy admin Eot

Trigger History
0 otr Doge v

TeggerTime
1 2014072503 1452 POT
201407250354 23 POT

2

The system displays the Statistics tab.

>y $ v ©
2 New Search Semirv O
SA00RSS JOUrCRL IR TICH-ranT | OMLR TIANI_LPT | rétate Tlett _ip” AS Ly | Jocwug 13 _externdlip If | MAAcch 1tentersul = “yest | Isokip getcategecies 19 | march Bator Oae Beve v Q
Categories 1= "+ | Lookup gecln®o ip | savews Geliss" * iy AS Coontry | rensee Ip A5 1P | comwert ciimel tise) o3
“Detecrion Tise® | 30rt « "Derection Yise® | table 1P,
s Jeveres (U105 40000 500 PM 1o 372014 322 53 540 AV) X v . + A S o Pt Auee v
Lorey Statres (2) Visusszasen

>
L Cacegores Cowntry Detaczon Teme
10035114 Proxy Viancn 0724201402 2242

) w3 Sxanes 4

Additionally, you can click any of the following tabs:

¢ Events
e Patterns
e Visualization

The following image reflects the fact that when executing a search within the app,
all retrieved raw events provide the option for a BrightCloud IP lookup from the
Events Action menu. This includes searches when originally coming from Alerts >
Open in Search.
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Get IP information for 1.10.97.216 into
BrightCloud API

Get location information for 1.10.97.216
into BrightCloud APl

Build Event Type

Extract Fields

Show Source ip = 1.10.97.216
11-41:03.000 AM

Type = Field Value Actions

Selected (] host~ 541948531 ~
‘source~ tcp3oso0 v
‘sourcetype v tcpraw v

Event [ | Categories~ Phishing v
(Jey~ Guangzhou v
[ coomry~ chna v
m Notortinn Tiono ORMAZMOIE 19-49 0%
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Using BrightCloud Data in Splunk Queries
BrightCloud IP Reputation data can be used both inside and outside of the Splunk
app in Splunk queries.

Go to the Search tab either inside or outside the Splunk app to access the Search
panel.

siunk

P el Lk P f
a \_} wWEBROOT

How to Search Wha 1o Search

T i e Tl Wil el P i) S, O w15 i1 118354508 Evants i e I mann e
e, CPRCROGE e 0o T AOIGWIG BT ES g .

T | Tetgr |2 Dt Sagmamary

Az Seppon FieaBug  Desusentmies Srwmey Pofiacy oD 200420114 Spiurd e A rights retarerd

Use the following commands in Splunk queries to correlate BrightCloud IP reputation
data with other data in Splunk. For more information, see Splunk Documentation.

e brightcloud getcategories
e brightcloud bcss info

brightcloud_getcategories

This command takes as input one field, named ip, and returns the category that the
IP address matches or a list of categories if the IP address matches more than one
category.

splunk App: Search & Reporting r Messages Settings Activity

Search Pivot Reports Alerts Dashboards Search & Reporting

Q New Search SaveAsv  Close
* | fields test_ip | rename test_ip AS ip | dedup ip | lookup brightcloud_getcategories ip | search Categories != "---" | table ip, Categories Last 4 hours v Q

| stats count by Categories
v

+ 13 events (9/3/14 3:05:00.000 AM to 9/3/14 7:05:01.000 AM) Job v A L & ® Smart Mode v

Events Statistics (4) Visualization

20 Per Page v Format v Preview v

Categories count
Botnets
Phishing

Proxy

sl |w | =

SpamSource
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Threat Categories
BrightCloud tracks IP threats across these categories:

e SpamSources

e WindowsExploits
e WebAttacks

e BotNets

e Scanners

e DenialofService
e Reputation

e Phishing

e Proxy

e Network

e CloudProviders
e MobileThreats

You can use these categories directly inside a Splunk search query:
Search Categories ="Proxy”

brightcloud_bcss_info

This command is used to get more contextual information about the IP, for example, where it came
from, what type of IP threat it is, etc. Query results are large because the system renames and
reformats to make the information more readable.

Note: Because this lookup performs a cloud lookup it should not executed against
large lists of IP addresses, due to latency of online lookup.

splunk>  App: Search & Reporting

Search  Pivot  Fepos  Alenis  Dashboards Search & Reporting
Q New Search SaveAsv  Close

| append [|stats count | eval count="1.22.65.92" | rename count as "brightcloud_ip"] | table brightcloud_ip | iplocation brightcloud_ip | lookup brightcloud_getcategories brightcloud_ip | Alltimev Q

| lookup brightcloud bcss_info brightcloud ip | eval Categories=replace(Categories, *,", ", ") | rename brightcloud_ip AS "IP address" | eval ip_status = if(ip_status

== "1", “"malicious”, "good") | rename ip_status AS "Threat IP status™ | rename domain AS "Unique domain name in Webroot Master DB" | rename domain_age AS “"Unique domain age™ | rename
threat_count AS "Number of times that IP address appeared on Threat IP 1ist” | convert timeformat="%m/%d/%Y %H:¥M:%S" ctime(current_release_date) AS “Current release date” | convert
timeformat="%m/%a/%Y %H:%M:%S" ctime(first_release_date) AS "First release date” | convert timeformat="%m/%d/%Y %H:%M:%5" ctime(last_release_date) AS "Last release date™ | rename
country AS Country | rename region AS Region | rename state AS State | rename city AS City | rename latitude AS Latitude | rename longitude AS Longitude | rename organization

AS “Organization where the IP belongs to” | rename carrier AS “"Carrier where the IP belongs to" | rename tld AS “Top-level domain™ | rename sld AS “"Second-level domain” | rename asn
AS "Autonomous system number where the IP belongs to" | fillnull value="---" | table "IP address"” "Threat IP status” Categories "Unique domain name in Webroot Master DB" "Unique domain
age" "Number of times that IP address appeared on Threat IP list" "Current release date" "First release date" “Last release date” City State Region Country Latitude

Longitude "Organization where the IP belongs to" “Carrier where the IP belongs to" “Top-level domain" “Second-level domain™ “Autonomous system number where the IP belongs to”

1 event (before 11/20/14 1:48:56.000 PM) Job v E 5 i & ® Smart Mode v
Events Pattems. Statistics (1) Visualization
20PerPagev  Formatwv Preview v
Number

Unique of times

domain that IP Carrier Autonomous

name in address where system

Webroot Unique = appeared = Current First Last Organization = the IP Second- number
P Threat IP Master domain  onThreat release release release wherethelP  belongs | Top-evel  level where the IP
address - | status - | Categories - DB age IPlist - | date date date Ccity State Region - | Country - | Latitude ~  Longitude - | belongsto = | to domain - = domain - belongsto
1226592 malicious Proxy 1226592 0 15 11/20/2014 06/05/2013 05/22/2014 Mumbai Maharashta — India 19.076 728777 tikonadigital  tikona - - 45528

1231116 00:00:00 00:00:00 networks digital
v d networks
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Legal Notice

© 2014 Webroot Inc. All rights reserved. Reproduction or distribution of this
documentation is prohibited unless you are either duly licensed to reproduce or
distribute this documentation within the applicable license terms or you have
otherwise obtained the prior written permission of the copyright owner to do so.
Webroot and BrightCloud are trademarks or registered trademarks of Webroot Inc. in
the United States and other countries. All other trademarks are properties of their
respective owners.

netaddr
COPYRIGHT AND LICENSE
Copyright (c) 2008-2014, David P. D. Moss. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

e Neither the name of David P. D. Moss nor the names of contributors may be used
to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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